My child, eat honey, for it is good,
and the honeycomb is sweet to the taste.
In the same way, wisdom is sweet to your soul.
If you find it, you will have a bright future,
and your hopes will not be cut short.

— Proverbs 24:13-14 NLT
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Abstract

In the past, health information was shared by word of mouttvriten down in
books. With the advent of the information age, a new modeldesn emerging
where health information consumers like patients, acadians, researchers, and
doctors are turning to the Internet for health advice. Witis tomes questions
regarding the credibility, safety, accuracy and ultimatelistworthiness of the in-
formation. These issues are particularly important bezdeslth information has
the potential of affecting lives and causing harm.

In this study, we highlight the distinct challenges facedhieglth information
websites. We focus on two unique requirements: ethics anthhecomputer in-
teraction. The development of a Health Content Managemesiie8y (HCMS)
framework that encapsulates the needs of health informatibsites is also dis-
cussed thoroughly. Peer-reviewed papers that contaimmgs of our research are

the main components of this thesis.



Preface

Computing science is a very broad subject, covering diversasaranging from
building computing devices, to writing software programsprocessing informa-
tion. A fundamental pursuit of computing science is the useachines to assist
in problem-solving. Consequently, computing science isjusit an independent
discipline, but is increasingly applied in so many othercgiibnes, ranging from
business, education, entertainment, engineering, i@seand health care, to sam-
ple a few. Computing science is not only multidisciplinamnyt blso has many areas
within it. This study falls under one of the relatively neveas, health informatics.

As is customary, the first year of the masters program is spebursework,
while the second year is where the research work actuallinbed his study ac-
tually started taking form in summer 2010. We kicked off thedy with a simple
guestion; ‘How is the Internet being used to share healticacdnd information?’.
Like a hydra, this base question grew many heads during apentent study on
‘Ethics in the Software Development Life-Cycle: A Case Stutifealth Informat-
ics Systems’. Our initial drive was motivated by a curiosayexplore the new face
of health care through the Internet. We came across thossartealth informa-
tion websites of different varieties such as social netwphtogs, search engines,
forums, wikis, and so on.

The next stages of the study were exploratory. We found aflditevature
on electronic records for patients, but low coverage onnentiealth information
specifically. For the most part, health information welssisee being treated as
any other website. This apparent lack of attention was impsbantrast to the as-
sertion that online health information has the potentigbasitively or negatively
affect lives. The study eventually culminated in the foratigdn of a Health Con-
tent Management System (HCMS) that aims to address the speed#ds of health
information websites.

Within the one year that has gone by since this study begaot,ta been re-
alized and accomplished. It was also encouraging thatneseswed papers on our
research outcomes were well-received. However, due todtope and constraints,
aspects of this work that were left for future work in a doaterprogram. On the
other hand, to the best of our knowledge we have not comeaotbsr literature
that comprehensively deals with the topic presented here.

Hamman W. Samuel, September 13, 2011.
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Chapter 1

Introduction

1.1 A Brief History of Heath Care

Health care is a prominent service that raises the qualiliyiofy. Issues of health
are part of human existence, and over history, societies bame up with varied
explanations for causes and solutions for health problemeisiftoric practices are
thought to have relied on plants for medicinal purposes revtiee choice of plants
would mostly be through trial and error. In recorded histoty civilizations such
as Egypt, China, India, Babylon, Greece, and Rome are knowrveohaal medical
practices of diagnosis and treatment[80].

Health care has gone through many transformations. Dismadeleath have
been variously attributed to supernatural and supernssitieasons, to nutrition, hy-
giene, micro-organisms, and so on. Health and medicinalletdge seems to have
initially developed from empirical observations gotterotigh trial and error, then
documented. These observations were typically made byi@depoted to learning
about medicine, often referred to as physicians, mediaztbds, or simply doctors.
The person who was ill, or the patient, took advice, treatyreamd drugs from the

physician in order to be cured[81].

1.2 Health Care Today

Whereas ancient medicine was mostly concerned with findimgscto ailments
SO as to prevent death, modern medicine is also dedicategkverging diseases

and promoting healthy lifestyles. Modern doctors rely monescientific data to



provide advice, diagnosis, treatments, and appropriatgsdmMMedical information
is also more widely available, to patients and the generalipuThis propagation
of medical knowledge has been further escalated by theneti@].

Health information covers health advice about symptonagymibsis, treatments,
remedies, drugs, fithess, and the like. In the past, hedtihmmation was shared by
word of mouth or written down in books[82]. With the adventtbé informa-
tion age, a new model has been emerging where health infamainsumers like
patients, academicians, researchers, and doctors aeagnegly turning to the In-
ternet to get and give health advice online[8]. This new faideealth information,
also referred to as ‘human health online content’, allowth moedical doctors and
patients to use health information websites to communjcatiéaborate, and share

health information.

1.3 Research Questions

We found that when online health is mentioned, there has aéetrof focus in lit-
erature on issues with electronic health records (EHRS) atidim medical records
(PMRs). However, equally important are the myriad of heaitbrimation websites
that are being used to formally or informally get medicaliadwnline.

With the new face of health information as the backdrop, falght falls on
the credibility, safety, accuracy and ultimately trusttharess of the information.
These issues are particularly important because heatimiation has the potential
of affecting lives positively or negatively. Research gises that came up while

considering the role of the Internet in health advice slggimiglude the following.

How do we measure trustworthiness of health information?

How to we organize health information to make it easier t&lop?

How do we index discussions between patients and doctote gharantee-

ing privacy?

How do we determine relationships between health inforonaéind con-

sumer needs?



e How are health information websites different from geng@apose web-

sites?

1.4 Hypotheses

We present the following two research hypotheses, in malat online health in-

formation and health informatics.

Hypothesis H,: Health information websites are distinct from generaipose

websites.

Hypothesis H;: The use of information technology in health care acceptuath-

ical requirements.

We investigate the first hypothesid, based on two major facets: ethical and
technical. Ethical issues come into play because of thenpiatdor harm by mis-
information. Furthermore, looking into all other technicsues provide enough
coverage to test the hypothesis.The second hypothésis, related to the first hy-
pothesis, and can be viewed both independently as well gg@ding argument to
H,. We look into the potential for harm with information techogy in medicine,
both generally and more specifically in online health adsgitaring.

Given the unique ethical and technical needs of health nmédion websites,
coupled with the heightened sense of ethical obligatiomspmwpose a specialized
framework. In other fields, unique features and common wadeales eventually
get synthesized as specialized software components anctAgign Programming
interfaces (APIs). Some instances of these are e-commenseWworks, support
ticket systems, social networking platforms, to mentiorwa €xamples. Similarly,
we propose a Health Content Management System (HCMS) dedlimateanaging
health content and its distinct ethical and technical deteawe also acknowledge
the place of technology as an enabler for making better i&sn the virtual world

of the Internet, wherein the decisions are ultimately madaders. Consequently,



our proposed solution does not claim to prevent misuse ahiga practices. On
the other hand, the objective is to simplify the options ladeé for making the right

decisions.

1.5 Summary of Contents

For this study, we surveyed a substantial amount of liteeatincluding publica-
tions, codes of ethics, technical guidelines, online fieations, legal guidelines,
and news media. Also, a large number of health informatiohsites in differ-
ent categories were appraised. We also measured usermpema behaviors via
online surveys related to finding information on health infation websites. Ulti-
mately, a specialized framework to address the unique nafdusalth information
websites was developed. Research outcomes were presettiedamger academic
community and were well-received.

The majority of the content of the thesis is based on our peeewed publica-
tions, and is outlined as follows. In Chapters 2 and 3, thecallaispects related to
health informatics and online health advice are exploragc@mes of the research
shown in Chapter 2 were presented also at the 1st ACM Intenadtldealth In-
formatics Symposium, 2010. In Chapter 4, the human-comjnteeraction (HCI)
aspect of findability for health information websites isKked into. Chapters 5
and 6 cover the development of a specialized Health Contenalyament System
(HCMS) framework that encapsulates the needs of healthnrgton websites.
The results of Chapter 5 were featured and presented in tid&@rnational Con-
ference on Software Engineering, 2011 at that 3rd Worksindpastware Engineer-
ing in Health Care. The thesis concludes in Chapter 7 with argédescussion,
appraisal, and a review of lessons learnt.

Ultimately, the contents are structured to investigatesapgbort the hypotheses.
Chapters 2 and 3 look at distinct ethical challenges tha¢ assthe result of using
information technology in the health care sector. While Chaptiooks broadly at
health informatics, Chapter 3 focuses on ethics issues fathhmformation web-

sites. Chapter 4 looks at unique technical issues in onliaéithadvice sharing in



terms of vocabularies, ontologies, and findability. Chagpterand 6 present both
high- and low-level specifications respectively for a fravoek that aims to address
the distinct and sharpened ethical and technical needsatthhaeformation web-
sites.

As computing becomes more and more ubiquitous, it is notsimg that health
care is increasingly leveraging information technologye Turrent trends in health
information suggest a promising outlook for future reskarcthis area, and we
hope this study makes useful contributions to online heaftirmation, and to the
broader health care needs of society.



Chapter 2

Ethical and Technical Standards for
the Use of Information Technology In
Health Care

2.1 Introduction

Ethics deals with decisions about right versus wrong, gardus bad. These nor-
mative and moral questions involve people and how they a#ach other[107].
An ethical conflict is opposition between moral ideas ornesés. In the field of
medicine, ethical issues have been well-known due to the@alf the profession
in dealing with lives.

In the present information age of ubiquitous computing, itiad and technol-
ogy have started overlapping. The field of health infornsaBall about using com-
puters to enhance the way health information is proces88{i[There is extensive
literature on the subject of ethical conduct and principfemedicine. Similarly,
there are existing bodies of knowledge on ethics in comguéind information
technology. It can be argued that these two bodies of liteeatover ethical issues
in health informatics[109, 110]. However, we point out timdrmation technology
and medicine together lead to new and more complicateddssa¢hics. For exam-
ple, the Therac-26 incident is one of the many examples diveoé bugs causing
loss of lives. Because of a bug in the underlying operatintesy®f the Therac-26
x-ray device, patients died or were seriously injured duever-exposure[14]. Who

was to blame: developers, testers, or operators?



Medical ethics also does not adequately cover modern irtiooain medicine.
For instance, the “Principles of Medical Ethics” by the &ditNations has no provi-
sion for electronic health records[113]. Also, the Ameniddedical Association’s
(AMA) Code of Medical Ethics identifies “Physician Recordsé&tyhey do not ad-
dress electronic transmission of patient records[1]. @natiner hand, computer
ethics can deal with issues with data transmission, but doegonsider ethical
requirements of the medical profession.

Ethics issues in health informatics, which we refer to asltieinformatics
ethics’, require more than just interdisciplinary cooperain the fields of ethics,
medicine, and computing. These issues are markedly impaitee to the vulnera-
bility of people needing care and potential risks of usirfgrimation technology to
provide this care. In this chapter, we systematically iswtedes of ethics as well
as technical specifications from various regulatory andtih@g#ormatics organiza-

tions.

2.2 Identifying Ethical Issues

What can be done in the face of ethical problems? Where can ekepsssible
solutions? To help identify such issues and answer the haedtipns, there are
various ethical resources available which can help in deteng which course of
action to take: codes of ethics, case studies, ethics cdaeniand personnel, and

informal discussions[83].

Codes of ethicsEthics codes are formal documents that list ethical ppilesi and
duties. Members of the profession or organization are reduio adhere to the
principles of these codes to guide their ethical conductaddition, these codes

serve to correct any wrong notions about ethical principles

Case studiesThere are often available for reference, documentaticaoiar eth-
ical conflicts and situations in the past that may have besolved in a certain

manner. These cases can be applied as jurisprudence.



Ethics committees and personn€@lrganizations can have committees and trained
staff to discuss and resolve ethics issues. These may melilnts boards or ethics

professionals that are contacted for consultation whepadtbonflicts occur.

Informal discussionsChats with friends or colleagues can lead to informal advice

about how an ethical conflict can be resolved.

We carry out a systematic review of literature, codes ofasthand techni-
cal standards from major policy drivers and stakeholdenst &pproach involves
first using the Health Informatics World Wide (HIWW) online dbase to iden-
tify health informatics organizations. Next, we identifthieal codes within the
organizations and common memberships to regional bodieg tie respective or-
ganization website. Based on common threads, we then difoeissajor ethical
principles identified. We also identify technical specificas related to health care
whose aim is to address ethical issues. Major regulationstarttiards bodies in

health care technology are first identified and their gundsisurveyed.

2.3 Codes of Ethics in Health Informatics

There are various national and international bodies reékataealth informatics. Ta-
ble 2.1 gives a summary of health informatics bodies ex@dptrimarily from the

Health Informatics World Wide (HIWW) database[125, 7]. Coiegrand regions
are identified using ISO Alpha-3 codes[112]. In additionpmberships to regional
and international bodies is indicated, such as the IntenmatMedical Informatics
Association (IMIA), the European Federation for Medicdbimatics (EFMI), the

Asia-Pacific Association for Medical Informatics (APAMBNd the Health Infor-
matics in Africa (HELINA) group[6, 57, 5, 3]. It can be notdubt many bodies do

not have their own ethics codes.



International North America | Europe South & Central | Africa Middle East Asia Pacific
America

IMIA(0OL)® AMIA(USA) ®% | APIM(PRT) AAIMARG)® | MIAM(MWI) &0 | SAHI(SAU)S CMIA(CHN)®
ACHI(009)2& | AHIMA(USA) @c| BHSMI(BIH)®6 | ACHISA(CHL)® | SAHIA(ZAR) &0 EHAP(PAK)YD
ACHI(142)2@ | COACH(CAN)® | BMIA(BBEL)e | AVIS(VEN)® SMIMS(MAR) HINZ(NZL) ®
APAMI(009)% DSMI(DNK)S | SBIS(BRA)® SOMIBS(MLI)&d HISSL(LKA)®
APAMI(142)% FDH(NOR)YS SUIS(URY)® STIM(TUN) IAMI(IND) ®
EFMI(150) FinnSHIA(FIN)S JAMI(JPN)BO
HELINA(002)% GMDS(DEUX KOSMI(KOR)®®
UKCHIP(826)2 HISI(IRL)&6 MHIAMYS) &6
WHO(001)» RSMI(ROUYSS PMIS(PHLSG

SDMI(SVN)S TMI(THA) &

SEIS(ESPY»

SFMI(SWEpR

SSMI(CHER

TurkMIA(TUR)&

Table 2.1: Health informatics organizationsindicates has stated code of ethics on
website,® indicates member of IMIAS indicates member of EFMLb) indicates
member of APAMI,© indicates member of HELINA

International Codes

The International Medical Informatics Association (IMI&pde of ethics is com-
prehensive and covers duties of health informatics pradeats from three per-
spectives: fundamental ethics principles, informatitscstprinciples, and rules of
ethical conduct in health informatics. We also use the Wiitations’ World Health

Organization (WHO) e-health code of ethics, which is spedlifidor health-related

websites[124].

North American Codes

The “COACH high-level ethical principles” is published by Cda& Health Infor-
matics Association and an abridged version containing spiraional high-level
principles is available to the public[44]. The American Hlednformation Man-
agement Association (AHIMA) code of ethics contains eleg#rical obligations
expected of AHIMA members[17]. Another U.S. code, by the Aicen Medical
Informatics Association (AMIA) is a fairly recent publigah. The AMIA code
references the AHIMA and IMIA codes and focuses more on dwfdealth infor-

matics professionals expected towards key stakeholdémsatth care[52].

European Code

The British Computer Society (BCS) code of ethics and IMIA coda#ehshared
authorship by Dr. Eike-Henner W. Kluge, and the BCS code costtie same

9



material as the IMIA code[27]. The BCS code is acknowledgedhigylMIA as
an accompanying handbook[18]. Similarly, the UK Councilt®alth Informatics
Professions (UKCHIP) code of conduct is adapted from the BC®[dO6{l The
European Federation for Medical Informatics (EFMI) doesexplicitly state any
code, but is a member of the IMIA[5].

Other Regional Codes

The Australasian College of Health Informatics (ACHI) prasdca code of conduct
based on the underlying principles of the IMIA, but is ideatiin wording to the
UKCHIP version[4]. Similarly, the Argentine Association lgledical Informatics,
AAIM provides a code of ethics that is a translation of the Alode[2].

Bodies in the Asia-Pacific, Middle East and Africa region doprovide a sep-
arate code of ethics but are regional or international mesppes57, 5, 3]. Notably,
the Tunisian Medical Informatics Association, STIM and Medical Informatics
Association of Portugal, APIM do not state any codes and laceraot a member of
any other body[10, 9].

Figure 2.1 shows the timeline of when stated ethical codes weblished, as
well as how the codes are related in terms of referencing nothar. The UKCHIP

and AAIM codes do not state their publication dates.
T 2000 WHO
2002

2003
2004

2006
2007

v 2010

Figure 2.1: Timeline and Connections of Health Informaticsl€xo
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2.4 Health Informatics Ethics

We now present a concise framework to represent commonseginiociples in
health care technology, using three aspects of healthnrefbes: health care, in-

formation, software[133, 39].

Healthcare Health informatics is in the context of health care. Infatian systems
are developed to facilitate dispensation of health carb@auxiliary activities in-

volved in health care.

Information Health informatics deals with efficiently processing imf@tion. Large
volumes of information about patients’ needs to be storedufttoire reference, and
retrieved when needed. Transfer of information betweelttheare organizations

needs to be handled with proper security.

Software Information is processed, stored, and retrieved effelitibby using soft-
ware. Enterprise-wide software systems are needed to ra@tiags and hospitals,

as well as information needed by larger health care prosider

Given these components in health informatics, we can viéwe®in health in-
formatics in terms of ethical dimension for each componastllustrated in Figure
2.2. Consequently, health informatics professionals needtihere to these three

ethical dimensions of their profession[57, 18].

|:| Health Informatics
D Health Informatics Ethics

Software Engineering Ethics

Figure 2.2: Ethics in health informatics
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2.4.1 General Ethics

The first dimension to ethics in health informatics is gehetiaics, in cognisance
with health care and equivalent to health or medical etAlibe. BCS/IMIA code de-

fines general ethics using six major principles for every inenof society[18, 57].

Non-maleficencéWWe have a duty to prevent harm to others without undue harm to

ourselves.

Integrity: We have a duty to fulfill our obligations to the best of ourliileis.

Equality and justice We have the right to be treated equally and have the duty to

treat others fairly.

BeneficenceWe have a duty to advance the good of others.

Autonomy We have the right to self-determination and the duty to eesfhe au-

tonomy of others.

Impossibility All our duties are subject to our ability to do them.

Credibility: Another ethics principle worth mentioning is credibiliglthough it is
not highlighted in the BCS/IMIA code, credibility or trustwtbimess is important
in e-health scenarios as well as in delivery of patient carganeral. Dwyer et
al. define trust as ‘the willingness of a party to be vulnezaiol the actions of
another party based on the expectation that the other witbpe a particular action
important to the truster, irrespective of the ability to mtonor control that other
party’[33].

In Table 2.2, we investigate the codes for general prinsipgng the BCS code
as anchor. A notable observation is that the COACH and AHIMAesodo not
address the issue of autonomy, and have no specificatiofeitirating patients or

clients to make self-decisions.

12



Non-maleficence Integrity | Equality & justice| Beneficence Autonomy | Impossibility | Credibility
WHO @ (O] D ® ® D ®
IMIA D D D 52} s>} D
UKCHIP &) S @ D
COACH D D D 52} D
AHIMA &3] 52 52 52 D
AMIA &) D @ @ 52} [S2)
ACHI (<) &3] &3] 52
AAIM &3] D 53 5 52} @D

Table 2.2: General Ethical Principles in the Codesmplies existence, empty cell
implies absence

2.4.2 Informatics Ethics

Informatics ethics is the second dimension. Informatitscetdeals with ethical
behavior required of anyone handling data and informabion].8].
The following seven principles are stated in the BCS/IMIA ctaldefine infor-

matics ethics.

Privacy. Every person has the right to decide how much informati@y thish to
disclose about themselves, and what information they vaskithhold, how it is
stored, and used. Privacy can be defined as “the claim ofithdils, groups or
institutions to determine when, how, and to what extentrmiation about them is

communicated to others’[134].

OpennessPerson about whom the data is being collected needs to deriatl of

the intent for collecting data and what the data will be used f

Security Once data is collected, it must be safeguarded againsthoraed ac-
cess. In addition, data needs to be protected against madi@r unintentional
manipulation. By definition, security is a mechanism througtich privacy is en-
sured, involving authorization and authentication of aruas well as encryption

and anonymization of physical data[114, 50].

AccessEveryone has the right to access and correct their own Aatandividual’s

data should not be kept in isolation and allowed to becomeated.
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Legitimate infringementAccess is subject to legitimate data needs of a free soci-

ety. The individual’s right to privacy may be infringed fdret larger good of society.

Least intrusive alternativesAny legitimate infringement must be done with mini-
mum interference to individual rights. Legitimate infrevgent does not give free

reign.

Accountability Legitimate infringement must be reported to the persoacadd in
due time. This implies that eventually the affected indixatishould be notified of

the infringement.

In Table 2.3, we present informatics principles covereddnous codes. We
observe that the WHO code does not directly address secAldy, the principles
in the WHO code are opposing the BCS/IMIA principles of legitiemafringement
and least intrusive alternatives, because the WHO codere=sgexplicit and uncon-
ditional approval from the person affected. The UKCHIP codesdnot address
these two principles altogether. In addition, the UKCHIPetzhves out openness
and accountability. The COACH, AHIMA and AMIA codes are alscssiing vari-
ous principles. The indication is that most of the other soale more focused on

general ethics.

Privacy | Openness Security| Access| Legitimate infringement Least intrusive alternative Accountability

WHO [S3) 3] 5 S

IMIA D D D ® ® D D
UKCHIP [S3) @ D

COACH ® &

AHIMA 3] 2] D
AMIA [§) D ) 5 [S3) D D
ACHI @ 52 @

AAIM @ & @ ® @ &) D

Table 2.3: Informatics Ethical Principles in the Codesmplies existence, empty
cell implies absence
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2.4.3 Software Engineering Ethics

Our third dimension is software engineering ethics, whihloe defined in terms of
activities carried out by software developers that havgtitential of affecting end-
users[47]. A joint task force by the two leading organizasian computer science,
the Association for Computing Machinery (ACM) and the Inggtaf Electrical and

Electronics Engineers (IEEE) co-drafted a code of ethicefioical responsibilities

of software engineers that contains the following eightgples[52, 19, 15].

Public: Activities are done with the best interest of the societynind. Developers
should be aware of social impacts of software systems. THaisides disclosing

any dangers or known defects in software.

Client and employer Activities are done in the best interests of clients and em-
ployers, while balancing their duties to the public, inchglbeing forthright about

personal limitations and qualifications.

Product Software products should meet expected professionadiagtds. Devel-
opers should strive to build products that are not sub-siahidy thoroughly testing

and documenting unsolved problems.

Judgment Integrity and independence is kept in making decisionsiaboftware
development. Developers should avoid situations in wihely or their clients have

conflicts of interest.

ManagementManagers and leaders should subscribe to ethical appreatisoft-
ware development. Realistic and effective costs, schedaesprocedures should

be promoted.

Profession The reputation of the software engineering professiorulshbe ad-
vanced. Developers should promote software engineeringagidn and point out

anyone who violates the profession.
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Colleagues Colleagues are to be supported and treated fairly. Devedage to
fully credit their colleagues for their work, including &itectual contributions and

code re-use.

Self: Re-training and improvement is to be pursued by the soft@aveloper. In

addition, developers should not let prejudices lead toiutrisatment of others.

2.4.4 Stakeholders in Health Informatics

Ethical conflicts arise as a result of interactions betwderse¢ stakeholders in-
volved in the health informatics setting. The BCS/IMIA codadisix types of pro-
fessional relationships with which the health informapesfessional is involved:
patients, health care professionals, institutions andl@eps, society, self, and

profession[57, 18].

From a health informatics professional’s point of view, i@l and health care
professional is distinct from an employer. However, fromoftvgare engineer’s
perspective, health care professionals and patients c&agaeled as clients. This is
because doctors, staff, and even patients eventually leeadrusers to the health
software products. Also, the BCS/IMIA code covers relatiapshvith colleagues
under the profession, whereas the ACM/IEEE code specifieatjresses them.
Table 2.4 illustrates a comparison of stakeholders in the BB and the ACM/
IEEE codes.

BCS/IMIA
Society| Institutions & employers Profession| Healthcare professionalsPatient| Self
w | Public @
W ["Client & employers @ @ ®
§ Profession @
Q | Colleagues S
< ISert @

Table 2.4: Stakeholders in Health Informatigsimplies existence, empty cell im-
plies absence
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2.5 Technical Guidelines for Health Care Technology

In the previous sections, we looked at ethics in health médics in terms oprin-
ciplesin relevant codes of ethics. This viewpoint allows the regoh of ethical
conflicts, because the relevant stakeholders can be helonsible for not perform-
ing their duties stated in the codes. Moreover, a setctivitiesare carried out by
health informatics professionals to ensure ethics priesipre adhered to. Ethical
conflicts may be preventable even before they happen if tietsaties are followed
during development of health informatics systems.

The U.S. Food and Drug Administration (FDA) provides a doeuatthat aims
to minimize software errors and failures through life cyated risk management.
In addition, the International Standards Organizatio®{l8as a large collection of
standards on health informatics set forth by its Technicah@dtee ISO/TC 215.
We analyse these technical guidelines to identify how thasde applied to ethical

issues.

2.5.1 Food and Drug Administration (FDA)

The FDA document titled “General principles of softwareigation” was created
to reduce software defects and recalls resulting from thegects. The document
applies to medical software or devices containing softwiisegoals include reduc-
ing risk to patients and users, and also reduce liability amafacturers of medical
software. The FDA document achieves this through providixyjicit guidelines

on how to validate software during the stages of softwareldgwmentbbl31.

Software Development Life-cycle

Development of health informatics systems involves goimgpugh the software
development life-cycle (SDLC). In general, the softwarealepment life-cycle
consists of all the stages during the development of sofwarhe FDA docu-
ment does not conform to any one model, but provides thevialig generic SDLC
model[115].
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Quality planning Tasks and procedures for reporting risks anomalies invso#,

assigning them to personnel, and resolving them are idedhtifi

Requirements Information about the device or software and its intendse 13

identified, including proper documentation of the softwareevice functions.

Design Requirements are translated into a logical and physicatsemtation of
the software through design activities. In addition, polesusage errors need to

have appropriate testing measures.

Coding Software is usually constructed by either coding or by arsdieg coded
components. This is the culmination of the design into a ocadievice or software
product. Depending on the coding guidelines being optedyothe developers,

there needs to be verification of this compliance.

Testing by software developérhis involves running the software with pre-defined
inputs and known outputs in order to compare its accuracynEkough testing

cannot be exhaustive, all efforts need to be taken for thgirdesting of the code.

User site testingThis involves testing on-site with the user with realistata. Tests

are needed to determine if the user correctly understaradgeus the interface.

Maintenance This covers both installation and deployment of the saftwas well

as future changes to software that will require re-valwhati

Software Validation

Software validation involves providing documentation trs and procedures for
risk management during each of these stages of the SDLC. itiaajdhe FDA
document provides a template of tasks and activities foh stege of the SDLC,

depending on the level of risk associated with the devicefiware.
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Needless to say, items that are more risky go through moretes before
approval[115]. Eventually, the plans, procedures, andiah@nted activities need
to be evaluated and approved by the FDA. The FDA recommeratpendent
or third-party evaluation, and also self-evaluation beftinal submission to the
FDA[115].

Levels of Concern

In the SDLC, the specific tasks recommended by the FDA for &abd depend on
the level of concern, which is an estimate of the danger acdemi software poses.
There are three levels of concern detailed in the FDA supphtany document ti-
tled “Guidance for the content of premarket submissions&dtware contained in
medical devices”. The level of concern for a given softwardetermined by an-

swering a set of key questions[116].
Major: Possibility of death or serious injury to patient or operat
Moderate Possibility of minor, non-fatal injury to patient or op&va
Minor: Almost unlikely to cause any injury to patient or operator.

Figure 2.3 shows an overview of activities and documemaliased on level
of concern. It is noteworthy to determine where issueseadlathealth would fall
under. There may be no foreseeable harm caused by electrealit information

usage, and a ‘minor’ categorization may seem fitting. Howevendling risk in

e-health may not necessarily be equivalent to other sttngin this categorization.
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Figure 2.3: FDA software validation based on level of concer

Ethics Principles Addressed

The emphasis on validation in the FDA document facilitatessdventual produc-
tion of software that reduces software faults. In other wpitdleads to the devel-
opment of software that mitigates harm and upholds the &tpigcnciple of non-

maleficence. However, other principles such as privacy ateaddressed by this

approach.

2.5.2 International Standards Organization (ISO)

The 1SO specifically addresses health informatics via thedstrds and guidelines
developed by the ISO/TC 215 committee. The ISO standardenerngl are glob-
ally recognized and the TC 215 committee has internatiog@lasentation in its
membership[55, 126]. The ISO/TC 215 standards address e naitje of issues
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in health care, and at the time of this publication, we lookedighty-two active
standards on different areas in health informatics.

Three main categorizations can be presented based on éfectstaddressed
by these standards: health software, health devices, aithheformation. Ma-
jority of these standards focus on communication protobelsveen devices and
computers. The standards also aim to promote common vaoasjladdress EHR
harmonization, and facilitate health informatics syst&®s126]. Figure 2.4 sum-
marizes most of the currently active ISO/TC 215 standartegoaized by artefacts

and sub-themes.

2| IS0 17115 ISO TR 12309  ISO TR 25257
S | Z| 150 18104 ISOTS 17117 ISO TS 22224
‘3 | 5| 15021667 ISO TS 22789
S 5| 150 25720 ISO TS 25237
é 1SO 13606-1 1SO 18308 ISO TS 13606-4 ISO 20301 ISO 21549-3 IS0 21549-6
= 2 | IS0 13606-2 ISOHL721731 ISOTS 21547 1SO 20302 1SO21549-4  ISO 21549-8
& || 150 13606-3 ISOTR 20514  ISOTS 27527 1SO 21549-1 1SO 21549-5
1SO 13606-5 ISOTR 21548  ISO TS 27790 TSO 21549-2 1SO 21549-7
2] 18027799 SO 12967-1  ISOTR 11487 [SOTR 17119  ISO TS 29585
21 1SOTS21091  1SO12967-2  ISOTS 21298 1ISO TS 22600-1  ISO TR 22221
© | #|1SOTR11633-1 SO 12967-3  ISOTS22220 ISOTS22600-3  ISO TR 27809
Cg T | ISOTR 11633-2  1SO 18812 ISO TR 22790 1SO TS 22600-2  ISO TS 25238
& |E[15011073-91064 1SOTR21089  ISOTR 11636 ISO TR 16036-1
S | 5| 150 12052 ISO 17090-1 ISO TR 21730  1SO TR 16056-2
n | 3| 180 17432 ISO 170902 ISOTS 16058 1SO TR 18307
£ | 150 18232 ISO 17090-3  1SO 21090
= [ 1S0 11073-10404 1SO 11073-10471
£ | 1SO 11073-10407 1SO 11073-20601
g 5 [15011073-10408 15022857
= ISO 11073-10415
5 2 [1SO 11073-20101 1SO ISO/IEEE 11073-10101
A |2 | 1S0 11073-30200 1SO ISO/EEE 11073-10201
| 1S0 11073-30300 1SO TS 11073-92001
£ | 150 11073-90101

Figure 2.4: Overview of the ISO/TC 215 standards

Ultimately, the main goal of the ISO/TC 215 standards is npote seamless
communication between health information systems, soéwand devices. Many
of these standards focus on communications protocols atifgations: between
devices and computers, or among computers and informaggteras. The stan-
dards also aim to promote common vocabularies and commuapuiats of archi-

tectures that again facilitate easier communication acsgstems[56, 126].

21



Ethics Principles Addressed

Many of these standards are ethics-aware, and specificdiess some ethics is-
sues directly or indirectly. We identify four matches to B€S/IMIA ethics prin-
ciples that are covered via the ISO/TC 215 standards: ndefitence, privacy,
security, and accountability.

There are two main standards that address safety: ISO/TR2at8“Telecom-
munications and information exchange between systems”&0dTS 25238 on
“Classification of safety risks from health software”. Whiliengar to the FDA
approach of risk assessment within the SDLC, the ISO/TC 24bdstrds more
comprehensively address risk assessment. While acknowtedgd referencing
the FDA standards, the ISO/TC 215 propose five classes foassessment instead
of the FDA's three categories: catastrophic, major, camsible, significant, and
minor[61, 62]. Comparatively, more granularity in categation would allow a
better awareness of how to handle the risks. However, tilipsts e-health issues
as ‘minor’ and forces risk management planning to take a méd of electronic

health information.

Catastrophic Multiple deaths, or injuries causing disability.

Major: Death of an individual patient, or severe injuries to npldipatients.

Considerable Severe injury for an individual patient or minor injuries imultiple

patients.

Significant Minor injuries for an individual patient, or minor shockrfmultiple

patients.

Minor: Mild shock for an individual patient.

Additionally, the ISO/TC 215 include an assessment of tkedihood of failure

of a device or software: very high, high, medium, low, veny[i61, 62].

22



Very high Most likely will occur.

High: Uncertain but very likely to occur.
Medium Likely to occur, but not certain.
Low: Only a small chance of occurrence.
Very low Most likely will not occur.

Furthermore, there are various standards in the ISO/TC 2flog that deal
with information, and specifically patient information ihet form of Electronic
Health Records (EHRS). ISO 22857 looks at transfer of pergwadth information
generally, and the consequent privacy risks. In additisestandards on EHR com-
munication, archiving, and transmission such as 1SO136@6d ISO/TS 21547
acknowledge the importance of privacy. Closely related éortbed for privacy is
its realization via security and access control mecharj&fhs Also, security is
addressed for communication, transmission, and storagdataf There are various
standards for personal health devices and point-of-caalthhdevices that look at
communication between these devices and computer sysharosss control cov-
ers 4 main aspects: authentication, access, authorizatofunction[59].
Authentication The identity of the user is established.

AccessThere is a policy about what information aspects are altbaccess.

Authorization There is a mapping between what is accessible and who hassacc

Function The possible actions that can be taken upon authorizatekreown.
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In addition to controlling access to data, security alscece\data transfer and
secure exchange. 1SO 17090-1, ISO 17090-2, ISO 17090-3dbdlgital certifi-
cates, while ISO TR 11633-1 and ISO TR 11633-2 look at remotess. Also,
ISO TR 21089 looks at the role of trust in access control[55].

Moreover, various standards with the ISO/TC 215 addressdkd for account-
ability via provisioning for audit trails. 1ISO/TS 13606-4@ 13606-1 address se-
curity specifically for EHRs, and include an audit log in itsdplines. In addition,
the term “auditability” is introduced in 13606-4, definedthe ability to examine
user actions[63]. ISO 22857 stipulates that audit traitaitdhbe tamper-proof[58].

2.5.3 Principles and Activities

Ethics in health informatics deals with questions of wrond &ght resulting from
the use of technology in managing healthcare informationnvblves adherence
to general, informatics, and software engineering ethicxples. In the preced-
ing sections, we presented ethics in health informaticsse af activities that are
incorporated into the SDLC. In this view, ethics as an agtivivolves software val-
idation and best practices, in accordance with the FDA af@dTE 215 guidelines.
Whereas the codes provide guidelines on ‘what’ is ethical,RBDA and ISO/TC
215 documents define ‘how’ to directly or indirectly makethieal.

A cross-cutting observation can be made about securityn Ehaugh the codes
and guidelines presented refer to security as a principéenotion of ethics is not
completely in line with security, which is more of a mechani$14, 50]. Given that
security itself is not inherently concerned with ‘good’ bad’ values, it can rather
can be seen as a risk management mechanism through whichpathzples can
be addressed, such as privacy. Figure 2.5 depicts theatiffethical principles and
which of these are directly or indirectly addressed by #@ts through the FDA
and ISO/TC 215 technical guidelines.
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Health Informatics Ethics

General Informatics| | Software
L'_I\_I|_()£1_—_rﬁng§a§_ag_(:§| Pr|ivacy So|ciety

Integrity Openness Instit. & Employers
Equal. & Justice Security Profession
Beneficence Access Health care profess.
Autonomy Leg. infring. Patient
Impossibility Least intr. alt. Self

Accountability

ISO/TC 215 |_|FDA [ |BCS/IMIA

Figure 2.5: Ethical codes and technical guidelines

2.6 Conclusion

In this chapter, we investigate ethical conflicts in heatfloimatics. We compre-
hensively examine codes of ethics from the BCS/IMIA, ACM/IERE)IA, WHO,
and many other health informatics organizations acrosgltitee. We also inves-
tigate how the FDA and ISO guidelines are applied to managewfesoftware,
devices, and data. As a result, we define health informatiissein terms of ethi-

cal principles and activities.
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Chapter 3

Ethics Requirements in Health
Information Websites

3.1 Introduction

There is a lot of focus on addressing ethical issues arisitiy Etectronic Health
Records (EHRs) and Patient Medical Records (PMRs). Howevequailg impor-
tant area is health information websites and health soei@aorking services that
are gaining more prominence and popularity. Health wedsitéh communities
such as WebMD.com and PatientsLikeMe.com have featuresskrns to register,
which leads to storage of user information. Daily journaild ather trackers within
the websites also provide facilities for users to keep tr@fcifaily routines. This
data can be considered sensitive and can make the user t#lecipprivacy at-
tacks. Considering the case of the AOL search logs incideset, data from other
sites can be used to re-identify other anonymized recoedgarious linkage attack
models[43]. Seen in this light, safeguarding privacy ontheaformation websites
can be appreciated as a prominent task.

Furthermore, even in purely informational health websit#h no user commu-
nities, there is the risk of inaccurate health informatiBar instance, in the United
States, websites like ApricotsFromGod.info continue terape and publicize cures
for cancer, without the approval of the Food and Drug Adntiatgon (FDA)[14].
ApricotsFromGod.info had 1,532 visitors in the past yeatoading to statistics
from Compete.com, who were exposed to the risk of taking recbrand untested

health advice.
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Health information is defined by the Internet Health Coatit{tHC) as follows:
‘Health information includes information for staying wefreventing and man-
aging disease, and making other decisions related to haatithealth care’[25].
There are various kinds of websites, such as blogs, wikianis, social networks,
and so on. Health information websites have varying andusigatures and ethics
requirements that fit different classifications. In thismties, the prominent issues
in different categories of health information websitesnigeistigated. A survey of
popular health websites is presented to formulate a taxgrairhealth websites’
characteristics. This categorization is then used to ifjeethics issues for groups
of health websites. Popular health websites within eacgcaies are used to study
these ethics requirements. Solutions are proposed toen¢ified problems, while

keeping focus on how much technology can realistically echi

3.2 Categories of Health Information Websites

A survey of over 50 health websites was conducted. The sahwpdbsites were
selected randomly, but with attention to enough variandenms of popularity and

search rankings.

3.2.1 Stakeholders

Stakeholders identified were in the context of health adviee®m the survey of
the health websites, there were two main users identifiethisidcenario: sub-
jects and experts. ‘Subjects’ refers to patients or any@skisg health infor-

mation online. On the other hand, ‘experts’ implies physisi, users with expe-
rience in healthcare, and domain experts in health. In texht®©mmunication,

while it is normally thought that patients receive adviaanfrphysicians, it is also
common for patients to share experiences and advice wigrothho have gone
through similar situations. Four possible scenarios of tvaavway communication
happens between these stakeholders were identified: 1@&tbjSubject (S2S),
2) Subject-to-Expert (S2E), 3) Expert-to-Expert (E2E)¢d &) Broadcast-to-any

(B2X) in which the subject or expert releases informationgeneral consumption.
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3.2.2 Profile of Typical Health Websites

Among the 50 websites surveyed, the majority of health webshcluded user
blogs, discussion forums or community groups, healthlagjand outbound links
to other websites. In addition, various websites providealth tools such as med-
ical terms dictionaries, symptom checkers, doctor seanati,health trackers with
personal diaries and journals.

Overall, three categories of websites were identified: I)ega& Topic (GT), 2)
Specialized Topic (ST), 3) Specialized Demographics ($legalth websites can be
for a wide range of general health topics, diseases, or di8gse are more spe-
cialized for particular diseases or topics, such as webBteCancer, HIV patients.
For instance, PatientsLikeMe.com is for patients diagdegéh life-changing dis-
eases such as epilepsy, Parkinson’s, fibromyalgia, amdwegntWebsites can also
be targeting certain demographic groups such as men, waeeiors, or kids.

In terms of content, 3 methods of how content is generated distinguished:
1) Owner Engineered Content (OEC) generated by the websitmestirators/staff,
2) User-Generated Content (UGC) generated by registered, st 3) External
Aggregated Content (EAC) from other websites.

Figure 3.1 shows the frequency of occurrence of the commatinittypes, cat-
egorizations, and content types. Based on the survey &tstiSt% of the health
websites surveyed address general topics. These topigeaeeated for the most
part via OEC, which accounts for 46% of the websites survejredddition, 56%

of content was for B2X communication.

“

.

M S2S 1 S2E = E2E WM B2X BGT = ST MSD B OEC # UGC MEAC

(a) Communications  (b) Categorizations (c) Content

Figure 3.1: Relative frequency of occurrence of common pitogse
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3.2.3 Taxonomy of Health Websites

The results above allow for a generalization of high-leveperties of typical health
websites. We propose a possible taxonomy shown in Figur® 31 2mmarize these
properties. This taxonomy can also be used to define two loleagifications of

health websitesarticle-basedandcommunity-based

Health Website

Communication| | Category ||Content

S28 GT OEC
S2E ST UuGC
E2E SD EAC
B2X

Figure 3.2: Taxonomy of health websites

Content on article-based health websites is Owner-Engegontent (OEC),
and there is none of User-Generated Content (UGC) preserantrast, a community-
based health website can have a mix of both content types/eor olely user-
generated content as a Social Networking Service (SNS).didtmguishing fac-
tor is users’ ability to contribute to the content base ofwebsite. Furthermore,
community-based websites would typically include SubjeeBubject (S2S), Subject-
to-Expert (S2E), or Expert-to-Expert (E2E) interactio®s the other hand, article-
based websites are restricted to providing content foraesddp, that is Broadcast-
to-Any (B2X). Depending on the classification of a health mfation website,
issues in privacy, security, and trust can be very differémr instance, when no
sensitive data is stored about users, e.g. a daily healt}) plivacy concerns are
minimized. In contrast, a Health Social Networking Ser\(EKSNS) has to deal

with a lot of concerns due to interactions between users.
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3.3 Ethics Requirements of Health Information Web-
sites

The popular websites from within the two broader categtiona are next used to

study ethical issues that arise.

3.3.1 Article-Based Health Information Websites

MayoClinic.com and KidsHealth.org are two popular websitggh traffic of over
eight million and two million last year respectively accmgl to Compete.com.
MayoClinic.com features general topic articles written by Mayo Clinic staff on
various health topics, diseases, symptoms, drugs, tesiss@on. The website
also features blogs written by experts. KidsHealth.orgspecialized demograph-
ics website, targeting parents and children and teens. Hisite predominantly
contains reviewed articles on general topics.

Within these types of websites, privacy is seemingly nosané because no per-
sonal data is being collected. KidsHealth.org does notigecany interaction with
the reader, whereas MayoClinic.com allows user comments fmbted on the ex-
pert blogs. The privacy policy of MayoClinic.com acknowledghat IP addresses
of visitors to their websites are logged. Similarly, Kidsgitb.org acknowledges
that they collect non-personal visitor data through cosfkie, 68].

In terms of trustworthiness of content, MayoClinic.com pdes details and
profiles about the authors of their expert blogs, while mastlas are labeled with
‘Mayo Clinic Staff’ as the author. MayoClinic.com also dispgehe HONCode cer-
tification logo. KidsHealth.org gives names and profilessvfewers of each article
atits end. The website has an expert review board as well dgateditors[76, 68].

WebMD.com is another popular health website having closet@enteen mil-
lion visitors last year according to Compete.com. It can als@ategorized as an
article-based website, but it also includes health comtramiArticles are catego-
rized under communities as well as health topics. WebMD's@micles contain
both an author and a reviewer, with names and profile linksadiition, sources

used in the article are also listed. Certification logos fro@NCode, URAC, and
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TRUSTe are also displayed on the website. The website alisers to register, not
necessarily to join community discussions, but for othatdees and medical tools
such as a Personal Health Records (PHR) manager[122].

Generally, with article-based websites, data collectethiidy non-personal,
and possibly no medical data of the reader is collected osetltypes of web-
sites. Consequently, privacy and security concerns ang as& toned down or
non-existent. However, when users can register on the teglssich as the case
with WebMD.com, issues of privacy can come into play. Evaus#érs do not store
sensitive medical data upon registration, part of theispeal information is being
exposed, such as name, email, and in some cases phone nuratiéress. Itis the-
oretically possible to use this partial data in re-iderdifiien with other anonymized
records through linkage attacks[43]. Nevertheless, ireggnwithout user interac-
tions and data sharing/collection, privacy is a non-issue.

Health websites are blurring the line between online headi¥ice and health
records. For instance, as mentioned here, WebMD.com alRevsonal Health
Records (PHRS) to be stored on their site. Users also typitaltk their health
habits and statistics on some communities via health towlparsonal journals[129].
Consequently, with a health website, storage of a user'spalsmformation, whether
partial or sensitive, is more risk-prone.

Also, the issue of trust still arises. Trust in the contexadfcle-based health
websites can also be defined in terms of the truthfulnesseatdhtent. If someone
reads an article containing health advice and practiceadhiee given, how safe
would this scenario be? For example, different individudzse varied reactions
and allergies that the article may not have highlighted. oAtkere is the likeli-
hood that the article contains outdated, incomplete, on évaccurate information.
Readers of article-based websites need trust the authohe @irticles as well as
the owners of the websites. In the case of WebMD.com’s andd@aygic.com’s
displayed certification logos, studies have shown that hetebsites that display
certification logos may be in full compliance with the guidek of these certifica-
tion bodies[51]. Guaranteeing trustworthiness of infaiiorastill remains an open
problem[132].
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3.3.2 Community-Based Health Information Websites

PatientsLikeMe.com is a social network with a vibrant comityuwhere patients
can share advice, stories, and treatments with others dbmggh their experi-
ences. The website was visited by over fourty-three thalipaople last year ac-
cording to Compete.com and has been gaining in popularitgntéy becoming a
general-purpose social network. Previously, the websiteldeen targeted towards
specific life-long diseases[91]. The website’s privacyigotlistinguishes between
data that will be shared and data that will be kept privateer&tare two privacy
settings provided: ‘visible’ and ‘public’. ‘Visible’ dat&s only viewable within
the community, while ‘public’ data is shared by anyone, ulthg non-registered
visitors to the website. PatientsLikeMe.com also incoapes a visual star-based
user rating in each user’s profile. These ratings seem tagg®ome indication of
trustworthiness of the user[91].

WebMD.com was previously mentioned under article-baseoksites, but also
doubles up as a community-based health website. Discisssidhin communi-
ties allow registered users to write opinions about anyc®fiiey are interested in,
and also contribute to other users’ discussions. In itsapyiypolicy, WebMD.com
provides comprehensive details about how it ensures bgtbdband physical se-
curity by authentication, authorization, secure commaindey channels, backups,
and audit trails. The style of WebMD.com’s community is mfmaim- or bulletin
board-based than a social network. There are no specifiagyrsettings available
for the user to configure apart from the general security oreasavailable on the
website[122].

For SNS, relational information is equally important assp@al information
in terms of privacy[49]. Essentially, security in SNS inved the additional task
of considering the reach of a user’s network[70]. However,dommunities in
PatientsLikeMe.com and WebMD.com, ‘friend’ relationshgre not defined, and
users are essentially contributing to each other’s dissnssind profiles, so a pure
social graph is not present[122, 91].

Communities such as PatientsLikeMe.com rely on user ratoggeasure cred-

ibility. Visual rating systems have been popular since tmtyel 990s, and websites
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like Amazon.com, eBay.com, and Epinions.com have popw@drize metric using
user reviews and 5-star visual ratings. In fact, word of rhatén be seen as an
offline rating mechanism[130, 95]. Studies have shown thitgs can indeed be

used as a rudimentary indicator of trust[130, 29].

3.3.3 Cross-cutting Ethical Issues

When intersecting the ethics requirements with potentaias, the following needs

and improvements can be identified within health websites.

Better Privacy and Security

An open problem we highlight in health websites is the lackrad-grained privacy
controls. Generally, parts of a profile may be more sensttiam others. While
most websites look at privacy control in terms of a block abfipe fields, users
may wish to keep some fields more private than others[75]. ifstance, a user
may not want all their friends to see their year of birth, kit want to announce
their birthday dates. In health websites, a similar sitratan arise. Users may
be asked to enter their health insurance information, gpiked&zations, such as on
PatientsLikeMe.com. The user may wish to share this witly salect close family
and friends, not generally with registered users.

An equally important aspect of privacy controls is that tcanyprivacy settings
would be overwhelming for the user[75]. Fang and LeFevrgpse a privacy
wizard that can learn from the user’s basic privacy prefees[87]. However, this
method may not be as applicable when sensitive data is iegplecause mis-
classification errors could have more serious results.

In security, similar issues with granularity can be ideatfin terms of data
storage. Sensitive data fields need to be encrypted in €doagvoid incidents
similar to Sony Corporation’s hacking, where hackers clairat all stored data
was unencrypted[87]. Currently, passwords are typicadlyest with some one-way
encryption scheme such as MD5. It is not clear how other semsnformation
such as HIV status may be stored. PatientsLikeMe.com all®&ss to add medical

conditions, but the way data is stored in their databasetidisolosed.
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Credibility of Health Information

Because health websites involve using health advice, trusedibility is an essen-
tial ethical requirement. Trusting a website also entalgling that it presents fac-
tual and up-to-date health information, and trust is ulteharelated to the source
of the information[89]. For instance, a user who has augeariaccess to the sys-
tem is seen as trustworthy. In other words, the user is tarsity because of going
through the required security procedures[104]. Morecaarser may be deemed
trustworthy because of their role or reputation. As an eXammpdoctor-authored
article would most likely be taken at face value. The soultse lae may be credible
because of an endorsement via a third party. Many healthitestshow certifica-
tion logos as a trust-building mechanism, and trust in tition means believing
the credibility of the website owners, quantified via a ttpedty’s reputation[36].
Studies on identifying trust metrics for health websitesehtound that user
interface elements and aesthetic qualities add to crgi[BB, 36]. However, a
well-designed or attractive interface may give a false saissecurity, because it
says nothing about the quality of health content. Moreolgps can also give
a false sense of credibility. A recent study found that oré¢e6of the websites
that displayed the HONcode logo of the the Health on the NeinBation were
actually in full compliance[51]. Also, star-based repigiatsystems are inadequate
in fully measuring trustworthiness of the user and any aurtteey may generate.
This is because if users do not participate or provide rafitiggir reputation scores
would be low, which does not necessarily reflect their cnéitlibbut rather their

activeness.

The Role of Technology

Security mechanisms such as authorization and autheaticahsure privacy to
an extent. Also, rating systems and logos can give an ideheotitedibility of

a website. However, technological solutions to ethicalessare limited by the
extent to which the user can effectively use them. The letdeimoving towards a
virtual representation of the real world. However, thee o physical restrictions

such as walls or locks and all security and credibility measware abstract and
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circumventable. In this situation, technology can at bestes as an enabler, but

humans are ultimately responsible for ensuring ethicalireqents.

3.4 Proposed Solutions via Access Control

When looking at different breaches, of privacy, securitytrost, certain points
stand out: invasion of privacy is caused by unauthorizegsgto personal data; a
security breach usually involves by-passing authentioat access data; breaches
of trust begin with technical flaws or sinister motives tHétet data[11]. In the case
of breach of trust, a user may have the required authorizatia authentication,
but purposefully or unknowingly may falsify informationn health information
websites, especially Health Social Networking ServiceSNIS), an authorized and
authenticated user may share health advice that is in¢pmeomplete, out of date,
or inapplicable to other users, leading to a breach of trlise common theme in
these breaches is controlling access to data.

Access control is a generic term for authorization and antb&tion. It involves
allowing or disallowing a user from performing a set of operas on some given
resource[32]. Access control is usually performed usigisty policies agreed on
by security administrators or users[22]. Access contraisiens are a combina-
tion of subjects/users, objects, and permissions, eviipteading to a user being
granted or denied permission to access data in some cdréxt|

Following this train of thought more generally, privacy sated to an indi-
vidual, and is expressed through personal data relatecetmtlividual. However,
since access is involved, privacy is only definable in theedrof interaction with
other individuals. As the popular saying goes, ‘no man isstemd’, privacy can
only be qualified within some form of interaction involvinget decision to allow or
deny access. Security mechanisms via access controlalesensure that personal
data is kept safe from unwanted access. Consequently, sictited and authorized
users can be seen as trustworthy because the access cenistbnol had been made

based on the information owner’s allowances.
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3.4.1 Access Control Model

More formally, access control can be expressed in terms efidliowing basic

components, based on [78] and [22].

¢ A set of subjectss, that authorization needs to be given to, such as users
e A set of objects(), that need to be protected, for example, data
e A set of permissionsP, assigned to subjects on objects

e A set of actions A, that can be performed in the context of the permissions

given

Given the above components, access control involves dgfiib;, O;),V.S; €
S,0; € O,P; € P. Inthe context of health information websitd3,defines au-
thorizations given to users to access certain pages or[datanstance, a user may
not be allowed to see another user’s profile because of graettings. In addition,

given P;, S; could perform one of the following fundamental operationggp[74].

e Create, C S; can be allowed to create new instancesofC' = {1 | 0},

where 1 implies allowing and 0 implies disallowing
e Read, RS, can be allowed to view;, R = {1 | 0}
e Update, U S; can be allowed to change;, U = {1 | 0}

e Delete, D S; can be allowed to remowe;, D = {1 | 0}

Now A can be defined ad; = C; U R; U U; U D;. Consequently, an access

control decision can be modeled as a quadrup(&(s, O, P, A).

Orthogonal View of Privacy, Security, and Trust

We also present an abstracted orthogonal description esa@ontrol incorporated
with notions of privacy, security, and trust using graphation. LetG = (V, E) be
a directed graph, whei@ is the system}” are nodes representing entities contain-

ing information, andr are edges representing access attempts. We refer to €ntitie
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as an abstraction of users, user profiles, content, compaardghe like. A typical
attempt at accessing information would be representéd g5 wherei is the en-
tity requesting the information, andis the node source of the information, given
i,jeV.

We can define privacy?r as alabel, or more formally a weight, ofy, j), such
that

Pr(j,i) ={1]0}

Here, 1 represents allowing and O represents denying atwessaction. For
simplicity, we abstract the fundamental operations as abel] and note that a
more comprehensive label can simply be defined as a 4-tupd¢io({1 | 0}, {1 |
0},{1]0},{1|0}) corresponding tdC, R, U, D) if required.

Pr(j,i) is a configuration of the privacy of entitywith respect to access re-
guests from entity. The proposed notation defines an access-specific privagy of
which is represented on the directed graph by the €dgébecause is attempting
access to information aboyt

A base privacy definition also needs to be established. Slsigriply Pr(i,i) =
1, so that an entity always has self-access. Privacy can qoasdy be defined as

a piecewise function.

o A{r)o} iy
PT(],Z)—{l Z:j
In addition, default privacy is defined d%-(j,7) = 0 for the situation where
no edges or labels are present. Consequently, security cdefiped as the access
control decision after reading the label far ).
Trust fori can be defined in terms of a simplistic score using inbounéetly

1, B,
Tr(i) =n(E;) +> Pr(k,i),Vk € V.k #i

For a health website, this definition of trust implies thatsgruwho has been
allowed access by many other users is probably more trugtytinan someone

who has not been. This follows the definition of trust as thdlingness to be
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vulnerable’. Figure 3.3 gives an example of the proposettatigon model. In the
example, entity A is sharing data with entity B. However, #edi B and C have
disallowed access to their data for all other entities. Byd&#nition of trust in
terms of access, A is the most trustworthy. Also, entity ARasnotational clarity,

we present a break-down of the settings as defined in the d&amp

£

Figure 3.3: Example Graph Notation Representation of Pyp&ecurity and Trust

Privacy of Awrt B=(B,A)=1
Privacy of Awrt C=(C,A)=0
Privacy of Bwrt A=(A,B)=0
Privacy of Bwrt C=(C,B)=0=0
Privacy of Cwrt B=(A,C)=0=0
Privacy of Cwrt C= (B, C)=0 =0

Trustscoreof A=2+1=3
Trustscoreof B=1+0=1

Trustscoreof C=0+0=0

Role-Based Access Control (RBAC)

The above descriptions of access control are generalizext. héalth websites
specifically, this generic definition might prove cumbersobecause it involves
controls for every user. In addition, within the health domigself, there are nat-
urally occurring roles, such as doctors, nurses, and fatieach having a specific
part in the health care delivery process. This scenario ieranitable for Role-

Based Access Control (RBAC) to fulfill privacy, security, andstrtequirements.
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Other access control models such as trust-based accesslcarlie-based ac-
cess control, or attribute-based access control are ngpatiote with this domain.
For instance, trust-based control uses probabilistic oreasof trust to elevate
or decrease permissions, which would be undesirable foh&adth information
setting[31]. In rule-based control, a predefined list ofnpissions are applied to
each user[23]. And in attribute-based control, users hayedve they have access
to a resource by answering to the control policy[54, 104].nBbese models do not
match the stringent separation of roles within the healthalo.

In RBAC, permissionsP, are not associated with specific subjeétsbut with
roles, Ro. Subject assignment to roles is definedSa¥(S;, Ro;), and subjects in-
herit all the permissions associated with their role. Pssion to role assignment is
defined a? A(S;, P;). RBAC is defined as a quintupl&BAC(S, O, P, A, Ro)[99,
13].

The orthogonal model can be easily re-conceptualized trjporate the notion
of roles and role-based permissions and controls. Figdret®ws the graph nota-
tion reconfigured to demonstrate this. We introduce speeidices,Vr € V' that
represent roles. These vertices have no outbound edged/i.g Vi) ¢ E. User-
role assignments are done via forming sub-graphs arbundwhere(V;, Vry) €
E are new edges representing role assignments. Intera@rensow carried out
between these special vertices and all the previous defisithold. For instance,
privacy is defined a®r(Vry, Vi) = {1 | 0}.

Figure 3.4: Example Graph Notation Representation for RBACfiGoration
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3.4.2 Fine-Grain Privacy and Security

The granularity of privacy and security controls can be aeéwn parallel with lock
granularity in database management systems. Our interedtthe record level
and going further fine-grained. Typical privacy settingsu® on record entities or
logical blocks of data. This is more coarse-grained tharetheal requirements of
health websites. Field-level granularity requires thabhdgld have its own privacy
configuration per record.

In terms of the orthogonal model, fine-grain privacy can h@esented by n-
tuples of labels, instead of having just one label. So imsté#ar(j,i) = {1 | 0},
we could havePr(j,1) = (fi, fo, ..., fn), Wheref; is a privacy setting for a field;.
A simplistic example of this is shown in Figure 3.5.

e (0,1,1,0) e

Figure 3.5: Extended Example Representation for Fine-Grauacy

Itis normal to have the actual implementation of hiding ansimg data happen-
ing at the application layer. Our method is aimed at storsey i field-level privacy
configurations. Implementation-level details are in linghwhis conceptual expla-
nation. Letr(f, f1, f2, ..., fn) define a table within a health website database, where
f; represent fields withim, and f represents the primary key. Also, lefu, ...) de-
scribe the users’ table, whefeis the primary identifying key for each user. In
addition, let(fi, fs, ..., fn): represent théth record in7. We then define a new

table for storing privacy settings for each fieldrn

p(f? aaﬁaﬁa >ﬁ)

f; is a field that represents the privacy setting fordiherecord and specifically
the fieldf; in 7, i.e cell f;. Simplistically, f; can be a boolean value that represents
showing or hiding the data associated with the field.

A broader definition of fine-grain security in terms of acckas already been

defined, with each entity having its own configurations pereas attempt. Fine-
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grain security also implies encrypting any sensitive data$i, while leaving non-
sensitive ones unchanged. This is usually based on a sysigenpolicy, where
sensitive fields are identified. In this case, applicat®rel code is sufficient to
implement fine-grain security. For the tab1(9f, f1, f2, .-, fn), @n encryption func-
tion ¥ is applied at application-level for the appropriate sévsifields so that
Ji=0(fy).

Another possible approach could be to identify sensitivedibased on users’
fine-grain privacy settings. In this case, fields which a mgjoof users have
marked as private would get encrypted. The definition of anitgjwould be based
on some pre-determined threshaldi.e. f; = U(f;) iff 3 f; > I, wheref; is the
privacy data irp for field f;.

3.4.3 Trust Metrics

In PatientsLikeMe.com, privacy and trust are distinct frtra orthogonal repre-
sentation of privacy and trust & and 7T'r respectively. Privacy in this case is
not based on interactions, but is related to the user alotenat the requester. In
addition, trust is not being measured by access rights twoagation in Patients-
LikeMe.com, but by keeping external scores or ratings. By article-based
websites do not conform to the earlier definition of trusi'asi), because there are
no interactions to measure trust in that way. To addresg tlssges, we first extend
the orthogonal description of privacy and trust by extegdime label concept to
include trust ratings in addition to privacy.

Consequently, an access attempt can be labeled with fine{giaacy settings,
and also contain trust ratings and other trust metrics. Akfi@d representation
is presented in Figure 3.6. Privacy and trust are defined atupl@ weight on

the edges. However, the question still remains about whaicaean best capture

1_((0,1,0,0), (5.2,1))
()

((0,0,0,1), (0,0,6))

trustworthiness.

Figure 3.6: Extended Representation for Fine-Grain Prizad/ Trust Metrics
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As mentioned before, the time taken on decision-making bedjtiantity of in-
formation used in the decisions are related, so reducedaiion is ideal[69]. As
the popular saying goes, ‘a picture is worth a thousand wongsfocus on visual
ratings. We propose a taxonomy for visual trust metrics thtee ratings: inter-
nal, external, and predictive. These ratings are genegalgn to a web page or an

entity on the web page. Figure 3.7 summarizes the overall tnetrics taxonomy.

Trust
|

Reputation

|
Ratings

Internal External Predictive

Scaled Inbound links
Unary Visits

Figure 3.7: A Taxonomy of Trust Metrics

Internal Ratings

Internal ratings are a generalization of ratings by a comtpusimilar to WOT,
and e-commerce websites such as Amazon.com and eBay.com[%i&se rat-
ings involve tallying and averaging subjective opiniorséa user responses to vi-
sual clickstreams. Two mechanisms are popular: scaletgsatind unary ratings.
Scaled ratings usually based on a five-point Likert Scale[@®nary ratings in-
volve one numerical value as a summary of feedbacks, sitiléacebook’s ‘Like’

button or Google’s ‘+1’ recommendation button[90].

External Ratings

Chevalier et al. have proposed WikipediaViz to incorporasual indicators of
reputation into Wikipedia’'s articles. Five indicators @lentified based on expert

opinions on the trustworthiness of Wikipedia articles: dvoount, number of con-
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tributors and rate of contribution, number and lengths dsedumber of references
and internal links, and length and activity of the discusgd]. Similarly, Kasal
et al. developed a system to measure quality of health vesbsging four criteria:
location, link popularity, electronic labels of qualityydthe presence of up-to-date
resources[66].

Based on these suggestions, we propose two measuremertsroéimatings:
inbound links and visits. Inbound links are from other wédssihat link to a web
page. Visits are a numeric indicator of how many unique uger a web page.
Online tools such as Yahoo! Site Explorer, Google Webmdstels, or Bing Web-

master can help gather such statistics.

Predictive Ratings

Predictive ratings have been proposed by Jamali and ESterfdhe TrustWalker
algorithm they propose can also handle ‘cold start’ sitregiin which no previous
knowledge of ratings is available[65]. This notion can beeeged to internal and

external ratings to interpolate and extrapolate ratingégu

3.5 Conclusion

Breaches of security, invasion of privacy, and harm causethlsg information

make for newsworthy incidents. In spite of these problemsenand more health
information websites are being used to get medical adviieen/\e carried out a
survey of existing health websites to identify a taxononmg ¢hen looked at eth-
ical requirements such as privacy, security and credyoiithin different catego-

rizations. Finally, we commented on the role of technolagplioposing solutions
to reduce risk and potential harm, and proposed solutioasldoess cross-cutting

ethical requirements.
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Chapter 4

Findabllity in Health Information
Websites

4.1 Introduction

The Pew Internet and American Life survey recently repottedl as of 2011, 80%
of Internet consumers look up healthcare-related infolnainline[42]. Compared
with the 2000 figure of 55%, it can be seen that the Internekagipg an increas-
ingly important role in finding health information[94]. Date the popularity of
health information websites, it is unclear whether heaitbrmation consumers are
able to easily locate the information they are seeking. iKeme et al. point out that
consumers often find it difficult to locate health informationline[67]. In other
words, the degree of findability needs to be examined.

The term “findability’ is well-known in the area of informata architecture, and
means the ease of locating information on a website[79]. Wdpgtied to health
information websites, findability is a measure of how easggcific health-related
content can be found by an information consumer. Findglshin be viewed from
two perspectives of the consumer: the visibility of a web&iom the Internet via
search engines, or visibility of specific content on the vitehtself. Our focus is
on the latter of these. Consequently, we assume that the ro@nss already on
a particular website and will use facilities available oe thebsite itself to find
pertinent information.

There has been previous research on the topic of findabilttyjmhealth web-
sites. Fisher et al. looked at improving the consumer’scte@xperience on health
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information portals[38]. They investigate usability orefivealth websites, but their
focus is on improving search capabilities using ontologigso, Bentley has re-
cently looked into enhancing findability of healthcare ptatby incorporating se-
mantic search[20]. We extend these approaches by incliaimgther key features
that are used in locating information, namely navigatiomuseand the home page.
Madle et al. recently carried out a survey of the WHO Labresesiportal involv-
ing twenty-one participants. Their results showed thatMsing via the navigation
menu was more popular than using search box[73]. Howevere she invited par-
ticipants were all public health professionals, they weqeeetedly more familiar
with medical terminology and categorization of medicalitsp We look at other
profiles of health information consumers based on diffelitaracy parameters: in-
formation, technological, and health literacy.

In our study, we look at findability in health information wetes by briefly ex-
amining trends in how consumers seek information on threésalth information
websites: WebMD.com, Yahoo! Health, and MayoClinic.com. Wge the device
of an online survey with tree testing. Tasks are modeledratdey features of
health websites that are meant to be helpful in locatingrmédion: search box,
navigation menu, home page. We carried out the survey in tvasgs: trial phase
and pilot phase. Our results show that using the search btheisnost popular
method, while navigation menus alone and links on the horge pee seldom used.
Ultimately, based on the observations, we propose possidigions with faceted

search, metaphor exploration, multi-dimensional viewsl, tiending topics.

4.2 Methodology

The survey study was carried out in two phases: an initial pihase, followed by
a broader pilot phase. We investigate findability based oeetdifferent situations
that health information consumers find themselves in whiéing a health web-
site. A consumer may be in an emergency-like situation areténg health topics,
or casually surfing the website. For consumers in the firgigoay, immediate in-

formation is needed, while the other two categories do ne¢ hlae same level of
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urgency. In addition, researchers and casual visitors maypa interested in just
one specific topic or result from a search on the website, layt want to know

related information in a broader context.

4.2.1 Target Websites Selection

For the trial phase, we arbitrarily chose five health infaiorawebsites with vary-
ing popularity based on their traffic. WebMD, Yahoo! HealBgtientsLikeMe,
HealthPost, and Doctissimo. For the pilot phase, seleafdhe target websites
was a three-step process. First, we looked at the top healisites as reported
by CAPHIS[28] and eBizMBA[34]. Next, we checked the number pique visi-
tors to these sites from Compete.com and sorted them. Fimadlgelected the top
three popular websites, which were WebMD, Yahoo! Healtld, lsliayo Clinic. A
summary of rankings of the top ten of these health websitpsosded in Figure
4.1.
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Figure 4.1: Top Health Information Websites by Traffic [Dafampete.com]

4.2.2 Survey Formulation

We used an online survey to get feedback results. Our suresymodeled as

a questionnaire with elements of tree testing incorporateda tree test, con-
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sumers are asked to group a given subject under the correut oaegory on a
website[105]. The questions were based on one task per twebiich included
one tree test task. Consumers performed the task by nagdatihe health website
and then returned to the questionnaire to give feedbacktabeuask. The results
of the survey comprised of feedback on these tasks from gporelents. The na-
ture of the task was uniform and involved giving particigaatquestion related to
health and asking them to visit a particular health websilec¢ate the answer.

In the trial phase, five questions from top ten health questad 2010 searched
on Ask.com were arbitrarily chosen and assigned to eacheoivdbsites. For the
pilot phase, the health questions for the tasks were chaesefomly from a mixed
selection of three main sources: 1) top ten health questdb2910 searched on
Ask.com[46], 2) top health questions of 2010 reported on @d¥M[26], and 3)
top questions of 2010 and 2011 asked of Alberta Health Sesyi€anada[102,
101]. Selection criteria was based on variety in the quediipes: image search,
multiple-choice, binary choice, and multiple-answer dues. Also, the use of
popular questions allows our study to be more in line with-vearld scenarios.
Each health question was then assigned to a health webkitd) ied to the formu-
lation of the survey tasks. A follow-up question after thep@ndent completes the
task was asked to determine the completion of the task. Tke tiealth questions
eventually selected, along with response types for thevielip questions are listed
in Table 4.1.

Table 4.1: Listing of Health Questions and Health Websites

Health Question Follow-up Question Response Type | Health Website
What are the symptoms/signsVhich of the following symp-| Multiple Answers| WebMD
of breast cancer? tom(s) is/are for breast can-

cer?
What is the treatment for Which of the following is a Multiple Choice | Yahoo! Health

chicken pox? treatment for chicken pox?
What does herpes look like?Were you able to view any Binary Response| Mayo Clinic
Look for images. images/pictures of what her-

pes looks like?

Feedback on the tasks included four feedback questions easured responses
for each feedback question. The first question evaluatedegmondent’s comple-

tion of the task by asking a question related to the task. Eeersl question was
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based on tree testing and asked the respondent to identr wvhich menu title
the answer to the task was located at. Next, two subjectiestopns were asked
about 1) the ease of completing the task, and 2) the prefenettiod for finding
answers: search box, menu navigation, home page linksherotThere was also
allocation for free-form text responses about general iepee with each health

website.

4.2.3 Survey Administration

In the trial phase, the survey was administered throughrgémeitations on social
networking websites like Facebook. However, in the pilcagd) the environment
was more controlled based on literacy levels. Petch’s pngfibf health informa-
tion consumers shows that the level of literacy, healthditg, and technological
literacy affect their approach to finding information[9®lorman and Skinner also
suggest a profiling of consumers based on six essentiadies that contribute to
overall e-health literacy. In addition to traditional liéey and health literacy, Nor-
man and Skinner include scientific literacy, and sub-ditelghnological literacy
into information, media, and computer literacy[85]. Cudtiditeracy is also an im-
portant aspect, because consumers in different countoefwuse the same terms
differently in the context of their culture.

The levels of information, computer, and health literacyavE) controlled, and
2) measured in the pilot phase. The literacy levels wererobhed by inviting select
categories of users to take the survey. This included twesyj users with educa-
tional or vocational backgrounds in 1) library or infornmatiscience, 2) computing
science. These categories of users matched with expeajbdrformation and
computer literacy levels. A third category of users was gangsers, who repre-
sented user profiles most likely found in real-world sceysarirheir literacies were
not pre-gauged. We received a total of seventy-two resgonglese responses
underwent a clean-up process in which incomplete respamsesremoved, lead-
ing eventually to fifty tabulated responses. Among thesagtin respondents were
from the high information literacy category, 24 were frone thigh computer lit-

eracy group, and thirteen were from the unknown literacegegory. About 68%
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of the respondents were female, while 32% were male. Als@% ihajority of
the respondents were in the 20-35 years age group, while 2484 w the 36-55
years category, and a minority 4% were less than 20 yearsutAli% identified
their area as medicine/health care, while only 24% out ahallrespondents were
non-students.

Measurements of literacy were done as follows. In an ingade of the ques-
tionnaire, respondents were asked to rate their famjyiavith medical terms on a
three-point scale, i.e. health literacy. In addition, esgents were asked the fre-
guency of Internet usage on a three-point scale, i.e. canfitgracy. They were
also asked to rate their own ability to find/locate informaaton a website using
a three-point scale, i.e. information literacy. Gendegupation, and age cate-
gory were also asked of the respondents. Figure 4.2 showsehsured literacy

distributions of various users based on feedback on amlipiége in the survey.
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Figure 4.2: Measured Literacy Levels of Respondents

All the respondents identified themselves as having a higfiqeency with com-
puters, while the majority were of high or average informatiteracy. A minority
of respondents were either highly proficient with medicain® or had low health
literacy, with most having average health literacy. Basethese profiling details,
the average respondent who took the survey can be descisbietlaws: female
student between 20-35 years old who is very good at using stergpand finding
information on websites, but has an average knowledge ofcalegrms.
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4.3 Results

In this pilot survey, the measured responses to each fekdjpastion were counted
and summed, and an average of each measured response wesdalss the three
websites and the different literacy levels. The first questelated to each task was
used as an accuracy checker. Results of the survey showeahdistiparticipants
found information they were looking for fairly easily andickly. The results also
showed that using the search box was the more popular metHodading infor-
mation as shown in Figure 4.3, with all the results as peaggad. Whether the
allocated task was completed with a correct answer or n@fésned to in Figure
4.3 as ‘completeness’, while ‘categorization’ refers te taspondent being able to
identify the menu item under which their answers were latalkhe respondent’s
subjective responses to ‘ease’ of finding the results, aanl greferred ‘method’

for locating information are also shown.

Completeness B Categorization # Ease @Methood

Other |
Home
Menu
Search Box

No Answer @G
Hard }
Moderate [
Easy |

Incorrect |
Correct |

Incomplete NN
Complez MMM I IR

0% 20% 40% 60% 80% 100%
Average Percentage Responses

Figure 4.3: Survey Feedback Summary with Average PercerRagponses

Respondents generally found it hard to identify the menwcaizations across
all the literacy levels. It should be noted that these redpats all had a high level
of computer literacy, and on average information literagyels were also good.

Other methods users identified that helped them in locati@egequired information
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included the ‘find’ function of the browser, and externalrsbdike Google. One
user commented in reference to the question on locating agerthat they prefer
to use Google Image Search and then redirect to the appiprédosite from there.
In the trial phase of the survey, similar results were oledirFigure 4.4 shows a
summary of the trial phase, in which the percentage of redgatis using navigation
only (N), search only (S), or home page only (H) were analyZEBak trial phase
also looked into how popular combinations of these methagl®wsuch as search
and navigation (SN), search and home page (SH), navigatidiname page (NH),
and all three methods together as well (SNH). Even in théghase, search was

the method of choice.
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Figure 4.4: Use of Search box (S), Navigation menu (N), anchélpage (H) in the
Trial Phase

4.4 Discussion

The home page is the first point of contact of the consumer.pdairstudy shows
that the home page’s link on its own are not useful in overatdbility of a web-
site. From the survey results, users were less likely to tiser asnethods such as
Google Site search as using links on the home pages. Almosf 6%ers indicated
they used home page links, while about 7% used other metivdgpropose that
the home page links can be improved and contribute to theffilityeof the website

if the trending topics and frequently asked questions apg/slon the home page.

51



Health websites can dynamically refresh their home pagéeobivased on con-
sumers’ search and click-through habits. Even though inealhsumers will have
personal ailments or issues they may be locating, therealsti be a number of
consumers who will be interested in similar topics becadisecal or global trends
in weather, climate, epidemics, and so on. In this cases liakrending topics in-
creases the likelihood of another visitor finding what they laoking for right on
the home page.

Keselman et al. pointed out that navigation menus are corlynmanh effective
because of a disparity between consumer and the websitentdoyy[67]. Navi-
gation menus require consumers to have a high-level idedaf thiey are looking
for in the domain language, which may not always be the caseis€tmently,
consumers may find using the navigation menu counter-ivguitn the field of in-
formation architecture, metaphor exploration is a metthad tan be used to create
better and more intuitive navigation menus. Metaphor exgpion is focused on
coming up with creative relationships by relating famii@deas with new ones[97].
Three metaphors are listed by Rosenfeld and Morville: omgiunal, functional,
and visual. Organizational metaphors use an organizatintérnal structure to ar-
range information, while functional metaphors employ fisaniaction vocabulary
to grouping information. Visual metaphors overlap orgatianal and functional
metaphors, but provide visual references for groupingmédion[97]. Health web-
sites can re-think and leverage appropriate metaphorske tha navigation menu
more intuitive.

Given that the search box is popular, it should be highliglote the home page.
In line with [38, 20], we propose that providing additionaktures for a search
box will enhance the findability of the health website, andega better picture
of how information is inter-related. In line with the need fravigability, faceted
search is ideal. Faceted search allows search results tddigoaally grouped
under various categories and taxonomies[111]. Resultepied in this way have
the potential to give the consumer a better understanditigeabroader scope of a
specific topic, which in turn may help the consumer bettereustand and use the

navigation menus. In addition, we propose that having ligeit searches within
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pages or categories will be better suited to consumer n€agsent search results
aggregate relevant matches across the whole website, whbesemers may want
to search within a category, topic or web page. By increadweggranularity of
search results, consumers could be able to locate infawmatore efficiently.

The issue of terminology is cross-cutting across thesesrdifft methods of
search, navigation, or home links that affect findabilityrlBed et al. use the term
‘readability’ to describe how understandable health wefssierminology is to dif-
ferent categories of consumers. According to Berland etredre is low readability
in online health information for the popular category of somers[21]. Similarly,
Eysenbach et al. suggest toning down the wording of heafthrnmation to in-
clude less technical terminology in order to enhance rabtyg®5]. The level of
health literacy can be used to explain home page links ogatien menus not be-
ing used, since this pilot survey was answered by consumignspredominantly
average health literacy. When looking for new or unknown rcedierms, con-
sumers are likely to misspell words. In order to provide a pwag between lay
and technical terms, we propose incorporating multi-disnamal views into health
information websites similar to [100, 106, 117]. Multi-démsional breadcrumbs
and search results are a possible approach, in which themansan find the right
term by viewing related words, which broadens the termigploecause synonyms

could be less technical in nature.

4.5 Conclusion

We looked at findability in health information websites byefly examining con-
sumer trends in seeking information. Our results showetdiiag the search box is
the most popular method, while navigation menus alone akd bn the home page
are rarely used. We proposed possible improvements to firtgahkith faceted
search, metaphor exploration, multi-dimensional views] aending topics. We
emphasize that this is preliminary work, and the resultgesas a base for further

research and investigation.
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Chapter 5

Conceptual Description of a Health
Content Management System

5.1 Introduction

Among the myriad of websites on the world wide web, there i®asmlerable
number of websites that provide information on healthtegldopics. These health
websites are significant in the light that health is a popylksearched topic on the
Internet. The Pew Internet and American Life project susvegve shown a steady
growth in popularity of the Internet as a resource for ggttiealth information. In
2005, 8 in 10 Internet users had searched for health todi;sjvhile the latest re-
sults show that 4 in 5 Internet users have sought healthefmenmation online[42].
Health websites are distinct from other websites becawesedbntain information
that may potentially be harmful.

This leads to challenges in how health websites should lzeexteand managed.
A typical website requires knowledge in HTML and other webht@ologies. In
contrast, health websites also require an awareness chetbsues, such as pri-
vacy, security, trust, etc. Actually, typical websites nmay have the same level of
stringency with ethical issues. For instance, a user \@sidemputer gaming web-
site which has some advice about a particular game’s syrateégntrast this with
a patient taking some advice about a drug from a health web3ibhe effects of
the accuracy of advice given on these two websites are disthiom non-critical
to critical. Also, suppose a patient shares their medicatlitmns on a health so-

cial network with a select group of users. A breach in segumitprivacy is more
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severe in this situation, compared to a typical social ngtweth someone sharing
personal stories about city tours, for instance.

We propose a Health Content Management System (HCMS) witHdldoza-
pabilities: 1) meeting the functional requirements typmlhealth websites; and
2) handling ethical aspects of health websites, such aagyisecurity, and trust.
In this chapter, high-level functional requirements of pneposed HCMS are out-
lined, and implementation pathways are investigated. B\ge the novelty of the
proposed HCMS is appraised and examined. In addition, futopdementation,

evaluation and validation in terms of a pilot study are owttl.

5.2 Background

We begin by examining existing attempts at addressing sdie @roblems in this

domain.

5.2.1 Information

The effects of ‘bad’ health information seem intuitivelyvadius, in which a sug-
gested cure leads to a worsening condition or unhealthyeffdets. However,
bad information can also be indirectly harmful. For insengubscribers of web-
sites such as ApricotsFromGod.com or CancerAnswer.com mé&ybegoing other
well-established medical treatments in lieu of unverifiednas[14]. The term ‘in-
formation’, synonymous with ‘content’, needs to be cladfieere in the e-health
context. This is because there is a distinction betweerttheeabsites that can be
used for getting health advice and and any other perceivakthheelated websites,
such as one for a health organization. Both these websitdaindnformation,
but can be classified as quasi-critical or non-critical eesipely. The quasi-critical
nature of information in e-health comes from the likelihcafdpatients using it
for self-diagnosis, treatment, or even challenge a physigiadvice, which can be
dangerous[96]. Non-critical information, on the other thais meant to be educa-

tional or promotional without the danger of being incorhgcised as advice.
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5.2.2 Existing Online Safety Measures

Compliance with informatics ethics principles such as myyaecurity, access, ac-
countability, etc. need to be addressed within such websifd first glance, it

seems this is being done. An arbitrary survey of populartheatbsites showed
that many health websites display accreditation logosdavgheir compliance with

ethical standards. However, studies have shown that neteddites that display
these logo fully comply with the required guidelines[51dpite this trend, statis-
tics show that patients and even physicians are trustingemésources[53, 96,
123]. Consequently, there is an urgent need for handlingatlconcerns effec-

tively.

5.2.3 Content Management

Simpler methods of building websites involve using HTML, CS8&vaScript, etc.
Higher levels of abstraction include use of templatespsiag, databases, etc. Con-
tent Management Systems (CMS) incorporate scripting, datd) and templates
to build and manage websites and content. The term Conterdadéament Systems
is generally synonymous with web content management sgstefhe manage-
ment tasks that are being done are creation, organizatioinjdates. These tasks
are performed on content, such as text, images, audio, vatemation, etc.[45]
Thousands of CMS are available on the Internet, supportifigrent platforms,
technologies, and licensing[84]. CMS provide an unobteisinechanism for cre-
ating websites. The basic and common functionalities requdf most websites
are present by default. CMS serve as blueprints for websltesddition, most
CMS can be expanded with plugins to include additional fumgisuch as polls,
galleries, surveys, forums, blogs, wikis, journals, to ttena few. A majority
of CMS come with these additional features built-in. EssgiytiCMS handle the
presentation front-end of websites from a back-end interthat hides some of the
complexities of web technologies.

In addition to CMS, there are also Content Management FrankaWGMF), a

term sometimes used interchangeably with web applicateamdéworks. CMF are
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more streamlined and bare-bones versions of CMS that tteilihe development of
websites that require more flexibility in terms of functiditya In essence, CMF are
more elementary, customizable, and configurable than CMS[I3]. While this
is generally the case, many CMF actually double-up as CMS, mnfii-featured.
A simple illustration of these relationships for CMF versus €lh general can
be given using set notation. L¢t— x = Functional attributes in. Then,f —
CMFCf—CMS.

5.2.4 Existing Health Frameworks

In the e-health domain, there have been attempts at buittkdgated frameworks
for healthcare information systems. For instance, Micitodeveloped a architec-
ture and design blueprint in 2006 that describes a ConnectéadtiHFramework
(CHF), which was updated in 2009[77]. Also, UK-based comgsu@enetics Ltd.
and EIBS Ltd. have targeted their CMS, Contensis and EasySipecavely to

National Health Services (NHS) and healthcare organizatio the UK since early
2000[71, 72]. Furthermore, a US-based company, Greystendéas been provid-
ing e-solutions and consultations for healthcare orgaioiza since 1996. Their

services include building websites for these organizafité, 48].

5.2.5 Caveat Lector

Even though these existing health frameworks are availableain factors need to
be taken into consideration. Microsoft's CHF is not a prograng or development
environment, but a specification. In addition, the CHF is 8&zlion patient med-
ical records, but does not address healthcare in terms af-gtiical information
on health topics. This is markedly different from the usepatient records. Fur-
thermore, the CHF takes a more business-oriented perspectiealthcare, which
is only a subset of the interactions that take place in etiheal

The existing CMS focused towards health, such as ContensiEasybBite are
focusing solely on organizational content of the NHS andtheare organizations.
There is no health advice being shared on these websiteseQuaersly, these are

not websites that patients would use to get health advicefermation on a health

57



topic. Furthermore, Greystone.Net only provide adviceelecion of a CMS, and
do not state any in-house developed CMS/CMF focused on gtitisathealth

websites.

5.3 Functional Description

The features expected of an HCMS include both innovativelmlpas and existing

functionality within health websites.

5.3.1 Extensible Adaptability

The HCMS will be based on an extensible component-basedtectinie that al-
lows creation of new functionalities via new componentssoilthe HCMS will

be extensible to different platform technologies such akitg computers, mobile
devices, and cloud infrastructures to support the ubigsittomputing philosophy.

This is a novel feature and will allow health advice to be ased in various ways.

5.3.2 Privacy-Preserving Data Mining (PPDM)

A unique feature is to incorporate multi-faceted data ngriunctionality within the
HCMS. Various data mining tools will be built into the HCMS. Win data mining
tasks, the need for confidentiality of data is a big issue yaivdcy preservation is a
critical task[12, 88]. Consequently, privacy preservatomponents will be added
to ensure sensitive data is kept confidential.

There are different aspects of data mining in relation toviieeld wide web,
such as web content mining, web usage mining, and sociaihdaiag. Web con-
tent mining deals with content search and retrieval whilb w&age mining involves
analyzing user access[131]. Social data mining and soetalark analysis (SNA)
deals with patterns of interactions between people[93]e AIEMS PPDM fea-
ture will cover these different aspects of web mining, andeséwo sets of users:
internal and external.

Internal users, or the users of the website will be able tagelligent statistics

and analysis based on the content and interactions. Vergfesting health web-
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sites match content with related drugs and other similatezdn A recommender
component in HCMS will provide users automatically categedli predictions of
related topics based on what they type. Also, text summiasiza of discussion
treads, articles, and other long-length content will balalsée via machine learn-
ing techniques.

External users, or users not involved in content generasioch as researchers
will be able to retrieve anonymized data from the HCMS datebésr use in their
data mining tasks. Web services will be built in the HCMS that facilitate data
retrieval protocols over secure connections. In addigmenymization components
will be built into the HCMS to ensure that data privacy is presd. It is noted that
internal users will require real-time PPDM, and specificoalipms for real-time

data mining will be required to provide dependable resLli8].

5.3.3 Community Knowledge

The HCMS will be able to leverage existing content from otluerrses, categorized
into two groups: health content and health literature. Fealth content, external
feeds from other health websites will be used to show relafedmation and links.
In the absence of feeds, web content extraction componetitbevavailable to
directly query web pages and retrieve content in some stredtmanner. With
health literature, information about health articles texflato user discussion topics

will be shown using Medical Subject Headings (MeSH) loola&)|

5.3.4 Trust Metrics

Although there are dedicated websites for ratings of dsaad practitioners, such

as RateMDs.com, RateMyMD.ca, DoctorScoreCard.com, Docter&ah, and Health-
Grades.com, nearly all health websites lacked incorpmraif some trust metrics
that give the user an indication of how trustworthy the cohts. A novel feature

in the HCMS will be indicators for trust for content based oroanmunity-based

ranking system combined with other analytical results.
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5.3.5 Assisted Advising

A novel feature in HCMF will be components to allow securelyporting and
maintaining Personal Health Records (PHRS) for patientsiefatwill be able
to opt to privately share these records with experts in S2&rations. In turn,
experts will be better informed through PHRs before givingiegl There are var-
ious websites dedicated to PHRs, such as Google Health, stiftrblealthVault,
and HelloHealth.com, but this is a unique feature to incaafPHRSs with health

advice sharing scenarios.

5.3.6 Federated Communication

The HCMS will facilitate all communications between the stagélders. Physician
experts will be able to communicate with each other in a peiand restricted
environment. Expert wikis will also be available for shatatwledge that the
experts may wish to share with everyone at some point. Ratidapects will be able
to communicate with each other to share knowledge and redtvexperiences.
Subjects will also be able to communicate with experts tdhgatth advice.
Federated communication will also allow message exchamgéath Static
Asynchronous Messaging (SAM) and Dynamic Synchronous dgsg (DSM).
SAM will be available via mail messages and post responsesl ressages are
private messages exchanged between users on the website past responses
include comments made to blog posts, microblog posts, ananfehreads. DSM
will be available via real-time instant messages with loggi A simplistic view
of the federated communication model is shown in Figure ®ikectionality of
communication is specified to give a relative denotatiorhefdtakeholder that can

initiate the communication.

Subject |S2E > Expert

S28 E2E

|— SAM -->DSM|

Figure 5.1: Health advice sharing among stakeholders
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5.4 Implementation and Evaluation Outline

In this section, a high-level view of how the system will bgolemented is provided,

as well as an outline of evaluation through implementatioh jgilot study.

5.4.1 Information-Centric View of Health Websites

The core of health advice sharing websites is the informairccontent. We define
the term ‘quasi-critical information blocks’ or QIB as irmEndent entities in the
content that have some related ethical concerns. QIB canviebgpage, a blog
post, an image, video, a forum post and so on. QIBs can alsorbkiged together
to re-form a new QIB. For instance, a group of images, text addovcan all be
present in one blog post, which can be a QIB. QIB can also hate-data attached,
such as the title of the blog, author, or date created. Thiedisshing characteristic
is the need to address ethical concerns because thereddifaddd of a QIB having

potentially misleading information.

5.4.2 System Architecture

A high-level view of the overall concept and architecturelted HCMS is briefly
introduced. Figure 5.2 shows a relationship between diffehardware abstraction
levels and software layers. This depiction is meant to cotnpentalize and sum-
marize where functional requirements will be implementethiw the hardware-

software context.
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Figure 5.2: HCMS architecture

5.4.3 System Implementation

An investigation of existing CMFs was carried out using anirenldatabase of
CMSs, CMSMatrix.org (CMSM). This was done to verify if there @&®IFs that
can be customized to provide the functions of an HCMS. The CMSkAlzhse
contains various feature sets for describing each CMS. Thegwf CMFs using
the CMSM database involved 3 steps. Firstly, features frandttabase that were
relevant to the HCMS were selected. Next, CMFs were randonhcteel based
on their availability in the CMSM database. However, only CMikat double-up
as CMSs were used because the feature set of pure CMFs is awatgdl For
instance, pure CMFs do not have blog or forum components,lesgtneed to be
rewritten from scratch, which is not necessary in this cdseally, a Match Per-
centage (MP) was computed for random selections of CMFs. MBlaulated as

follows.

N n(K)
Sincef — z gives the features af, the results ok = f - CMSM N f —
HCM S are shown in Figure 5.3.

MP x 100% (5.1)
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Match percentage

Figure 5.3: Match percentage of popular CMF features with HG&#Bure set

The results from Figure 5.3 seem very promising at first gdaras TYPO3
and Plone get 100% matches. However, the issue is that a 104&h moes not
necessarily mean that all the features of HCMS are readiljadla in TYPO3 or
Plone. This is because of the way the resulko= f - CMSM N f — HCMS
is gotten. It is known that(K) < min(n(f — CMSM),n(f — HCMS)).
However, we note that(K) < n(HCMS). That is, the features within CMFs
are actually less than the feature set of HCMS. For exampéeuries supporting
federated communication are not available in TYPO3 and&l@&etting up E2E
communication require private forums and restricted axcedile S2S and S2E
communications need their own separate space. This typanctibnality will
require installing multiple instances of TYPO3 or Plone,iathwill not be ideal
for data mining and may lead to data redundancies. In addistsingent privacy
requirements for PHR data are not readily available. A mamegal illustration
of the relationships between feature sets of CMFs, CMSs, and $GN\iven in

Figure 5.4.
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[JHCMS-CMF [I]HCMS-CMS

Figure 5.4: Feature set comparison of CMF, CMS, and HCMS

It should be noted that the areas in Figure 5.4 are gendialigaand not to
scale. First, it is observed thft— HCMSNf — CMF < f — CMF. This
is significant because it shows that the HCMS does not reqliiteeafeatures of
CMF. Furthermore, only a small subset of features of CMS aredextelt is also
noted that HCMS has its own unique features,(fiz> HCMS) — (f — CMS).
Moreover, both CMFs and CMSs have features that are redurativé HCMS.

Ultimately, CMFs are useful for managing routine tasks li&edering, content
arrangement, and generic privacy and security concernsettey, CMFs need to be
considerably extended to incorporate QIB requirementthodigh HCMS has basic
features similar to some CMFs, but the unique and outlieufeatare more than the
CMFs provide. Consequently, we cannot translate the besttedl€MFs directly
into HCMS. The CMFs survey is a good starting point, but indraldscrutiny of
each CMF is needed.

5.4.4 Evaluation Plan

Evaluation will involve two steps: 1) using the HCMS to gerterany particular
type of website; and 2) monitoring the website generated WEMS. For instance,
would the HCMS be able to build a health social network (HSN)2&uld it gen-
erate a simpler health website with health articles? Thersgstep in evaluation
would be to actually monitor the websites created with HCMpilat study will
determine how users interact with HCMS websites, and wilbive getting feed-

back from a sample of users, patients, and experts on the HCAbSIigs.
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5.4.5 Challenges

A challenge in evaluation is getting enough user involveimeFrhere are many
mature health websites already with a lot of content. Inme®tif a new website
created with HCMS would have little or no content initially.hi$ is a ‘chicken-

and-egg’ problem. Experts and users are needed to generdgent but they may
not be forthcoming. The community knowledge feature is etgubto help, but the
challenge in getting external aggregated content is theelu external websites.
Questions of intellectual rights arise, as well as which sitefs content to trust.
Whereas lack of content is an issue, in the presence of legatgmt, there are
new issues of how to import that content into the HCMS-geeératebsite. These

challenges need to be addressed in future work.

5.5 Conclusion

Health is a hot topic on the Internet, and many websites aa#adle for users to
search for health advice. However, these websites canddaat i if ethical issues
are not taken into consideration. Existing CMSs and CMFs areecessarily the
best for making health websites with incorporated ethice ppdpose an HCMS
that is aware of ethical aspects. In addition, we also suggegue data mining
and recommender features that are not available in curesitthwebsites to the
best of our knowledge. It should be noted that the work prteseimere is a work in
progress. These initial conceptual specifications of tseesy are meant to facilitate
the next steps of implementation and evaluation. The surgsylts of existing
CMSs and CMFs are valuable in quantifying the need to contintretiie proposed

system.
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Chapter 6

Requirements and Design
Specifications

6.1 Introduction

A large number of health information websites available o nternet are de-
veloped via either bespoke frameworks or platforms thataidake the sensitive
nature of health advice into consideration. Typically, kiexlge of web technolo-
gies is adequate in developing websites. However, webs#ed in online health
advice sharing need an awareness of ethical issues as weljaisance of the level
of sensitivity of these ethical issues to the websites.

We present requirements and design specifications for atH€ahtent Man-
agement System (HCMS). Moreover, we incorporate technipatications on
health-related websites by the International Standardgsa@zation (ISO) and the
World Wide Web Consortium (W3C). Unified Modeling Language (Upbtation
is used to document requirements and design specificatiofmulating a design
for the HCMS, we propose an Information Block(IB) for capturinfprmation re-
quirements of different types of health websites. The meuents specifications
are presented first, followed by their realization in desigscriptions. Ultimately,

the realization of ethics objectives via the design arestigated.

6.1.1 Overall Description

Different types of health information websites exist. Comtanges from articles,

blogs, wikis, forums, social networks, etc. The goal of tHeM5 is to allow gen-
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eration of these websites with their typical content mansayg features. It also
serves as a tool to innovate new features in online healtinrdtion. The HCMS
is developed with awareness of the severity of ethical sposed by online health

advice sharing.

6.1.2 Scope

The HCMS is designed to be able to allow web developers in thi@eeohealth
information domain to create better health information svs. It also covers the
need for different types of health information websites.e HICMS is operated
online via the Internet by connecting through a web brow3dre actual system
resides on a web server. Configurations and data are storedatalzse server that
interacts with the web server on a need basis. This is thedlpieb application
set up based on the client-server model, in which many useesa resources from
a central computer via a network or over the Internet, as shio#igure 6.1. The
websites generated by the HCMS also reside on the web seagerenfigurations
via the HCMS.

User

Figure 6.1: Client-server model

6.2 Requirements Specifications

The purpose of the requirements specifications is to praeidenical details about
the HCMS. The rationale and functionality of the HCMS are déscr mainly via
use case diagrams. We begin by identifying the users indahith online health
advice sharing.

6.2.1 Actors

In order to specify the requirements, the actors and staétersoin the typical online

health advice sharing scenarios are identified. The neatlsodes of these actors
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lead to the functional requirements, shown in the use caggan in Figure 6.2. In
addition, these functional requirements also lead to auyirequirements that are

needed to fulfill the actors’ expectations.

Creates health @
Manages health content

Views health content

Health Care Professional (HCF)

(HIF) Health Information Consumer (HIC)

Manages health website

Figure 6.2: Actors in online health advice sharing

Health Informatics Professicima

Health Care Professional (HCP)

These are domain experts, such as medical doctors and nHISEs can be authors
of health content because of their expertise. Within thaeodrof health informa-

tion websites, HCPs would typically liaise with Health Infatics Professional
(HIPs).

Health Informatics Professional (HIP)

HIPs can be HCPs as well, having the needed technical skilletiowith computer

technology. HIPs would normally get authoritative healbimtent from HCPs and
deploy it on web servers so that Health Information Consurfi$iSs) can access
it.

Health Information Consumer (HIC)

This is a generalization of anyone who accesses onlinetheadlice. Various
categories of users can be identified as HICs, such as poaetii/medical doc-
tors/nurses, domain researchers/students, patientsy fas@mbers of patients, or

casual visitors/general public. The use case diagram ur€i§.3 shows the behav-

iors of different HICs.

68



Searches for information

(ke boath questons

<7 |
£ 7

Family member '
Researcher

Figure 6.3: Sub-categories of health information conssmer

Discussions can take many forms, such as messaging, exgydive chat-
ting, or comments, as shown in Figure 6.4. Also, discusstamsbe between the
same actors, such as patient-to-patient, or patientgotiioner, or practitioner-
to-practitioner. A related trend in health information s#bs is the presence of
a variety of websites, such as blogs, forums, communitidgswsocial networks
and so on. Each of these types of health websites suits aedifféorm of dis-

cussion. These discussion scenarios lead to additionairezgents from the HIC

perspective.

Figure 6.4: Different discussions and types of health miation websites

HIC

Similarly, HICs look up information in different ways: viadhsearch box,

through navigation menus and sub-menus, or links providethe home page.
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Also, HICs expect to have information displayed in certairysvador instance, the
results of a lookup could also suggest synonyms, and havenreendations for re-
lated results, or even summary results when large amoumtsndént are involved.

Figure 6.5 summarizes these scenarios.

Uses links on home page

Wants recommendations
Wants to view summary
Wants to use synonyms

Figure 6.5: Information lookup and expectations

HIC

6.2.2 Auxiliary Requirements

In order to realize the functional requirements, some &ryilnon-functional re-
guirements come up. These requirements from the HIP pointegi deal with
managing content, as shown in Figure 6.6. From the HIC petispe there are
additional issues that need to be dealt with because of omggliscussions, which
may lead to personal information being shared.

Being able to easily look up information, or needing credduerces, as well
as wanting a secure environment are a few examples of ayxiliactions that are
needed for the overall quality of the system. Some of thesetional needs are
shared by both the HIC and HIP stakeholders.

70



Needs privacy

Wants to lookup information easily
Wants easy updating of content
Needs credible sources

Needs content to be moderated
Wants a stable system

Figure 6.6: Auxiliary requirements

HIC

HIP

6.3 Design Descriptions

Having presented the requirements specifications, thesteis to formulate real-
izations of the requirements as design descriptions. GhainHIPs need to create
and update content conveniently, there are two posséslitcode modification or
content modification. HIPs could modify the HTML code of thelgite whenever
new updates are required. This code resides on the web sangis shown to
HICs when needed, as depicted in Figure 6.1. However, it isrmonvenient to
focus on the content. Content management systems (CMS) pranithterface by
which the focus is on content. This is done by letting HIP$ add update content,
which is stored in a database and dynamically shown on a wgd @dnis approach

is shown in Figure 6.7.

User

Figure 6.7: Content Management System (CMS)

We encapsulate the functional and non-functional requergminto a Health
Content Management System (HCMS) framework for generatiadtthhenforma-

tion websites. The HCMS is a blueprint from which various §/péwebsites can
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be created. It contains mechanisms that make creation atading of content eas-
ier, and also makes use of well-tested code that reducegéliddod of software
bugs. In addition, it incorporates privacy and securityuisgments. The require-
ments for creating different types of health websites is alffilled by the HCMS.

6.3.1 Deployment Architecture

In order to fulfill the different requirements of the typesvaébsites, we design the
HCMS to go through a two-phase instantiation that eventua#gtes a health infor-
mation website. In the first phase, a generic blueprint isornzed to fit the needs
of the type of website, in terms of vocabulary, arrangemadt@esentation of the
content. This generic blueprint, which we refer to as HCMSs a bare-bones
framework mainly for configuration and customization of HIEMS. Instantiating

HCMS- leads to a configurable environment, i.e. HCMS, in which th@eat and

settings of a health information website can be maintained.

6.3.2 Information Block (IB)

An Information Block (IB) can be seen as a template that endafesuthe content
and navigation to content on a website. The notion of conisedl here is from the
end-user’s perspective, while the exact representatidmemdering of the content
is delegated to the presentation aspects. The followingifspetion describes the
IB.

Problem Different types of websites require different vocabwdarand content ar-
rangements. For instance, a forum has communities, sulbacaiities, and threaded
discussions, while a blog has pages, posts, and categéiss.a web page has a
page title and content, as well as the page’s position initeesap. Furthermore,
social networks have notions of walls and news feeds. Alke¢rmrrangement and

vocabulary contracts are hard met by a single web framework.

Solution The terms “post”, “thread”, “comment”, and so on have stuual com-

monalities, even though different vocabulary is used terred them. We identify
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three aspects that are common to the navigation items andrdpnamelycaption

description andmetadata

e Caption: Reference to the IB. This is usually a heading for anlartopic,

forum post, blog post, message, etc.

e Description: Content matter of the 1B, which may be HTML or texdt Ren-
dering of HTML is not the responsibility of an 1B, and is delégto the

client-side

e Metadata: Any additional information about the IB, such abaxship, times-

tamp, etc.

All textual data on health websites can fit this generalwati A navigation
menu item may have only the caption, while a web page would bath a caption,
represented by the page title, and a description, represdiyt the content. The
metadata can contain other information such as timestanguthorship. An IB
can be grouped and arranged in hierarchies to depict lendlslastering common

in most navigational representations.

Applicability. The IB is applicable in the following situations.

¢ Different vocabulary words are used to describe contegt, post, thread,

comment, message, etc.

e Content on a web page needs to be abstracted and stored inr&c gare

uniform manner

e Categorization of content is needed within a hierarchy, exgenus, sub-

menus

Collaborations IB objects are co-related and can act as containers for tBse
Their groupings and hierarchies are established via aggoggrelationships, as
shown by a basic example of the object diagram in Figure &8.is at the top-

level, and is acting as a container for bdil andib3.
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‘ ib1:InformationBlock |

WH

" %

ib2:InformationBlock | | ib3:InformationBlock

Figure 6.8: Example collaborations of IBs

Consequenced\ blog’s content can be represented as an IB, as well as adilea
discussion post. In addition, the hierarchy of the comniesieind sub-communities
can be represented by the IB as well. An IB not only repregberteeadable content
on a web page, but also the menu navigation and respectira¢hees and group-
ings. Consequently, IBs can serve as the building blocks #®mgéneric HCMS
framework to create different forms of websites with theimovocabularies about

content.

Two-phase instantiation fulfills two main objectives: 1ngeation of different
types of health information websites, and 2) considerimgvibcabulary and termi-
nology required by the different types of websites. ApaotririBs, another key
entity involved is users. Basically, users generate corgadtdata, and access it
as well. The HCMSx framework is built around these two entities. However,
the users are only active within the HCMS, while the HCM$s for configuring

attributes and actions possible.

6.3.3 User Roles

Users typically have a profile containing their personabinfation. In addition,

users are related to IBs by authorship or viewership, whic¢hilsraccess control
permissions and authentication. For health informatiobsites, Role-Based Ac-
cess Control (RBAC) is most suitable. We identify four rolegjistered user, guest

user, administrator, and moderator, as shown in Figure 6.9.
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‘ RegUser H GuestUser ‘ ‘ﬂdministrtor| ‘ Moderator

| Doctor || Patient |

Figure 6.9: User roles

Registered UserUsers who choose to be identified as registered can further b
sub-divided and identified as patients and medical doctoshould be noted that

identification as a doctor or medical expert requires maregent checks.

Guest UsersUsers who do not register would not have explicit role idfeattion

and represent casual visitors.

Administrators HIPs represent this role, and would manage the health teeslisi
the back-end HCMS. For the HCM&-HIPs and domain experts will liaise with

developers to define vocabularies and other configuratmrsié HCMS.

Moderators Moderation of content is carried out by this role, which ¢entaken
by HIPs or doctors. Moderators also represent domain exped medical staff
who have access to the system without self-registeringaamdather registered by

administrators.

6.3.4 Data Structure Design

In the database structure, two main entities are presentaBausers. Inter- and
intra-relationships between these two entities form thre ob the database design.
For instance, users have relational associations amomngstiees, i.e. “friends”,
while IBs have groupings and hierarchies. The data struckesegn is represented
in Figure 6.10.
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defines type of| InfoBlockVocab [has

+ title: string PrivacySco,
InfoBlock / \ -

+ create: bool

+ caption- string has + read: bool

+ description: string h U a-te: boal

+ metaData: string UserProfile 2 + dgﬁete; boal

+ epoch: string creates| s+ yserlnfo: string[ ] [2elongs to

+ vocab: InfoBlockVocab )

+ privacy: PrivacyScope has gves

+ trust: InfoBlockTrust UserGroup

is arranged as InfoBlockTrust + userProfile: UserProfile

+ rating: int
+ counter: int

InfoBlockTree

+ infoBlock: InfoBlock
+ order: int

Figure 6.10: HCMS model

InfoBlock As described previously, InfoBlock is a generalization ohtent and
navigation. In the database, the InfoBlock entity also@agtion Description and
Metadataattributes. The speci@pochattribute is used to keep track of the current
record without deleting older versions, which is usefuldaditing. Each InfoBlock
record is organized by grouping and hierarchy via relabhgmwvith the InfoBlock-
Tree entity. The InfoBlock entity is also related to InfoBladicab, which is a
representation of the vocabulary specific to the type oftheaformation website,
e.g. wiki, blog, forum, etc. Each InfoBlock record has aushgo, as identified by
its relationship with UserProfile.

InfoBlock records have explicitly defined access controbgcoepresented by
the relationship with the PrivacyScope entity. In the cehtd the IB, the Pri-
vacyScope entity not only defines visibility, but all of theuf possible database
operations: Create, Read, Update, and Delete (CRUD). In avgeovide defaults
and resolve PrivacyScope for undefined situations, thegdtdd application logic
could simply make use of the hierarchy of IBs and apply thedesi$cope of the

higher InfoBlock record as indicated in the InfoBlockTree.

InfoBlockVocab This entity is close to the notion of type, but is distinatiyed to

define the notational vocabulary of different types of Healebsites. For instance,
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an IB may be referred to as a post in a blog, while it may be re€eio a wiki within
another context. The visibility and operations allowed lo@ éntity is determined

by the PrivacyScope entity.

InfoBlockTree The grouping of IB objects is represented in the InfoBlodelen-
tity. A Parentand Child attribute depicts hierarchy in conjunction with the In-
foBlock entity, while localized and global ordering is alsospible via theDrder

attribute.

InfoBlockTrust Credibility of information needs to be measured and storiéds
storage is represented by the InfoBlockTrust entity, whiak generidRatingand
Counterattributes. Thdratingfield may represent various forms of measuring the
guality of information, such as the Likert 5-point scalepoary ratings[69]. Also,
the Counterfield could contain page load counts, or the number of inbdunks

as well. Records in the InfoBlockTrust entity are generatetlbgrProfile and are

related to the InfoBlock entity.

UserProfile UserProfile represents data collected about system ubdoBlock
records are related to users who create them.UswInfoattribute is a generaliza-
tion of the various types of data that can be stored, suchrag nemail, password,
to mention a few. Each UserProfile record has fine-graine@gyicontrol per each
specific field withinUserinfa This is represented by the relationship with Priva-

cyScope.

UserGroup User roles are realized in the data structure design vi&JgeeGroup
entity. Various roles can be represented as records wittigneintity, while their
exact privileges and permissions are delegated to thecapipin-level logic.
Usually, “friends” is a group present in social networks. forums, moderators
or administrators is another popular grouping of usersr@s®mip can also be used

to define custom lists of friends or user roles.
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PrivacyScope This entity represents generalizations of possible pesiomns for
viewing or editing IB objects. The available permissiortiags are stored in this
entity as records, while the enforcement of the permiss®uglegated to the ap-
plication logic. Possible mutually exclusive records witthis entity include: All,

Guest, Logged, Group, and Owner.

e All: Anyone is allowed access.

Guest: Only non-registered users are allowed access.

Logged: Only users who have registered and are logged irteytbtem are

allowed access.

Group: A specific group, identified within the UserGroup sntis allowed

access. Typical groups such as “friends” are an example.

Owner: Only the IB author is allowed access.

6.3.5 Sample Instantiations

The following are example instantiations of the use of thedBenerate different
types of health websites: article-based, blogs, wikisurfts, and communities.
In addition, we present the notion of a federated healthrin&tion website that
incorporates different content formats as well as diveategories of users.

We approach the appraisal by providing configuration volzalas for each type
of health website. These configurations and their privaopsdllustrate the flexi-
bility of the IB. Privacy scope is presented in the consistemhat C, R, U, D for
each of the Create, Read, Update, and Delete operation. Fity,clee use ‘Admin’

to represent a user belonging to the HIPs user group.

Article-based Health Websites

Article-based health websites will normally havenanuandarticles which defines
the needed vocabularies. In addition, users may wistotomenbn articles. For

the first two vocabularies, it is normally the administratdro updates the contents.
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However, comments are either for registered users or fazrgépublic usage. Con-

sequently, the privacy scope for each vocabulary is stadollaws.
e Menu: C{Admin}, R{All }, U{Admin}, D{Admin}
e Article: C{Admin}, R{All }, U{Admin}, D{Admin}
e Comment: GAll | Registered, R{All }, U{Admin}, D{Admin}

Health Blogs

For blogs,postsare usually arranged bgategory In addition, users cacomment
on posts. Again, comments may be made by any user or by onisteegd users,

depending on the admin’s preference.
e Category: GAdmin}, R{All }, U{Admin}, D{Admin}
e Post: Admin}, R{All }, U{Admin}, D{Admin}
e Comment: GAIll | Registered, R{All }, U{Admin}, D{Admin}

Health Wikis

The unique aspect of wikis is that many users can have ediingeges. Wiki
postscan be arranged lyategory For each wiki, a group of users may be allowed

to contribute depending on if they are registered or beloragdertain user group.
e Category: GAdmin}, R{All }, U{Admin}, D{Admin}
o Wiki Post: C{Admin}, R{All }, U{Admin | Registered User Group, D{Admin}

Health Forums

Health forum content is grouped Bgrums which can be hierarchical with sub-
forum. Within each of these, content is groupedtbyics responses to which are
grouped viahreads Some forums may be by subscription only, which restricts to

user groups.
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e Forum: GAdmin}, R{All | User Group, U{Admin}, D{Admin}

e Topic: C{Registered User Group, R{All | Registered User Group, U{Admin
| Owner}, D{Admin | Ownern

e Thread: GRegistered User Group, R{All | Registered User Group,
U{Admin | Owner;, D{Admin | Ownenr

Health Communities and Networks

In most social networks, content is organized on a usdk. Users campostcontent

on the wall, as well as thestatus Post and status content can hagnmments
made. A major distinction of social networks is the presasfate “Friends” user
group. In addition, the user has control over their own cant@nd usually decide

viewing privileges.
e Wall: C{Owner}, R{All | Registered User Group, U{Owner}, D{Owner

e Post: QAIl | Registered User Group, R{All | Registered User Group,
U{Owner}, D{Owner

e Status: GOwner}, R{All | Registered User Group, U{Owner};, D{Ownenr

e Comment: GAIll | Registered User Group, R{All | Registered User
Group}, U{Owner}, D{Ownenr

The above configurations demonstrate the ability of the IBefvesent via ap-
propriate privacy scope different types of health websifesble 6.1 summarizes

the vocabularies mentioned.

Health Website | Vocabularies

Article-based | Menu, Article, Comment
Blog Category, Post, Comment
Wiki Category, Wiki Post

Forum Forum, Topic, Thread
Community Wall, Post, Status, Comment

Table 6.1: Instantiation vocabularies of different typésealth information web-
sites
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6.3.6 Interface Specifications

Technical Guidelines

The World Wide Web Consortium (W3C) provides a relevant guidebidlding
websites with focus on accessibility. The Web Accessiplhitiative (WAI) aims
to enhance the web browsing experience for users with diisasi The following
WAI standards are related to the HCMS[120].

e Web Content Accessibility Guidelines (WCAG): These guiddisepport
web content developers and web authoring tool developemsctwrporate
the needs of users with disabilities into their website elgmee. Four main
guidelines are provided for content to perceivable operable understand-
able androbust Perceivable content includes alternative represemistio
make it easy to be presented in various ways, such as text@péerable con-
tent is optimized for navigation, such as via keyboard ohlgderstandable
content avoids grammatical and spelling errors, while sblbontent ensures

compatibility with the different tools and web browsers[]2

e Authoring Tool Accessibility Guidelines (ATAG): Authomnntools include
Content Management Systems (CMS) and similar tools that geneareb-
sites using databases. There are seven main guidelines irsthe ATAG,
dealing with areas covered in the WCAG and also correction addassi-
ble content. In addition, the accessibility of the tool litse addressed, e.g.
CMS, as well as the website interface and documentation. Whaingn a
conformance claim to the ATAG, each of the seven guidelimesaasigned
a priority level: Priority 1 for when the guideline is an essal goal to the
tool, Priority 2 for when the guideline is important to thekoor Priority 3

for when the guideline is beneficial to the tool[119].

e Accessible Rich Internet Applications (WAI-ARIA): This is @&xtension of
the WAI guidelines for web applications running rich platfes such as Flash
and Ajax. In addition, accessibility in other hardware fdahs such as smart

phones and other hand-held devices is covered[118].
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In addition, the International Standards Organizatio8€{)lin conjunction with
the IEEE and the International Electrotechnical Commisgi&€) also provides
the ISO/IEC 23026 guidelines for website engineeringgditiEEE Recommended
Practice for the Internet - Web Site Engineering, Web Site&gement, and Web
Site Life Cycle”. The ISO/IEC 23026 covers a wide range of tecal specifi-
cations to develop well-engineered websites, such asfameied HTML, inter-
operation of different technologies such as scripts, arahs&Vhile accessibility is

addressed, it is as a reference to the W3C WAI guidelines[60].

Ul Specifications

The exact rendering of information and content is left to ¢hent-side software,
such as a web browser. The HCMS stores all data as text withitattbase logical
structure. In addition, it provides a back-end adminigiratirea where the content
and aspects of the website can be managed in a simple workylbiiAs and HICs.
For multimedia data, a file server is used and paths to themmadia content on the
file server are stored in the HCMS. The file server may be a lbglustraction on
the web server or a separate physical server.

Figure 6.11 shows the relationships between the wirefrangedifferent user

responsibilities.

HIP Webmaster HIC

= Create vocabulary instancesj View instances

Create vocabulary

[CD”ﬁQ'-”E vocabulary privacy scope [Deﬁne instance relatinnships]

‘Vncabulary configured in HCMS—?} ||nstances configured in HCMSB] ‘Instances viewed as contenlt}]

Figure 6.11: Overview of wireframes
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Figure 6.12 shows a wireframe sketch for the HCM&dministration area,

which basically configures features and functions avalabthe HCMS.

Web Browser — HCMS-a
Vocabularies ) _ )
View/Edit Vocabularies
View/Edit
Add New Title Privacy Scope Actions
. i S Delete |
User Groups Vocabulary-1 Edit ( save | ‘}%,‘
Vocabulary-2 Edi [ Saua | [Dalata ]
View/Edit X
Add New Create
Sorting Read A =
View/Edit
Add New
Configurations | Save |
System Info
My Profile

Figure 6.12: HCMSa administration

Figure 6.13 shows a configured HCMS administration area wisigh turn
used to configure and maintain the health information webslthese configura-
tions combine with the website template to ultimately cegbe health information
website. A simplified wireframe showing configurations iswh in Figure 6.14.

The actual look-and-feel of the health information webkargely depends on
the application level logic, coupled with configurationgle HCMS. The HCMS
provides a suite of functions and methods for the differessiness objects. These
functions can be arranged in the application code which evowdlude HTML and
CSS to provide the desired look-and-feel of the health web3ibis rendering and

templating concept is similar to existing template endib28|.

External Interface Specifications

The HCMS will interact externally with web services. In padiiar, medical databases
supporting the Medical Subject Headings (MeSH) controliechbulary will be ac-
cessed to provide relevant recommendations on medicadtliies within the health
website[86].
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Web Browser — HCMS

Vocabulary-1

View/Edit Vocabulary-1s

View/Edit
Add New
Relationships

Vocabulary-2

View/Edit
Add New
Relationships

Users

Group-1
Group-2

Templates

Caption Description Metadata Actions
Home \ | 30-07-2011 | [ Edit |
About Us \ | 30-072011 | [ Edit |
ContactUs || | 30-07-2011 | [ Edit |

View/Edit
Create New

Configurations

System Info
My Profile

(a) Editing Vocabulary

Web Browser — HCMS

Vocabulary-1

Relationships

View/Edit
Add New

Vocabulary-2

View/Edit
Add New

Relationships
View/Edit
Users

Group-1
Group-2

Select Item‘ Home

M [ Add |

Select Item| Welcome j\ Add |

[Indent |[ Outdent | Move Up || Move Down ]

Templates
View/Edit
Create New

Configurations

System Info
My Profile

(b) Defining Relationships

Figure 6.13: HCMS administration
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Web Browser — MyHealthInfoWebsite

Banner Here

Search

MyHealthinfoWebsite

‘ Home H About Us H Contact Us

Welcome

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi mi ligula, malesuada
at pulvinar in, egestas id massa. Praesent vitae fermentum arcu. Integer porta
libero et urna egestas ultrices. Vivamus a justo tellus, id feugiat quam. Curabitur
posuere aliquam leo. Nunc dolor ligula, varius at mattis eu, dapibus vitae magna.
Phasellus interdum eleifend nulla vel facilisis. Morbi id arcu id ante condimentum
eleifend id at nulla. Donec sed feugiat nunc. Sed ultricies sem vitae nunc
ullamcorper laoreet non pellentesque arcu. Aliquam nec neque metus, commodo
molestie ipsum. Maecenas nulla ligula, tristique non tristique nec, ullamcorper eget
sapien. Pellentesque justo odio, mattis tincidunt accumsan non, scelerisque a mi.

Last updated: 30-07-2011 Rate: (0)Helpful(O)Not Helpful

Copyright 2011 MyCompany.com

Figure 6.14: Health information website wireframe

6.4 Appraisal of Design Decisions

Having stated the requirements and design approaches, megate our decisions
against some ethics requirements. We have addressed lhwirhgj three critical

ethical issues via our design decisions: privacy, seguaitg accountability.

Privacy. Privacy is configured by incorporating fine-grain privagntrol within

the domain objects and database design. For instance, itfaey8cope entity al-
lows defining the privacy setting of each IB for the four copertions: create,
read, update, and delete. In addition, the UserInfoPriestity allows customiza-

tion and controlling of the privacy of each field within thesugrofile.

Security Security involves planning for role separation via Role-®h#\ccess
Control (RBAC), with roles implemented as UserGroup. This Gseup entity
can be used to provide different levels of access based en.r@he exact access

configurations can be customized and controlled via Prisaope.
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Accountability Audit trails are created in the InfoBlock entity by using tBpoch
attribute to mark the current record version, while kee@hgld record versions
instead of deleting or over-writing them. Another featdrattassists accountability

is the InfoBlockTrust entity, which is useful for trust ragm

6.5 Conclusion

Development of health websites requires an awareness iobkissues as well as
cognisance of the level of sensitivity of these ethicaléssurhe ultimate aim is to
provide more control to the user to make better decisionsitadiiical issues. In
addition, different types of health information websitagsts, from articles, blogs,
wikis, forums, social networks, etc. Having previouslyagiva high-level func-
tional description of a Health Content Management System (B Me present
requirements and design specifications for the HCMS. Thegfdak HCMS is to
allow generation of these websites with their typical cahteanagement features.
It also serves as a tool to innovate new features in onlinéhedormation. In
formulating a design for the HCMS, we propose the concept dBakiVe identify
technical specifications relevant health-related web§item the International Stan-
dards Organization (ISO) and the World Wide Web Consortium@)V8Itimately,

we investigate our design decisions against some ethicaliples.
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Chapter 7

General Discussion and Conclusions

Traditional patient-doctor relationships relied on facdace interaction and phys-
ical contact. With the advent of the information age, a newdehdvas emerged
where health information consumers like patients, acaciams, researchers, and
doctors can use the Internet to get and give health advigesoribeographical dis-
tances are no longer a barrier to accessing expertise, dmhgsacan even share
experiences with others who are going through similar orstances.

Patients view the Internet as a means for getting a secomioopi However,
there is a clear distinction between medical care and mieddace available on
health information websites[30]. Whereas a doctor’s crédisnand credibility are
fairly obvious, the online scenario does not have clearuditators on trustwor-
thiness of information. In addition, electronic transnossof data about patient
profiles leads to new challenges related to privacy and ggcur

In this study, we explore the area of online health adviceispadealing with
human health online content. Health information websiled tarry this content
face distinct challenges and requirements. Ethical isatesnore pronounced be-
cause health information has the potential for causingregvarm. Incorrect, in-
complete, or out-dated health advice can potentially chas@ful side-effects and
even loss of lives. In addition, issues in human-computractions such as ac-
cessibility, usability, and findability are more accenagatFor example, because of
the disparity in medical and layperson vocabularies, aiip@iece of information

within a particular topic is harder to locate.
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We begin by looking at ethical issues in general faced in tbader scope of the
health informatics domain, in which information technoldtas become a promi-
nent tool in health care management, popularized via eleictrhealth records,
medical devices and software. However, past experiencesdteown that health
care systems often fall short of addressing concerns abivaicg, security, confi-
dentiality, safety, among other ethical and technicalassBefore using technol-
ogy in health care, ethical requirements need to be addtesskfulfilled to reduce
negative effects to lives. Even though there is existiregditure on ethical issues in
medicine, as well as ethics in computing, information texdbgy in medicine leads
to new ethical issues that are not covered by medical or congpethics. We carry
out a systematic review of literature and codes of ethiamfeajor policy drivers
and stakeholders in computing and health informatics: AMMIA, WHO, ACM,
IEEE, BCS and AHIMA and many others across the globe. We lookagninter-
national and regional players in North America, Europe,t8&uCentral America,
Africa, Middle East and Asia-Pacific. Furthermore, we lodkexhnical aspects
of health information technology via relevant FDA and ISQdglines. We also
investigate the application of these codes and guidelmest only resolving eth-
ical issues a posteriori, but also preventing them a prieaiding to a definition of
‘health informatics ethics’.

Next, we look at ethics problems specifically within the edtiecontext. Breaches
of security, invasion of privacy, and harm caused by falgermation make for
newsworthy incidents. In the e-health domain, there has bdet of focus on eth-
ical issues when dealing with electronic health recordsREHand patient medical
records (PMRs). However, equally important are the myriadeafith information
websites that are being used to formally or informally getlima& advice online.
This study surveys related work on three popular and pettiresues in health
information websites: privacy, security, and trust. Latiewre reviewed includes a
substantial amount of publications such as ethics and ieshstandards. Other
contributions include a succinct survey of different categs of popular health
information websites (WebMD.com, MayoClinic.com, Kidshbarg, Patients-

LikeMe.com) to gauge existing methods for handling thesads. Moreover, an
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agenda is proposed for understanding the three issuegorthly via access con-
trol. Other outcomes of this aspect of the study includemenendations for open
problems identified in health websites, including the needihe-grained privacy,
security and trust controls.

Moreover, in this study, we investigate how health inforimatonsumers locate
content on health information websites. Preliminary rsssthow that there is room
for improvement in terms of finding specific content on healdbsites, that is,
findability. We focus on and identify usability issues witirde key aspects of
health websites: search box, navigation menu, and home emults are based
on a population sample of users with varied backgroundsijiaity with medical
terms, and a diversified range of question types. Consumaadre looking up
information demonstrate that using the search box is théadedf choice, while
navigation menus and links on the home page are not effctnegng utilized.
Consequently, we propose possible solutions aimed at inmgyolre overall quality
of health information websites, such as faceted searclaphet exploration, multi-
dimensional views, and trending topics.

Ultimately, we propose a specialized framework called altHg2ontent Man-
agement System (HCMS) that assists in developing bettere@hgalth advice shar-
ing websites. Surveys of existing health websites and obntanagement systems
demonstrate the need for such a system in the face of unifisakinformational,
and technical requirements. Moreover, the novelty of tleppsed HCMS is ap-
praised and asserted in comparison with similar healthdveonk concepts. Sur-
vey results of more than 50 health websites lead to a taxorwrhgalth websites’
characteristics, and a blueprint for typical and noveldesd for health websites.
In formulating a design for the HCMS, we propose an abstraoplate, Informa-
tion Block(IB). We also identify pertinent technical spedatfions on health-related
websites by the International Standards Organization XI&@ the World Wide
Web Consortium (W3C). We also investigate our design decisagaist ethical
principles.

Overall, our propositions are made on the premise that dpugnt of health

information websites requires specialized software. tibhothis study, we verify
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the hypothesis that health information websites haverdisgthical and technical
requirements. We also validate the hypothesis that infoam&echnology in health
care leads to greater emphasis on ethical requirementodbe tritical nature of
health care. Accordingly, we develop a specialized framkviar managing health
content. We also demonstrate the applicability of this #eork to serving the
need of the different types of health advice content, sudieagh articles, blogs,
microblogs, community forums, wikis, social networks, aadon.

Contradiction between the importance and popularity ofrenhealth advice
sharing in contrast with apparent low-profile attentiomigegiven to this area were
one of the valuable insights learnt through this study. Witgress has been made
in gaining a better understanding of this domain area vieghidy, there are chal-
lenging aspects that require more scrutiny. While generasones of trust were
identified, precise trust metrics that match user beliefredibility against quan-
tifiable measurements are to the best of our knowledge ndabia In addition,
whereas fine-grain privacy allows users more control oveir ttata, more control
also adds more obtrusive and cumbersome configurationedarders. Moreover,
data mining for recommender systems to assist in findalbgds to be balanced
against privacy requirements. In terms of findability, thsrneed for development
of semantics and tools that bridge gaps between technalagid medical literacy.

Potential offshoots of this study include the applicapitif trust and findability
issues to search engine results on health keywords. Alsdnfbrmation Block
could have broader applications in other online domainsduiteon to e-health.
Additionally, the use of machine learning within websitesih emerging area, and
leads to interesting concepts of ‘intelligent websitesh ®broader scale, we are
convinced that the true relevance of technology lies inbibtg to assist society in
improving the quality of life. We have looked at online heattre as a prominent
demonstration of technology affecting lives either posiiy or negatively. With the
proper constructive attention and synergy with tools, wieelse negative outcomes
can be minimized and positive resultants maximized. Howeaeehnology can
only serve as an enabler for better options to make infornemismns, wherein

these decisions ultimately need to be made by the users.
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