My child, eat honey, for it is good,
and the honeycomb is sweet to the taste.
In the same way, wisdom is sweet to your soul.
If you find it, you will have a bright future,
and your hopes will not be cut short.
– Proverbs 24:13-14 NLT
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Abstract
In the past, health information was shared by word of mouth or written down in
books. With the advent of the information age, a new model has been emerging
where health information consumers like patients, academicians, researchers, and
doctors are turning to the Internet for health advice. With this comes questions
regarding the credibility, safety, accuracy and ultimately trustworthiness of the information. These issues are particularly important because health information has
the potential of affecting lives and causing harm.
In this study, we highlight the distinct challenges faced by health information
websites. We focus on two unique requirements: ethics and human-computer interaction. The development of a Health Content Management System (HCMS)
framework that encapsulates the needs of health information websites is also discussed thoroughly. Peer-reviewed papers that contain outcomes of our research are
the main components of this thesis.

Preface
Computing science is a very broad subject, covering diverse areas ranging from
building computing devices, to writing software programs, or processing information. A fundamental pursuit of computing science is the use of machines to assist
in problem-solving. Consequently, computing science is not just an independent
discipline, but is increasingly applied in so many other disciplines, ranging from
business, education, entertainment, engineering, research, and health care, to sample a few. Computing science is not only multidisciplinary, but also has many areas
within it. This study falls under one of the relatively new areas, health informatics.
As is customary, the first year of the masters program is spent on coursework,
while the second year is where the research work actually begins. This study actually started taking form in summer 2010. We kicked off the study with a simple
question; ‘How is the Internet being used to share health advice and information?’.
Like a hydra, this base question grew many heads during an independent study on
‘Ethics in the Software Development Life-Cycle: A Case Study of Health Informatics Systems’. Our initial drive was motivated by a curiosity to explore the new face
of health care through the Internet. We came across thousands of health information websites of different varieties such as social networks, blogs, search engines,
forums, wikis, and so on.
The next stages of the study were exploratory. We found a lot of literature
on electronic records for patients, but low coverage on online health information
specifically. For the most part, health information websites are being treated as
any other website. This apparent lack of attention was in sharp contrast to the assertion that online health information has the potential to positively or negatively
affect lives. The study eventually culminated in the formulation of a Health Content Management System (HCMS) that aims to address the specific needs of health
information websites.
Within the one year that has gone by since this study began, a lot has been realized and accomplished. It was also encouraging that peer-reviewed papers on our
research outcomes were well-received. However, due to time scope and constraints,
aspects of this work that were left for future work in a doctorate program. On the
other hand, to the best of our knowledge we have not come across other literature
that comprehensively deals with the topic presented here.
Hamman W. Samuel, September 13, 2011.
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trans-border flows of personal health information
ISO/IEC 23026: An ISO standard on website engineering and management
ISO TR 11633-1: An ISO technical report for information security management for
remote maintenance of medical devices and medical information systems, focusing
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ISO TR 11633-2: An ISO technical report for information security management for
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safety of health software
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KOSMI: Korean Society of Medical Informatics
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MeSH: Medical Subject Headings
MHIA: Malaysian Health Informatics Association
MIAM: Medical Informatics Association of Malawi
MLI: Mali
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MYS: Malaysia
NHS: National Health Service
NOR: Norway
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OEC: Owner-Engineered Content, refers to content created by the website owners,
in contrast with users
PAK: Pakistan
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PHR: Personal Health Record
PMIS: Philippine Medical Informatics Society
PMR: Patient Medical Record
PPDM: Privacy-Preserving Data Mining
PRT: Portugal
QIB: Quasi-critical Information Block, IBs that may cause ethical issues
RBAC: Role-Based Access Control
ROU: Romania
RSMI: Romanian Society of Medical Informatics
S2E: Subject-to-Expert, represents online communication between patients and
medical doctors
S2S: Subject-to-Subject, represents informal advice shared between patients
SAHI: Saudi Association for Health Informatics
SAHIA: South African Health Informatics Association
SAM: Static Asynchronous Messaging, represents communications such as e-mails
SBIS: Brazilian Health Informatics Society

SD: Specific Demographics, a categorization for health websites whose target audience has some specific demographics
SDD: Software Design Description, terminology from the recommended standard
on documenting design by the IEEE
SDLC: Software Development Life Cycle
SDMI: Slovenian Medical Informatics Society
SEIS: Spanish Society of Health Informatics
SFMI: Swedish Federation for Medical Informatics
SMIMS: Moroccan Society of Medical Informatics and Health
SNA: Social Network Analysis
SNS: Social Networking Services
SOMIBS: Mali Society of Biomedical and Health Information
SSMI: Swiss Society for Medical Informatics, also referred to by the acronym
SGMI-SSMI-SSIM
ST: Specific Topic, a categorization for health websites that address a specific health
issue
STIM: Tunisian Medical Informatics Association
SUIS: Sociedad Uruguaya De Informatica En La Salud
SVN: Slovenia
SWE: Sweden
THA: Thailand
TMI: Thai Medical Informatics Association
TRUSTe: A certification body that verifies website security
TUN: Tunisia
TUR: Turkey
TurkMIA: Turkish Medical Informatics Association
UGC: User-Generated Content, refers to content created by registered or nonregistered users on a website, in contrast with the website owners
UI: User Interface, representing the visual aspect of software through which the
user interacts with the computing device
UKCHIP: United Kingdom Council for Health Informatics Professions
UML: Unified Modeling Language
URAC: A certification body for health-based websites
URY: Uruguay
USA: United States of America
VEN: Venezuela
W3C: World Wide Web Consortium
WAI: Web Accessibility Initiative
WAI-ARIA: Accessible Rich Internet Applications, part of WAI standards
WCAG: Web Content Accessibility Guidelines
WHO: World Health Organization
WOT: Web Of Trust, a website for certification and rating of websites
ZAF: Republic of South Africa

Chapter 1
Introduction
1.1

A Brief History of Heath Care

Health care is a prominent service that raises the quality of living. Issues of health
are part of human existence, and over history, societies have come up with varied
explanations for causes and solutions for health problems Prehistoric practices are
thought to have relied on plants for medicinal purposes, where the choice of plants
would mostly be through trial and error. In recorded history, old civilizations such
as Egypt, China, India, Babylon, Greece, and Rome are known to have had medical
practices of diagnosis and treatment[80].
Health care has gone through many transformations. Disease and death have
been variously attributed to supernatural and superstitious reasons, to nutrition, hygiene, micro-organisms, and so on. Health and medicinal knowledge seems to have
initially developed from empirical observations gotten through trial and error, then
documented. These observations were typically made by people devoted to learning
about medicine, often referred to as physicians, medical doctors, or simply doctors.
The person who was ill, or the patient, took advice, treatment, and drugs from the
physician in order to be cured[81].

1.2

Health Care Today

Whereas ancient medicine was mostly concerned with finding cures to ailments
so as to prevent death, modern medicine is also dedicated to preventing diseases
and promoting healthy lifestyles. Modern doctors rely more on scientific data to
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provide advice, diagnosis, treatments, and appropriate drugs. Medical information
is also more widely available, to patients and the general public. This propagation
of medical knowledge has been further escalated by the Internet[8].
Health information covers health advice about symptoms, diagnosis, treatments,
remedies, drugs, fitness, and the like. In the past, health information was shared by
word of mouth or written down in books[82]. With the advent of the information age, a new model has been emerging where health information consumers like
patients, academicians, researchers, and doctors are increasingly turning to the Internet to get and give health advice online[8]. This new face of health information,
also referred to as ‘human health online content’, allows both medical doctors and
patients to use health information websites to communicate, collaborate, and share
health information.

1.3

Research Questions

We found that when online health is mentioned, there has been a lot of focus in literature on issues with electronic health records (EHRs) and patient medical records
(PMRs). However, equally important are the myriad of health information websites
that are being used to formally or informally get medical advice online.
With the new face of health information as the backdrop, the spotlight falls on
the credibility, safety, accuracy and ultimately trustworthiness of the information.
These issues are particularly important because health information has the potential
of affecting lives positively or negatively. Research questions that came up while
considering the role of the Internet in health advice sharing include the following.
• How do we measure trustworthiness of health information?
• How to we organize health information to make it easier to look up?
• How do we index discussions between patients and doctors while guaranteeing privacy?
• How do we determine relationships between health information and consumer needs?
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• How are health information websites different from general-purpose websites?

1.4

Hypotheses

We present the following two research hypotheses, in relation to online health information and health informatics.

Hypothesis H0 : Health information websites are distinct from general-purpose
websites.

Hypothesis H1 : The use of information technology in health care accentuates ethical requirements.

We investigate the first hypothesis, H0 based on two major facets: ethical and
technical. Ethical issues come into play because of the potential for harm by misinformation. Furthermore, looking into all other technical issues provide enough
coverage to test the hypothesis.The second hypothesis, H1 is related to the first hypothesis, and can be viewed both independently as well as a supporting argument to
H0 . We look into the potential for harm with information technology in medicine,
both generally and more specifically in online health advice sharing.
Given the unique ethical and technical needs of health information websites,
coupled with the heightened sense of ethical obligations, we propose a specialized
framework. In other fields, unique features and common vocabularies eventually
get synthesized as specialized software components and Application Programming
interfaces (APIs). Some instances of these are e-commerce frameworks, support
ticket systems, social networking platforms, to mention a few examples. Similarly,
we propose a Health Content Management System (HCMS) dedicated to managing
health content and its distinct ethical and technical demands. We also acknowledge
the place of technology as an enabler for making better decisions in the virtual world
of the Internet, wherein the decisions are ultimately made by users. Consequently,
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our proposed solution does not claim to prevent misuse or unethical practices. On
the other hand, the objective is to simplify the options available for making the right
decisions.

1.5

Summary of Contents

For this study, we surveyed a substantial amount of literature, including publications, codes of ethics, technical guidelines, online certifications, legal guidelines,
and news media. Also, a large number of health information websites in different categories were appraised. We also measured user opinions and behaviors via
online surveys related to finding information on health information websites. Ultimately, a specialized framework to address the unique needs of health information
websites was developed. Research outcomes were presented to the larger academic
community and were well-received.
The majority of the content of the thesis is based on our peer-reviewed publications, and is outlined as follows. In Chapters 2 and 3, the ethical aspects related to
health informatics and online health advice are explored. Outcomes of the research
shown in Chapter 2 were presented also at the 1st ACM International Health Informatics Symposium, 2010. In Chapter 4, the human-computer interaction (HCI)
aspect of findability for health information websites is looked into. Chapters 5
and 6 cover the development of a specialized Health Content Management System
(HCMS) framework that encapsulates the needs of health information websites.
The results of Chapter 5 were featured and presented in the 33rd International Conference on Software Engineering, 2011 at that 3rd Workshop on Software Engineering in Health Care. The thesis concludes in Chapter 7 with a general discussion,
appraisal, and a review of lessons learnt.
Ultimately, the contents are structured to investigate and support the hypotheses.
Chapters 2 and 3 look at distinct ethical challenges that arise as the result of using
information technology in the health care sector. While Chapter 2 looks broadly at
health informatics, Chapter 3 focuses on ethics issues for health information websites. Chapter 4 looks at unique technical issues in online health advice sharing in
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terms of vocabularies, ontologies, and findability. Chapters 5 and 6 present both
high- and low-level specifications respectively for a framework that aims to address
the distinct and sharpened ethical and technical needs of health information websites.
As computing becomes more and more ubiquitous, it is not surprising that health
care is increasingly leveraging information technology. The current trends in health
information suggest a promising outlook for future research in this area, and we
hope this study makes useful contributions to online health information, and to the
broader health care needs of society.
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Chapter 2
Ethical and Technical Standards for
the Use of Information Technology in
Health Care
2.1

Introduction

Ethics deals with decisions about right versus wrong, good versus bad. These normative and moral questions involve people and how they affect each other[107].
An ethical conflict is opposition between moral ideas or interests. In the field of
medicine, ethical issues have been well-known due to the nature of the profession
in dealing with lives.
In the present information age of ubiquitous computing, medicine and technology have started overlapping. The field of health informatics is all about using computers to enhance the way health information is processed[133]. There is extensive
literature on the subject of ethical conduct and principles in medicine. Similarly,
there are existing bodies of knowledge on ethics in computing and information
technology. It can be argued that these two bodies of literature cover ethical issues
in health informatics[109, 110]. However, we point out that information technology
and medicine together lead to new and more complicated issues in ethics. For example, the Therac-26 incident is one of the many examples of software bugs causing
loss of lives. Because of a bug in the underlying operating system of the Therac-26
x-ray device, patients died or were seriously injured due to over-exposure[14]. Who
was to blame: developers, testers, or operators?
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Medical ethics also does not adequately cover modern innovations in medicine.
For instance, the “Principles of Medical Ethics” by the United Nations has no provision for electronic health records[113]. Also, the American Medical Association’s
(AMA) Code of Medical Ethics identifies “Physician Records”, yet they do not address electronic transmission of patient records[1]. On the other hand, computer
ethics can deal with issues with data transmission, but does not consider ethical
requirements of the medical profession.
Ethics issues in health informatics, which we refer to as ‘health informatics
ethics’, require more than just interdisciplinary cooperation in the fields of ethics,
medicine, and computing. These issues are markedly important due to the vulnerability of people needing care and potential risks of using information technology to
provide this care. In this chapter, we systematically review codes of ethics as well
as technical specifications from various regulatory and health informatics organizations.

2.2

Identifying Ethical Issues

What can be done in the face of ethical problems? Where can one seek possible
solutions? To help identify such issues and answer the hard questions, there are
various ethical resources available which can help in determining which course of
action to take: codes of ethics, case studies, ethics committees and personnel, and
informal discussions[83].

Codes of ethics: Ethics codes are formal documents that list ethical principles and
duties. Members of the profession or organization are required to adhere to the
principles of these codes to guide their ethical conduct. In addition, these codes
serve to correct any wrong notions about ethical principles.

Case studies: There are often available for reference, documentation of similar ethical conflicts and situations in the past that may have been resolved in a certain
manner. These cases can be applied as jurisprudence.
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Ethics committees and personnel: Organizations can have committees and trained
staff to discuss and resolve ethics issues. These may include ethics boards or ethics
professionals that are contacted for consultation when ethical conflicts occur.

Informal discussions: Chats with friends or colleagues can lead to informal advice
about how an ethical conflict can be resolved.

We carry out a systematic review of literature, codes of ethics, and technical standards from major policy drivers and stakeholders. Our approach involves
first using the Health Informatics World Wide (HIWW) online database to identify health informatics organizations. Next, we identify ethical codes within the
organizations and common memberships to regional bodies using the respective organization website. Based on common threads, we then discuss the major ethical
principles identified. We also identify technical specifications related to health care
whose aim is to address ethical issues. Major regulation and standards bodies in
health care technology are first identified and their guidelines surveyed.

2.3

Codes of Ethics in Health Informatics

There are various national and international bodies related to health informatics. Table 2.1 gives a summary of health informatics bodies extracted primarily from the
Health Informatics World Wide (HIWW) database[125, 7]. Countries and regions
are identified using ISO Alpha-3 codes[112]. In addition, memberships to regional
and international bodies is indicated, such as the International Medical Informatics
Association (IMIA), the European Federation for Medical Informatics (EFMI), the
Asia-Pacific Association for Medical Informatics (APAMI), and the Health Informatics in Africa (HELINA) group[6, 57, 5, 3]. It can be noted that many bodies do
not have their own ethics codes.
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International

North America

Europe

IMIA(001)⊗
ACHI(009)⊗⊕
ACHI(142)⊗⊕
APAMI(009)⊕
APAMI(142)⊕
EFMI(150)⊕
HELINA(002)⊕
UKCHIP(826)⊗
WHO(001)⊗

AMIA(USA)⊗⊕
AHIMA(USA)⊗
COACH(CAN)⊗

APIM(PRT)
BHSMI(BIH)⊕
BMIA(BEL)
DSMI(DNK)
FDH(NOR)
FinnSHIA(FIN)
GMDS(DEU)
HISI(IRL)⊕
RSMI(ROU)⊕
SDMI(SVN)
SEIS(ESP)
SFMI(SWE)
SSMI(CHE)
TurkMIA(TUR)

South & Central
America
AAIM(ARG)⊗
ACHISA(CHL)⊕
AVIS(VEN)⊕
SBIS(BRA)⊕
SUIS(URY)⊕

Africa

Middle East

Asia Pacific

MIAM(MWI)⊕
SAHIA(ZAF)⊕
SMIMS(MAR)
SOMIBS(MLI)⊕
STIM(TUN)

SAHI(SAU)⊕

CMIA(CHN)⊕
EHAP(PAK)⊕
HINZ(NZL)⊕
HISSL(LKA)
IAMI(IND)⊕
JAMI(JPN)⊕
KOSMI(KOR)⊕
MHIA(MYS)⊕
PMIS(PHL)⊕
TMI(THA)⊕

Table 2.1: Health informatics organizations, ⊗ indicates has stated code of ethics on
website, ⊕ indicates member of IMIA, indicates member of EFMI, indicates
member of APAMI, indicates member of HELINA
International Codes
The International Medical Informatics Association (IMIA) code of ethics is comprehensive and covers duties of health informatics professionals from three perspectives: fundamental ethics principles, informatics ethics principles, and rules of
ethical conduct in health informatics. We also use the United Nations’ World Health
Organization (WHO) e-health code of ethics, which is specifically for health-related
websites[124].
North American Codes
The “COACH high-level ethical principles” is published by Canada’s Health Informatics Association and an abridged version containing ten aspirational high-level
principles is available to the public[44]. The American Health Information Management Association (AHIMA) code of ethics contains eleven ethical obligations
expected of AHIMA members[17]. Another U.S. code, by the American Medical
Informatics Association (AMIA) is a fairly recent publication. The AMIA code
references the AHIMA and IMIA codes and focuses more on duties of health informatics professionals expected towards key stakeholders in health care[52].
European Code
The British Computer Society (BCS) code of ethics and IMIA codes have shared
authorship by Dr. Eike-Henner W. Kluge, and the BCS code contains the same
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material as the IMIA code[27]. The BCS code is acknowledged by the IMIA as
an accompanying handbook[18]. Similarly, the UK Council for Health Informatics
Professions (UKCHIP) code of conduct is adapted from the BCS code[40]. The
European Federation for Medical Informatics (EFMI) does not explicitly state any
code, but is a member of the IMIA[5].
Other Regional Codes
The Australasian College of Health Informatics (ACHI) provides a code of conduct
based on the underlying principles of the IMIA, but is identical in wording to the
UKCHIP version[4]. Similarly, the Argentine Association of Medical Informatics,
AAIM provides a code of ethics that is a translation of the IMIA code[2].
Bodies in the Asia-Pacific, Middle East and Africa region do not provide a separate code of ethics but are regional or international members[6, 57, 5, 3]. Notably,
the Tunisian Medical Informatics Association, STIM and the Medical Informatics
Association of Portugal, APIM do not state any codes and are also not a member of
any other body[10, 9].
Figure 2.1 shows the timeline of when stated ethical codes were published, as
well as how the codes are related in terms of referencing one another. The UKCHIP
and AAIM codes do not state their publication dates.

Figure 2.1: Timeline and Connections of Health Informatics Codes
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2.4

Health Informatics Ethics

We now present a concise framework to represent common ethics principles in
health care technology, using three aspects of health informatics: health care, information, software[133, 39].

Healthcare: Health informatics is in the context of health care. Information systems
are developed to facilitate dispensation of health care or the auxiliary activities involved in health care.

Information: Health informatics deals with efficiently processing information. Large
volumes of information about patients’ needs to be stored for future reference, and
retrieved when needed. Transfer of information between health care organizations
needs to be handled with proper security.

Software: Information is processed, stored, and retrieved effectively by using software. Enterprise-wide software systems are needed to manage clinics and hospitals,
as well as information needed by larger health care providers.

Given these components in health informatics, we can view ethics in health informatics in terms of ethical dimension for each component, as illustrated in Figure
2.2. Consequently, health informatics professionals need to adhere to these three
ethical dimensions of their profession[57, 18].

Figure 2.2: Ethics in health informatics
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2.4.1 General Ethics
The first dimension to ethics in health informatics is general ethics, in cognisance
with health care and equivalent to health or medical ethics. The BCS/IMIA code defines general ethics using six major principles for every member of society[18, 57].

Non-maleficence: We have a duty to prevent harm to others without undue harm to
ourselves.

Integrity: We have a duty to fulfill our obligations to the best of our abilities.

Equality and justice: We have the right to be treated equally and have the duty to
treat others fairly.

Beneficence: We have a duty to advance the good of others.

Autonomy: We have the right to self-determination and the duty to respect the autonomy of others.

Impossibility: All our duties are subject to our ability to do them.

Credibility: Another ethics principle worth mentioning is credibility. Although it is
not highlighted in the BCS/IMIA code, credibility or trustworthiness is important
in e-health scenarios as well as in delivery of patient care in general. Dwyer et
al. define trust as ‘the willingness of a party to be vulnerable to the actions of
another party based on the expectation that the other will perform a particular action
important to the truster, irrespective of the ability to monitor or control that other
party’[33].
In Table 2.2, we investigate the codes for general principles using the BCS code
as anchor. A notable observation is that the COACH and AHIMA codes do not
address the issue of autonomy, and have no specifications for facilitating patients or
clients to make self-decisions.
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WHO
IMIA
UKCHIP
COACH
AHIMA
AMIA
ACHI
AAIM

Non-maleficence
⊕
⊕
⊕
⊕
⊕
⊕

Integrity
⊕
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Equality & justice
⊕
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Beneficence
⊕
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Autonomy
⊕
⊕

⊕
⊕

Impossibility
⊕
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Credibility
⊕

Table 2.2: General Ethical Principles in the Codes, ⊕ implies existence, empty cell
implies absence

2.4.2 Informatics Ethics
Informatics ethics is the second dimension. Informatics ethics deals with ethical
behavior required of anyone handling data and information[57, 18].
The following seven principles are stated in the BCS/IMIA code to define informatics ethics.

Privacy: Every person has the right to decide how much information they wish to
disclose about themselves, and what information they wish to withhold, how it is
stored, and used. Privacy can be defined as “the claim of individuals, groups or
institutions to determine when, how, and to what extent information about them is
communicated to others”[134].

Openness: Person about whom the data is being collected needs to be informed of
the intent for collecting data and what the data will be used for.

Security: Once data is collected, it must be safeguarded against unauthorized access. In addition, data needs to be protected against malicious or unintentional
manipulation. By definition, security is a mechanism through which privacy is ensured, involving authorization and authentication of a user, as well as encryption
and anonymization of physical data[114, 50].

Access: Everyone has the right to access and correct their own data. An individual’s
data should not be kept in isolation and allowed to become outdated.
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Legitimate infringement: Access is subject to legitimate data needs of a free society. The individual’s right to privacy may be infringed for the larger good of society.

Least intrusive alternatives: Any legitimate infringement must be done with minimum interference to individual rights. Legitimate infringement does not give free
reign.

Accountability: Legitimate infringement must be reported to the person affected in
due time. This implies that eventually the affected individual should be notified of
the infringement.

In Table 2.3, we present informatics principles covered in various codes. We
observe that the WHO code does not directly address security. Also, the principles
in the WHO code are opposing the BCS/IMIA principles of legitimate infringement
and least intrusive alternatives, because the WHO code requires explicit and unconditional approval from the person affected. The UKCHIP code does not address
these two principles altogether. In addition, the UKCHIP code leaves out openness
and accountability. The COACH, AHIMA and AMIA codes are also missing various principles. The indication is that most of the other codes are more focused on
general ethics.
WHO
IMIA
UKCHIP
COACH
AHIMA
AMIA
ACHI
AAIM

Privacy
⊕
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Openness
⊕
⊕

⊕
⊕

Security
⊕
⊕
⊕
⊕
⊕
⊕
⊕

Access
⊕
⊕
⊕

Legitimate infringement

Least intrusive alternative

⊕

⊕

Accountability
⊕
⊕

⊕
⊕
⊕

⊕

⊕

⊕
⊕

⊕

⊕

⊕

Table 2.3: Informatics Ethical Principles in the Codes, ⊕ implies existence, empty
cell implies absence
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2.4.3 Software Engineering Ethics
Our third dimension is software engineering ethics, which can be defined in terms of
activities carried out by software developers that have the potential of affecting endusers[47]. A joint task force by the two leading organizations in computer science,
the Association for Computing Machinery (ACM) and the Institute of Electrical and
Electronics Engineers (IEEE) co-drafted a code of ethics for ethical responsibilities
of software engineers that contains the following eight principles[52, 19, 15].

Public: Activities are done with the best interest of the society in mind. Developers
should be aware of social impacts of software systems. This includes disclosing
any dangers or known defects in software.

Client and employer: Activities are done in the best interests of clients and employers, while balancing their duties to the public, including being forthright about
personal limitations and qualifications.

Product: Software products should meet expected professional standards. Developers should strive to build products that are not sub-standard by thoroughly testing
and documenting unsolved problems.

Judgment: Integrity and independence is kept in making decisions about software
development. Developers should avoid situations in which they or their clients have
conflicts of interest.

Management: Managers and leaders should subscribe to ethical approaches in software development. Realistic and effective costs, schedules, and procedures should
be promoted.

Profession: The reputation of the software engineering profession should be advanced. Developers should promote software engineering education and point out
anyone who violates the profession.
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Colleagues: Colleagues are to be supported and treated fairly. Developers are to
fully credit their colleagues for their work, including intellectual contributions and
code re-use.

Self : Re-training and improvement is to be pursued by the software developer. In
addition, developers should not let prejudices lead to unfair treatment of others.

2.4.4 Stakeholders in Health Informatics
Ethical conflicts arise as a result of interactions between these stakeholders involved in the health informatics setting. The BCS/IMIA code lists six types of professional relationships with which the health informatics professional is involved:
patients, health care professionals, institutions and employers, society, self, and
profession[57, 18].

From a health informatics professional’s point of view, a client and health care
professional is distinct from an employer. However, from a software engineer’s
perspective, health care professionals and patients can be regarded as clients. This is
because doctors, staff, and even patients eventually become end-users to the health
software products. Also, the BCS/IMIA code covers relationships with colleagues
under the profession, whereas the ACM/IEEE code specifically addresses them.
Table 2.4 illustrates a comparison of stakeholders in the BCS/ IMIA and the ACM/

ACM/IEEE

IEEE codes.

Public
Client & employers
Profession
Colleagues
Self

Society
⊕

Institutions & employers

BCS/IMIA
Profession Healthcare professionals

⊕

⊕

Patient

Self

⊕

⊕
⊕
⊕

Table 2.4: Stakeholders in Health Informatics, ⊕ implies existence, empty cell implies absence
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2.5

Technical Guidelines for Health Care Technology

In the previous sections, we looked at ethics in health informatics in terms of principles in relevant codes of ethics. This viewpoint allows the resolution of ethical
conflicts, because the relevant stakeholders can be held responsible for not performing their duties stated in the codes. Moreover, a set of activities are carried out by
health informatics professionals to ensure ethics principles are adhered to. Ethical
conflicts may be preventable even before they happen if these activities are followed
during development of health informatics systems.
The U.S. Food and Drug Administration (FDA) provides a document that aims
to minimize software errors and failures through life cycle and risk management.
In addition, the International Standards Organization (ISO) has a large collection of
standards on health informatics set forth by its Technical Committee ISO/TC 215.
We analyse these technical guidelines to identify how these can be applied to ethical
issues.

2.5.1 Food and Drug Administration (FDA)
The FDA document titled “General principles of software validation” was created
to reduce software defects and recalls resulting from these defects. The document
applies to medical software or devices containing software. Its goals include reducing risk to patients and users, and also reduce liability to manufacturers of medical
software. The FDA document achieves this through providing explicit guidelines
on how to validate software during the stages of software developmentbbl31.
Software Development Life-cycle
Development of health informatics systems involves going through the software
development life-cycle (SDLC). In general, the software development life-cycle
consists of all the stages during the development of software. The FDA document does not conform to any one model, but provides the following generic SDLC
model[115].
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Quality planning: Tasks and procedures for reporting risks anomalies in software,
assigning them to personnel, and resolving them are identified.

Requirements: Information about the device or software and its intended use is
identified, including proper documentation of the software or device functions.

Design: Requirements are translated into a logical and physical representation of
the software through design activities. In addition, possible usage errors need to
have appropriate testing measures.

Coding: Software is usually constructed by either coding or by assembling coded
components. This is the culmination of the design into a medical device or software
product. Depending on the coding guidelines being opted for by the developers,
there needs to be verification of this compliance.

Testing by software developer: This involves running the software with pre-defined
inputs and known outputs in order to compare its accuracy. Even though testing
cannot be exhaustive, all efforts need to be taken for thorough testing of the code.

User site testing: This involves testing on-site with the user with realistic data. Tests
are needed to determine if the user correctly understands usage of the interface.

Maintenance: This covers both installation and deployment of the software, as well
as future changes to software that will require re-validation.

Software Validation
Software validation involves providing documentation of plans and procedures for
risk management during each of these stages of the SDLC. In addition, the FDA
document provides a template of tasks and activities for each stage of the SDLC,
depending on the level of risk associated with the device or software.
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Needless to say, items that are more risky go through more activities before
approval[115]. Eventually, the plans, procedures, and documented activities need
to be evaluated and approved by the FDA. The FDA recommends independent
or third-party evaluation, and also self-evaluation before final submission to the
FDA[115].
Levels of Concern
In the SDLC, the specific tasks recommended by the FDA for validation depend on
the level of concern, which is an estimate of the danger a device or software poses.
There are three levels of concern detailed in the FDA supplementary document titled “Guidance for the content of premarket submissions for software contained in
medical devices”. The level of concern for a given software is determined by answering a set of key questions[116].

Major: Possibility of death or serious injury to patient or operator.

Moderate: Possibility of minor, non-fatal injury to patient or operator.

Minor: Almost unlikely to cause any injury to patient or operator.

Figure 2.3 shows an overview of activities and documentation based on level
of concern. It is noteworthy to determine where issues related e-health would fall
under. There may be no foreseeable harm caused by electronic health information
usage, and a ‘minor’ categorization may seem fitting. However, handling risk in
e-health may not necessarily be equivalent to other situations in this categorization.
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Figure 2.3: FDA software validation based on level of concern
Ethics Principles Addressed
The emphasis on validation in the FDA document facilitates the eventual production of software that reduces software faults. In other words, it leads to the development of software that mitigates harm and upholds the ethical principle of nonmaleficence. However, other principles such as privacy are not addressed by this
approach.

2.5.2 International Standards Organization (ISO)
The ISO specifically addresses health informatics via the standards and guidelines
developed by the ISO/TC 215 committee. The ISO standards in general are globally recognized and the TC 215 committee has international representation in its
membership[55, 126]. The ISO/TC 215 standards address a wide range of issues
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in health care, and at the time of this publication, we looked at eighty-two active
standards on different areas in health informatics.
Three main categorizations can be presented based on the artefacts addressed
by these standards: health software, health devices, and health information. Majority of these standards focus on communication protocols between devices and
computers. The standards also aim to promote common vocabularies, address EHR
harmonization, and facilitate health informatics systems[56, 126]. Figure 2.4 summarizes most of the currently active ISO/TC 215 standards categorized by artefacts
and sub-themes.

Figure 2.4: Overview of the ISO/TC 215 standards
Ultimately, the main goal of the ISO/TC 215 standards is to promote seamless
communication between health information systems, software, and devices. Many
of these standards focus on communications protocols and specifications: between
devices and computers, or among computers and information systems. The standards also aim to promote common vocabularies and common viewpoints of architectures that again facilitate easier communication across systems[56, 126].
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Ethics Principles Addressed
Many of these standards are ethics-aware, and specifically address some ethics issues directly or indirectly. We identify four matches to the BCS/IMIA ethics principles that are covered via the ISO/TC 215 standards: non-maleficence, privacy,
security, and accountability.
There are two main standards that address safety: ISO/TR 2 7809 on “Telecommunications and information exchange between systems” and ISO/TS 25238 on
“Classification of safety risks from health software”. While similar to the FDA
approach of risk assessment within the SDLC, the ISO/TC 215 standards more
comprehensively address risk assessment. While acknowledging and referencing
the FDA standards, the ISO/TC 215 propose five classes for risk assessment instead
of the FDA’s three categories: catastrophic, major, considerable, significant, and
minor[61, 62]. Comparatively, more granularity in categorization would allow a
better awareness of how to handle the risks. However, this still puts e-health issues
as ‘minor’ and forces risk management planning to take a mild view of electronic
health information.

Catastrophic: Multiple deaths, or injuries causing disability.

Major: Death of an individual patient, or severe injuries to multiple patients.

Considerable: Severe injury for an individual patient or minor injuries for multiple
patients.

Significant: Minor injuries for an individual patient, or minor shock for multiple
patients.

Minor: Mild shock for an individual patient.

Additionally, the ISO/TC 215 include an assessment of the likelihood of failure
of a device or software: very high, high, medium, low, very low[61, 62].
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Very high: Most likely will occur.

High: Uncertain but very likely to occur.

Medium: Likely to occur, but not certain.

Low: Only a small chance of occurrence.

Very low: Most likely will not occur.

Furthermore, there are various standards in the ISO/TC 215 catalog that deal
with information, and specifically patient information in the form of Electronic
Health Records (EHRs). ISO 22857 looks at transfer of personal health information
generally, and the consequent privacy risks. In addition, the standards on EHR communication, archiving, and transmission such as ISO13606-1 and ISO/TS 21547
acknowledge the importance of privacy. Closely related to the need for privacy is
its realization via security and access control mechanisms[64]. Also, security is
addressed for communication, transmission, and storage of data. There are various
standards for personal health devices and point-of-care health devices that look at
communication between these devices and computer systems. Access control covers 4 main aspects: authentication, access, authorization, and function[59].

Authentication: The identity of the user is established.

Access: There is a policy about what information aspects are allowed access.

Authorization: There is a mapping between what is accessible and who has access.

Function: The possible actions that can be taken upon authorization are known.
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In addition to controlling access to data, security also covers data transfer and
secure exchange. ISO 17090-1, ISO 17090-2, ISO 17090-3 look at digital certificates, while ISO TR 11633-1 and ISO TR 11633-2 look at remote access. Also,
ISO TR 21089 looks at the role of trust in access control[55].
Moreover, various standards with the ISO/TC 215 address the need for accountability via provisioning for audit trails. ISO/TS 13606-4 and 13606-1 address security specifically for EHRs, and include an audit log in its guidelines. In addition,
the term “auditability” is introduced in 13606-4, defined as the ability to examine
user actions[63]. ISO 22857 stipulates that audit trails should be tamper-proof[58].

2.5.3 Principles and Activities
Ethics in health informatics deals with questions of wrong and right resulting from
the use of technology in managing healthcare information. It involves adherence
to general, informatics, and software engineering ethics principles. In the preceding sections, we presented ethics in health informatics as a set of activities that are
incorporated into the SDLC. In this view, ethics as an activity involves software validation and best practices, in accordance with the FDA and ISO/TC 215 guidelines.
Whereas the codes provide guidelines on ‘what’ is ethical, the FDA and ISO/TC
215 documents define ‘how’ to directly or indirectly make it ethical.
A cross-cutting observation can be made about security. Even though the codes
and guidelines presented refer to security as a principle, the notion of ethics is not
completely in line with security, which is more of a mechanism[114, 50]. Given that
security itself is not inherently concerned with ‘good’ or ‘bad’ values, it can rather
can be seen as a risk management mechanism through which other principles can
be addressed, such as privacy. Figure 2.5 depicts the different ethical principles and
which of these are directly or indirectly addressed by activities through the FDA
and ISO/TC 215 technical guidelines.
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Figure 2.5: Ethical codes and technical guidelines

2.6

Conclusion

In this chapter, we investigate ethical conflicts in health informatics. We comprehensively examine codes of ethics from the BCS/IMIA, ACM/IEEE, AMIA, WHO,
and many other health informatics organizations across the globe. We also investigate how the FDA and ISO guidelines are applied to management of software,
devices, and data. As a result, we define health informatics ethics in terms of ethical principles and activities.
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Chapter 3
Ethics Requirements in Health
Information Websites
3.1

Introduction

There is a lot of focus on addressing ethical issues arising with Electronic Health
Records (EHRs) and Patient Medical Records (PMRs). However, an equally important area is health information websites and health social networking services that
are gaining more prominence and popularity. Health websites with communities
such as WebMD.com and PatientsLikeMe.com have features for users to register,
which leads to storage of user information. Daily journals and other trackers within
the websites also provide facilities for users to keep track of daily routines. This
data can be considered sensitive and can make the user susceptible to privacy attacks. Considering the case of the AOL search logs incident, user data from other
sites can be used to re-identify other anonymized records via various linkage attack
models[43]. Seen in this light, safeguarding privacy on health information websites
can be appreciated as a prominent task.
Furthermore, even in purely informational health websites with no user communities, there is the risk of inaccurate health information. For instance, in the United
States, websites like ApricotsFromGod.info continue to operate and publicize cures
for cancer, without the approval of the Food and Drug Administration (FDA)[14].
ApricotsFromGod.info had 1,532 visitors in the past year according to statistics
from Compete.com, who were exposed to the risk of taking incorrect and untested
health advice.
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Health information is defined by the Internet Health Coalition (IHC) as follows:
‘Health information includes information for staying well, preventing and managing disease, and making other decisions related to health and health care’[25].
There are various kinds of websites, such as blogs, wikis, forums, social networks,
and so on. Health information websites have varying and unique features and ethics
requirements that fit different classifications. In this chapter, the prominent issues
in different categories of health information websites is investigated. A survey of
popular health websites is presented to formulate a taxonomy of health websites’
characteristics. This categorization is then used to identify ethics issues for groups
of health websites. Popular health websites within each categories are used to study
these ethics requirements. Solutions are proposed to the identified problems, while
keeping focus on how much technology can realistically achieve.

3.2

Categories of Health Information Websites

A survey of over 50 health websites was conducted. The sampled websites were
selected randomly, but with attention to enough variance in terms of popularity and
search rankings.

3.2.1 Stakeholders
Stakeholders identified were in the context of health advice. From the survey of
the health websites, there were two main users identified in this scenario: subjects and experts. ‘Subjects’ refers to patients or anyone seeking health information online. On the other hand, ‘experts’ implies physicians, users with experience in healthcare, and domain experts in health. In terms of communication,
while it is normally thought that patients receive advice from physicians, it is also
common for patients to share experiences and advice with others who have gone
through similar situations. Four possible scenarios of how two-way communication
happens between these stakeholders were identified: 1) Subject-to-Subject (S2S),
2) Subject-to-Expert (S2E), 3) Expert-to-Expert (E2E), and 4) Broadcast-to-any
(B2X) in which the subject or expert releases information for general consumption.
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3.2.2 Profile of Typical Health Websites
Among the 50 websites surveyed, the majority of health websites included user
blogs, discussion forums or community groups, health articles, and outbound links
to other websites. In addition, various websites provided health tools such as medical terms dictionaries, symptom checkers, doctor search, and health trackers with
personal diaries and journals.
Overall, three categories of websites were identified: 1) General Topic (GT), 2)
Specialized Topic (ST), 3) Specialized Demographics (SD). Health websites can be
for a wide range of general health topics, diseases, or drugs. Some are more specialized for particular diseases or topics, such as websites for Cancer, HIV patients.
For instance, PatientsLikeMe.com is for patients diagnosed with life-changing diseases such as epilepsy, Parkinson’s, fibromyalgia, among others. Websites can also
be targeting certain demographic groups such as men, women, seniors, or kids.
In terms of content, 3 methods of how content is generated were distinguished:
1) Owner Engineered Content (OEC) generated by the website administrators/staff,
2) User-Generated Content (UGC) generated by registered users, and 3) External
Aggregated Content (EAC) from other websites.
Figure 3.1 shows the frequency of occurrence of the communication types, categorizations, and content types. Based on the survey statistics, 51% of the health
websites surveyed address general topics. These topics are generated for the most
part via OEC, which accounts for 46% of the websites surveyed. In addition, 56%
of content was for B2X communication.

(a) Communications

(b) Categorizations

(c) Content

Figure 3.1: Relative frequency of occurrence of common properties
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3.2.3 Taxonomy of Health Websites
The results above allow for a generalization of high-level properties of typical health
websites. We propose a possible taxonomy shown in Figure 3.2 to summarize these
properties. This taxonomy can also be used to define two broad classifications of
health websites: article-based and community-based.

Figure 3.2: Taxonomy of health websites
Content on article-based health websites is Owner-Engineered Content (OEC),
and there is none of User-Generated Content (UGC) present. In contrast, a communitybased health website can have a mix of both content types, or even solely usergenerated content as a Social Networking Service (SNS). The distinguishing factor is users’ ability to contribute to the content base of the website. Furthermore,
community-based websites would typically include Subject-to-Subject (S2S), Subjectto-Expert (S2E), or Expert-to-Expert (E2E) interactions. On the other hand, articlebased websites are restricted to providing content for readership, that is Broadcastto-Any (B2X). Depending on the classification of a health information website,
issues in privacy, security, and trust can be very different. For instance, when no
sensitive data is stored about users, e.g. a daily health blog, privacy concerns are
minimized. In contrast, a Health Social Networking Service (HSNS) has to deal
with a lot of concerns due to interactions between users.
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3.3

Ethics Requirements of Health Information Websites

The popular websites from within the two broader categorizations are next used to
study ethical issues that arise.

3.3.1 Article-Based Health Information Websites
MayoClinic.com and KidsHealth.org are two popular websites, with traffic of over
eight million and two million last year respectively according to Compete.com.
MayoClinic.com features general topic articles written by the Mayo Clinic staff on
various health topics, diseases, symptoms, drugs, tests, and so on. The website
also features blogs written by experts. KidsHealth.org is a specialized demographics website, targeting parents and children and teens. The website predominantly
contains reviewed articles on general topics.
Within these types of websites, privacy is seemingly not an issue because no personal data is being collected. KidsHealth.org does not provide any interaction with
the reader, whereas MayoClinic.com allows user comments to be posted on the expert blogs. The privacy policy of MayoClinic.com acknowledges that IP addresses
of visitors to their websites are logged. Similarly, KidsHealth.org acknowledges
that they collect non-personal visitor data through cookies[76, 68].
In terms of trustworthiness of content, MayoClinic.com provides details and
profiles about the authors of their expert blogs, while most articles are labeled with
‘Mayo Clinic Staff’ as the author. MayoClinic.com also displays the HONCode certification logo. KidsHealth.org gives names and profiles of reviewers of each article
at its end. The website has an expert review board as well as medical editors[76, 68].
WebMD.com is another popular health website having close to seventeen million visitors last year according to Compete.com. It can also be categorized as an
article-based website, but it also includes health communities. Articles are categorized under communities as well as health topics. WebMD.com’s articles contain
both an author and a reviewer, with names and profile links. In addition, sources
used in the article are also listed. Certification logos from HONCode, URAC, and
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TRUSTe are also displayed on the website. The website allows users to register, not
necessarily to join community discussions, but for other features and medical tools
such as a Personal Health Records (PHR) manager[122].
Generally, with article-based websites, data collected is fairly non-personal,
and possibly no medical data of the reader is collected on these types of websites. Consequently, privacy and security concerns and risks are toned down or
non-existent. However, when users can register on the website, such as the case
with WebMD.com, issues of privacy can come into play. Even if users do not store
sensitive medical data upon registration, part of their personal information is being
exposed, such as name, email, and in some cases phone number or address. It is theoretically possible to use this partial data in re-identification with other anonymized
records through linkage attacks[43]. Nevertheless, in general, without user interactions and data sharing/collection, privacy is a non-issue.
Health websites are blurring the line between online health advice and health
records. For instance, as mentioned here, WebMD.com allows Personal Health
Records (PHRs) to be stored on their site. Users also typically track their health
habits and statistics on some communities via health tools and personal journals[129].
Consequently, with a health website, storage of a user’s personal information, whether
partial or sensitive, is more risk-prone.
Also, the issue of trust still arises. Trust in the context of article-based health
websites can also be defined in terms of the truthfulness of the content. If someone
reads an article containing health advice and practices the advice given, how safe
would this scenario be? For example, different individuals have varied reactions
and allergies that the article may not have highlighted. Also, there is the likelihood that the article contains outdated, incomplete, or even inaccurate information.
Readers of article-based websites need trust the authors of the articles as well as
the owners of the websites. In the case of WebMD.com’s and MayoClinic.com’s
displayed certification logos, studies have shown that not all websites that display
certification logos may be in full compliance with the guidelines of these certification bodies[51]. Guaranteeing trustworthiness of information still remains an open
problem[132].
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3.3.2 Community-Based Health Information Websites
PatientsLikeMe.com is a social network with a vibrant community where patients
can share advice, stories, and treatments with others going through their experiences. The website was visited by over fourty-three thousand people last year according to Compete.com and has been gaining in popularity, recently becoming a
general-purpose social network. Previously, the website had been targeted towards
specific life-long diseases[91]. The website’s privacy policy distinguishes between
data that will be shared and data that will be kept private. There are two privacy
settings provided: ‘visible’ and ‘public’. ‘Visible’ data is only viewable within
the community, while ‘public’ data is shared by anyone, including non-registered
visitors to the website. PatientsLikeMe.com also incorporates a visual star-based
user rating in each user’s profile. These ratings seem to provide some indication of
trustworthiness of the user[91].
WebMD.com was previously mentioned under article-based websites, but also
doubles up as a community-based health website. Discussions within communities allow registered users to write opinions about any topics they are interested in,
and also contribute to other users’ discussions. In its privacy policy, WebMD.com
provides comprehensive details about how it ensures both logical and physical security by authentication, authorization, secure communication channels, backups,
and audit trails. The style of WebMD.com’s community is more forum- or bulletin
board-based than a social network. There are no specific privacy settings available
for the user to configure apart from the general security measures available on the
website[122].
For SNS, relational information is equally important as personal information
in terms of privacy[49]. Essentially, security in SNS involves the additional task
of considering the reach of a user’s network[70]. However, for communities in
PatientsLikeMe.com and WebMD.com, ‘friend’ relationships are not defined, and
users are essentially contributing to each other’s discussions and profiles, so a pure
social graph is not present[122, 91].
Communities such as PatientsLikeMe.com rely on user ratings to measure credibility. Visual rating systems have been popular since the early 1990s, and websites
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like Amazon.com, eBay.com, and Epinions.com have popularized the metric using
user reviews and 5-star visual ratings. In fact, word of mouth can be seen as an
offline rating mechanism[130, 95]. Studies have shown that ratings can indeed be
used as a rudimentary indicator of trust[130, 29].

3.3.3 Cross-cutting Ethical Issues
When intersecting the ethics requirements with potential issues, the following needs
and improvements can be identified within health websites.
Better Privacy and Security
An open problem we highlight in health websites is the lack of fine-grained privacy
controls. Generally, parts of a profile may be more sensitive than others. While
most websites look at privacy control in terms of a block of profile fields, users
may wish to keep some fields more private than others[75]. For instance, a user
may not want all their friends to see their year of birth, but still want to announce
their birthday dates. In health websites, a similar situation can arise. Users may
be asked to enter their health insurance information, or hospitalizations, such as on
PatientsLikeMe.com. The user may wish to share this with only select close family
and friends, not generally with registered users.
An equally important aspect of privacy controls is that too many privacy settings
would be overwhelming for the user[75]. Fang and LeFevre propose a privacy
wizard that can learn from the user’s basic privacy preferences[37]. However, this
method may not be as applicable when sensitive data is involved, because misclassification errors could have more serious results.
In security, similar issues with granularity can be identified in terms of data
storage. Sensitive data fields need to be encrypted in storage to avoid incidents
similar to Sony Corporation’s hacking, where hackers claimed that all stored data
was unencrypted[87]. Currently, passwords are typically stored with some one-way
encryption scheme such as MD5. It is not clear how other sensitive information
such as HIV status may be stored. PatientsLikeMe.com allows users to add medical
conditions, but the way data is stored in their database is not disclosed.
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Credibility of Health Information
Because health websites involve using health advice, trust or credibility is an essential ethical requirement. Trusting a website also entails believing that it presents factual and up-to-date health information, and trust is ultimately related to the source
of the information[89]. For instance, a user who has authorized access to the system is seen as trustworthy. In other words, the user is trustworthy because of going
through the required security procedures[104]. Moreover, a user may be deemed
trustworthy because of their role or reputation. As an example, a doctor-authored
article would most likely be taken at face value. The source also be may be credible
because of an endorsement via a third party. Many health websites show certification logos as a trust-building mechanism, and trust in this situation means believing
the credibility of the website owners, quantified via a third party’s reputation[36].
Studies on identifying trust metrics for health websites have found that user
interface elements and aesthetic qualities add to credibility[98, 36]. However, a
well-designed or attractive interface may give a false sense of security, because it
says nothing about the quality of health content. Moreover, logos can also give
a false sense of credibility. A recent study found that only 66% of the websites
that displayed the HONcode logo of the the Health on the Net Foundation were
actually in full compliance[51]. Also, star-based reputation systems are inadequate
in fully measuring trustworthiness of the user and any content they may generate.
This is because if users do not participate or provide ratings, their reputation scores
would be low, which does not necessarily reflect their credibility, but rather their
activeness.
The Role of Technology
Security mechanisms such as authorization and authentication ensure privacy to
an extent. Also, rating systems and logos can give an idea of the credibility of
a website. However, technological solutions to ethical issues are limited by the
extent to which the user can effectively use them. The Internet is moving towards a
virtual representation of the real world. However, there are no physical restrictions
such as walls or locks and all security and credibility measures are abstract and
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circumventable. In this situation, technology can at best serve as an enabler, but
humans are ultimately responsible for ensuring ethical requirements.

3.4

Proposed Solutions via Access Control

When looking at different breaches, of privacy, security, or trust, certain points
stand out: invasion of privacy is caused by unauthorized access to personal data; a
security breach usually involves by-passing authentication to access data; breaches
of trust begin with technical flaws or sinister motives that affect data[11]. In the case
of breach of trust, a user may have the required authorization and authentication,
but purposefully or unknowingly may falsify information. In health information
websites, especially Health Social Networking Services (HSNS), an authorized and
authenticated user may share health advice that is incorrect, incomplete, out of date,
or inapplicable to other users, leading to a breach of trust. The common theme in
these breaches is controlling access to data.
Access control is a generic term for authorization and authentication. It involves
allowing or disallowing a user from performing a set of operations on some given
resource[32]. Access control is usually performed using security policies agreed on
by security administrators or users[22]. Access control decisions are a combination of subjects/users, objects, and permissions, eventually leading to a user being
granted or denied permission to access data in some context[104].
Following this train of thought more generally, privacy is related to an individual, and is expressed through personal data related to the individual. However,
since access is involved, privacy is only definable in the context of interaction with
other individuals. As the popular saying goes, ‘no man is an island’, privacy can
only be qualified within some form of interaction involving the decision to allow or
deny access. Security mechanisms via access control decisions ensure that personal
data is kept safe from unwanted access. Consequently, authenticated and authorized
users can be seen as trustworthy because the access control decision had been made
based on the information owner’s allowances.
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3.4.1 Access Control Model
More formally, access control can be expressed in terms of the following basic
components, based on [78] and [22].
• A set of subjects, S, that authorization needs to be given to, such as users
• A set of objects, O, that need to be protected, for example, data
• A set of permissions, P , assigned to subjects on objects
• A set of actions, A, that can be performed in the context of the permissions
given
Given the above components, access control involves defining Pi (Si , Oi ), ∀Si ∈
S, Oi ∈ O, Pi ∈ P . In the context of health information websites, P defines authorizations given to users to access certain pages or data. For instance, a user may
not be allowed to see another user’s profile because of privacy settings. In addition,
given Pi , Si could perform one of the following fundamental operations on Oi [74].
• Create, C: Si can be allowed to create new instances of O, C = {1 | 0},
where 1 implies allowing and 0 implies disallowing
• Read, R: Si can be allowed to view Oi , R = {1 | 0}
• Update, U: Si can be allowed to change Oi , U = {1 | 0}
• Delete, D: Si can be allowed to remove Oi , D = {1 | 0}
Now A can be defined as Ai = Ci ∪ Ri ∪ Ui ∪ Di . Consequently, an access
control decision can be modeled as a quadruple, AC(S, O, P, A).
Orthogonal View of Privacy, Security, and Trust
We also present an abstracted orthogonal description of access control incorporated
with notions of privacy, security, and trust using graph notation. Let G = (V, E) be
a directed graph, where G is the system, V are nodes representing entities containing information, and E are edges representing access attempts. We refer to entities
36

as an abstraction of users, user profiles, content, comments, and the like. A typical
attempt at accessing information would be represented as (i, j), where i is the entity requesting the information, and j is the node source of the information, given
i, j ∈ V .
We can define privacy, P r as a label, or more formally a weight, on (i, j), such
that
P r(j, i) = {1 | 0}
Here, 1 represents allowing and 0 represents denying access to an action. For
simplicity, we abstract the fundamental operations as one label, and note that a
more comprehensive label can simply be defined as a 4-tuple notation ({1 | 0}, {1 |
0}, {1 | 0}, {1 | 0}) corresponding to (C, R, U, D) if required.
P r(j, i) is a configuration of the privacy of entity j with respect to access requests from entity i. The proposed notation defines an access-specific privacy of j,
which is represented on the directed graph by the edge (i, j) because i is attempting
access to information about j.
A base privacy definition also needs to be established. This is simply P r(i, i) =
1, so that an entity always has self-access. Privacy can consequently be defined as
a piecewise function.
P r(j, i) =

(

{1 | 0} : i 6= j
1
:i=j

In addition, default privacy is defined as P r(j, i) = 0 for the situation where
no edges or labels are present. Consequently, security can be defined as the access
control decision after reading the label for (i, j).
Trust for i can be defined in terms of a simplistic score using inbound edges to
i, Ei .
T r(i) = n(Ei ) +

P

P r(k, i), ∀k ∈ V, k 6= i

For a health website, this definition of trust implies that a user who has been
allowed access by many other users is probably more trustworthy than someone
who has not been. This follows the definition of trust as the ‘willingness to be
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vulnerable’. Figure 3.3 gives an example of the proposed abstraction model. In the
example, entity A is sharing data with entity B. However, entities B and C have
disallowed access to their data for all other entities. By the definition of trust in
terms of access, A is the most trustworthy. Also, entity A has For notational clarity,
we present a break-down of the settings as defined in the example.

Figure 3.3: Example Graph Notation Representation of Privacy, Security and Trust
Privacy of A wrt B = (B, A) = 1
Privacy of A wrt C = (C, A) = 0
Privacy of B wrt A = (A, B) = 0
Privacy of B wrt C = (C, B) = ∅ = 0
Privacy of C wrt B = (A, C) = ∅ = 0
Privacy of C wrt C = (B, C) = ∅ = 0

Trust score of A = 2 + 1 = 3
Trust score of B = 1 + 0 = 1
Trust score of C = 0 + 0 = 0
Role-Based Access Control (RBAC)
The above descriptions of access control are generalized. For health websites
specifically, this generic definition might prove cumbersome because it involves
controls for every user. In addition, within the health domain itself, there are naturally occurring roles, such as doctors, nurses, and patients, each having a specific
part in the health care delivery process. This scenario is more suitable for RoleBased Access Control (RBAC) to fulfill privacy, security, and trust requirements.
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Other access control models such as trust-based access control, rule-based access control, or attribute-based access control are not compatible with this domain.
For instance, trust-based control uses probabilistic measures of trust to elevate
or decrease permissions, which would be undesirable for the health information
setting[31]. In rule-based control, a predefined list of permissions are applied to
each user[23]. And in attribute-based control, users have to prove they have access
to a resource by answering to the control policy[54, 104]. Both these models do not
match the stringent separation of roles within the health domain.
In RBAC, permissions, P , are not associated with specific subjects, S, but with
roles, Ro. Subject assignment to roles is defined as SA(Si , Roi ), and subjects inherit all the permissions associated with their role. Permission to role assignment is
defined as P A(Si , Pi ). RBAC is defined as a quintuple, RBAC(S, O, P, A, Ro)[99,
13].
The orthogonal model can be easily re-conceptualized to incorporate the notion
of roles and role-based permissions and controls. Figure 3.4 shows the graph notation reconfigured to demonstrate this. We introduce special vertices, V r ∈ V that
represent roles. These vertices have no outbound edges, i.e. (V rk , V i) ∈
/ E. Userrole assignments are done via forming sub-graphs around V rk , where (Vi , V rk ) ∈
E are new edges representing role assignments. Interactions are now carried out
between these special vertices and all the previous definitions hold. For instance,
privacy is defined as P r(V rk , V rl ) = {1 | 0}.

Figure 3.4: Example Graph Notation Representation for RBAC Configuration
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3.4.2 Fine-Grain Privacy and Security
The granularity of privacy and security controls can be viewed in parallel with lock
granularity in database management systems. Our interest is at the record level
and going further fine-grained. Typical privacy settings focus on record entities or
logical blocks of data. This is more coarse-grained than the ethical requirements of
health websites. Field-level granularity requires that each field have its own privacy
configuration per record.
In terms of the orthogonal model, fine-grain privacy can be represented by ntuples of labels, instead of having just one label. So instead of P r(j, i) = {1 | 0},
we could have P r(j, i) = (f1 , f2 , ..., fn ), where fi is a privacy setting for a field, fi .
A simplistic example of this is shown in Figure 3.5.

Figure 3.5: Extended Example Representation for Fine-Grain Privacy
It is normal to have the actual implementation of hiding or showing data happening at the application layer. Our method is aimed at storing users’ field-level privacy
configurations. Implementation-level details are in line with this conceptual explanation. Let τ (fb, f1 , f2 , ..., fn ) define a table within a health website database, where

fi represent fields within τ , and fb represents the primary key. Also, let υ(ub, ...) de-

scribe the users’ table, where ub is the primary identifying key for each user. In

addition, let (f1 , f2 , ..., fn )i represent the ith record in τ . We then define a new
table for storing privacy settings for each field in τ .
ρ(fb, ub, f1 , f2 , ..., fn )

fi is a field that represents the privacy setting for the ith record and specifically
the field fi in τ , i.e cell fi . Simplistically, fi can be a boolean value that represents
showing or hiding the data associated with the field.
A broader definition of fine-grain security in terms of access has already been
defined, with each entity having its own configurations per access attempt. Fine40

grain security also implies encrypting any sensitive data fields, while leaving nonsensitive ones unchanged. This is usually based on a system-wide policy, where
sensitive fields are identified. In this case, application-level code is sufficient to
implement fine-grain security. For the table τ (fb, f1 , f2 , ..., fn ), an encryption func-

tion Ψ is applied at application-level for the appropriate sensitive fields so that
fi = Ψ(fi ).
Another possible approach could be to identify sensitive fields based on users’
fine-grain privacy settings. In this case, fields which a majority of users have
marked as private would get encrypted. The definition of a majority would be based
on some pre-determined threshold Γ, i.e. fi = Ψ(fi ) iff
privacy data in ρ for field fi .

P

fi ≥ Γ, where fi is the

3.4.3 Trust Metrics
In PatientsLikeMe.com, privacy and trust are distinct from the orthogonal representation of privacy and trust as P r and T r respectively. Privacy in this case is
not based on interactions, but is related to the user alone, and not the requester. In
addition, trust is not being measured by access rights or authorization in PatientsLikeMe.com, but by keeping external scores or ratings. Similarly, article-based
websites do not conform to the earlier definition of trust as T r(i), because there are
no interactions to measure trust in that way. To address these issues, we first extend
the orthogonal description of privacy and trust by extending the label concept to
include trust ratings in addition to privacy.
Consequently, an access attempt can be labeled with fine-grain privacy settings,
and also contain trust ratings and other trust metrics. A simplified representation
is presented in Figure 3.6. Privacy and trust are defined as a 2-tuple weight on
the edges. However, the question still remains about what metrics can best capture
trustworthiness.

Figure 3.6: Extended Representation for Fine-Grain Privacy and Trust Metrics
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As mentioned before, the time taken on decision-making and the quantity of information used in the decisions are related, so reduced information is ideal[69]. As
the popular saying goes, ‘a picture is worth a thousand words’, we focus on visual
ratings. We propose a taxonomy for visual trust metrics into three ratings: internal, external, and predictive. These ratings are generally given to a web page or an
entity on the web page. Figure 3.7 summarizes the overall trust metrics taxonomy.

Figure 3.7: A Taxonomy of Trust Metrics
Internal Ratings
Internal ratings are a generalization of ratings by a community, similar to WOT,
and e-commerce websites such as Amazon.com and eBay.com[95]. These ratings involve tallying and averaging subjective opinion-based user responses to visual clickstreams. Two mechanisms are popular: scaled ratings and unary ratings.
Scaled ratings usually based on a five-point Likert Scale[69]. Unary ratings involve one numerical value as a summary of feedbacks, similar to Facebook’s ‘Like’
button or Google’s ‘+1’ recommendation button[90].
External Ratings
Chevalier et al. have proposed WikipediaViz to incorporate visual indicators of
reputation into Wikipedia’s articles. Five indicators are identified based on expert
opinions on the trustworthiness of Wikipedia articles: word count, number of con42

tributors and rate of contribution, number and lengths of edits, number of references
and internal links, and length and activity of the discussion[24]. Similarly, Kasal
et al. developed a system to measure quality of health websites using four criteria:
location, link popularity, electronic labels of quality, and the presence of up-to-date
resources[66].
Based on these suggestions, we propose two measurements of internal ratings:
inbound links and visits. Inbound links are from other websites that link to a web
page. Visits are a numeric indicator of how many unique users go to a web page.
Online tools such as Yahoo! Site Explorer, Google Webmaster Tools, or Bing Webmaster can help gather such statistics.
Predictive Ratings
Predictive ratings have been proposed by Jamali and Ester[65]. The TrustWalker
algorithm they propose can also handle ‘cold start’ situations in which no previous
knowledge of ratings is available[65]. This notion can be extended to internal and
external ratings to interpolate and extrapolate rating figures.

3.5

Conclusion

Breaches of security, invasion of privacy, and harm caused by false information
make for newsworthy incidents. In spite of these problems, more and more health
information websites are being used to get medical advice online. We carried out a
survey of existing health websites to identify a taxonomy, and then looked at ethical requirements such as privacy, security and credibility within different categorizations. Finally, we commented on the role of technology in proposing solutions
to reduce risk and potential harm, and proposed solutions to address cross-cutting
ethical requirements.
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Chapter 4
Findability in Health Information
Websites
4.1

Introduction

The Pew Internet and American Life survey recently reported that as of 2011, 80%
of Internet consumers look up healthcare-related information online[42]. Compared
with the 2000 figure of 55%, it can be seen that the Internet is playing an increasingly important role in finding health information[94]. Despite the popularity of
health information websites, it is unclear whether health information consumers are
able to easily locate the information they are seeking. Keselman et al. point out that
consumers often find it difficult to locate health information online[67]. In other
words, the degree of findability needs to be examined.
The term ‘findability’ is well-known in the area of information architecture, and
means the ease of locating information on a website[79]. When applied to health
information websites, findability is a measure of how easily specific health-related
content can be found by an information consumer. Findability can be viewed from
two perspectives of the consumer: the visibility of a website from the Internet via
search engines, or visibility of specific content on the website itself. Our focus is
on the latter of these. Consequently, we assume that the consumer is already on
a particular website and will use facilities available on the website itself to find
pertinent information.
There has been previous research on the topic of findability within health websites. Fisher et al. looked at improving the consumer’s search experience on health
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information portals[38]. They investigate usability on five health websites, but their
focus is on improving search capabilities using ontologies. Also, Bentley has recently looked into enhancing findability of healthcare portals by incorporating semantic search[20]. We extend these approaches by including two other key features
that are used in locating information, namely navigation menus and the home page.
Madle et al. recently carried out a survey of the WHO Labresources portal involving twenty-one participants. Their results showed that browsing via the navigation
menu was more popular than using search box[73]. However, since the invited participants were all public health professionals, they were expectedly more familiar
with medical terminology and categorization of medical topics. We look at other
profiles of health information consumers based on different literacy parameters: information, technological, and health literacy.
In our study, we look at findability in health information websites by briefly examining trends in how consumers seek information on three top health information
websites: WebMD.com, Yahoo! Health, and MayoClinic.com. We use the device
of an online survey with tree testing. Tasks are modeled around key features of
health websites that are meant to be helpful in locating information: search box,
navigation menu, home page. We carried out the survey in two phases: trial phase
and pilot phase. Our results show that using the search box is the most popular
method, while navigation menus alone and links on the home page are seldom used.
Ultimately, based on the observations, we propose possible solutions with faceted
search, metaphor exploration, multi-dimensional views, and trending topics.

4.2

Methodology

The survey study was carried out in two phases: an initial trial phase, followed by
a broader pilot phase. We investigate findability based on three different situations
that health information consumers find themselves in while visiting a health website. A consumer may be in an emergency-like situation, researching health topics,
or casually surfing the website. For consumers in the first category, immediate information is needed, while the other two categories do not have the same level of
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urgency. In addition, researchers and casual visitors may not be interested in just
one specific topic or result from a search on the website, but may want to know
related information in a broader context.

4.2.1 Target Websites Selection
For the trial phase, we arbitrarily chose five health information websites with varying popularity based on their traffic: WebMD, Yahoo! Health, PatientsLikeMe,
HealthPost, and Doctissimo. For the pilot phase, selection of the target websites
was a three-step process. First, we looked at the top health websites as reported
by CAPHIS[28] and eBizMBA[34]. Next, we checked the number of unique visitors to these sites from Compete.com and sorted them. Finally, we selected the top
three popular websites, which were WebMD, Yahoo! Health, and Mayo Clinic. A
summary of rankings of the top ten of these health websites is provided in Figure
4.1.

Figure 4.1: Top Health Information Websites by Traffic [Data: Compete.com]

4.2.2 Survey Formulation
We used an online survey to get feedback results. Our survey was modeled as
a questionnaire with elements of tree testing incorporated. In a tree test, con-
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sumers are asked to group a given subject under the correct menu category on a
website[105]. The questions were based on one task per website, which included
one tree test task. Consumers performed the task by navigating to the health website
and then returned to the questionnaire to give feedback about the task. The results
of the survey comprised of feedback on these tasks from the respondents. The nature of the task was uniform and involved giving participants a question related to
health and asking them to visit a particular health website to locate the answer.
In the trial phase, five questions from top ten health questions of 2010 searched
on Ask.com were arbitrarily chosen and assigned to each of the websites. For the
pilot phase, the health questions for the tasks were chosen randomly from a mixed
selection of three main sources: 1) top ten health questions of 2010 searched on
Ask.com[46], 2) top health questions of 2010 reported on CNN.com[26], and 3)
top questions of 2010 and 2011 asked of Alberta Health Services, Canada[102,
101]. Selection criteria was based on variety in the question types: image search,
multiple-choice, binary choice, and multiple-answer questions. Also, the use of
popular questions allows our study to be more in line with real-world scenarios.
Each health question was then assigned to a health website, which led to the formulation of the survey tasks. A follow-up question after the respondent completes the
task was asked to determine the completion of the task. The three health questions
eventually selected, along with response types for the follow-up questions are listed
in Table 4.1.
Table 4.1: Listing of Health Questions and Health Websites
Health Question
What are the symptoms/signs
of breast cancer?
What is the treatment for
chicken pox?
What does herpes look like?
Look for images.

Follow-up Question
Which of the following symptom(s) is/are for breast cancer?
Which of the following is a
treatment for chicken pox?
Were you able to view any
images/pictures of what herpes looks like?

Response Type
Multiple Answers

Health Website
WebMD

Multiple Choice

Yahoo! Health

Binary Response

Mayo Clinic

Feedback on the tasks included four feedback questions and measured responses
for each feedback question. The first question evaluated the respondent’s completion of the task by asking a question related to the task. The second question was
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based on tree testing and asked the respondent to identify under which menu title
the answer to the task was located at. Next, two subjective questions were asked
about 1) the ease of completing the task, and 2) the preferred method for finding
answers: search box, menu navigation, home page links, or others. There was also
allocation for free-form text responses about general experience with each health
website.

4.2.3 Survey Administration
In the trial phase, the survey was administered through general invitations on social
networking websites like Facebook. However, in the pilot phase, the environment
was more controlled based on literacy levels. Petch’s profiling of health information consumers shows that the level of literacy, health literacy, and technological
literacy affect their approach to finding information[92]. Norman and Skinner also
suggest a profiling of consumers based on six essential literacies that contribute to
overall e-health literacy. In addition to traditional literacy and health literacy, Norman and Skinner include scientific literacy, and sub-divide technological literacy
into information, media, and computer literacy[85]. Cultural literacy is also an important aspect, because consumers in different countries would use the same terms
differently in the context of their culture.
The levels of information, computer, and health literacy were 1) controlled, and
2) measured in the pilot phase. The literacy levels were controlled by inviting select
categories of users to take the survey. This included two types of users with educational or vocational backgrounds in 1) library or information science, 2) computing
science. These categories of users matched with expected high information and
computer literacy levels. A third category of users was general users, who represented user profiles most likely found in real-world scenarios. Their literacies were
not pre-gauged. We received a total of seventy-two responses. These responses
underwent a clean-up process in which incomplete responses were removed, leading eventually to fifty tabulated responses. Among these, thirteen respondents were
from the high information literacy category, 24 were from the high computer literacy group, and thirteen were from the unknown literacies category. About 68%
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of the respondents were female, while 32% were male. Also, a 72% majority of
the respondents were in the 20-35 years age group, while 24% were in the 36-55
years category, and a minority 4% were less than 20 years. About 10% identified
their area as medicine/health care, while only 24% out of all the respondents were
non-students.
Measurements of literacy were done as follows. In an initial page of the questionnaire, respondents were asked to rate their familiarity with medical terms on a
three-point scale, i.e. health literacy. In addition, respondents were asked the frequency of Internet usage on a three-point scale, i.e. computer literacy. They were
also asked to rate their own ability to find/locate information on a website using
a three-point scale, i.e. information literacy. Gender, occupation, and age category were also asked of the respondents. Figure 4.2 shows the measured literacy
distributions of various users based on feedback on an initial page in the survey.

Figure 4.2: Measured Literacy Levels of Respondents
All the respondents identified themselves as having a high proficiency with computers, while the majority were of high or average information literacy. A minority
of respondents were either highly proficient with medical terms or had low health
literacy, with most having average health literacy. Based on these profiling details,
the average respondent who took the survey can be described as follows: female
student between 20-35 years old who is very good at using computers and finding
information on websites, but has an average knowledge of medical terms.
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4.3

Results

In this pilot survey, the measured responses to each feedback question were counted
and summed, and an average of each measured response was taken across the three
websites and the different literacy levels. The first question related to each task was
used as an accuracy checker. Results of the survey showed that most participants
found information they were looking for fairly easily and quickly. The results also
showed that using the search box was the more popular method of locating information as shown in Figure 4.3, with all the results as percentages. Whether the
allocated task was completed with a correct answer or not is referred to in Figure
4.3 as ‘completeness’, while ‘categorization’ refers to the respondent being able to
identify the menu item under which their answers were located. The respondent’s
subjective responses to ‘ease’ of finding the results, and their preferred ‘method’
for locating information are also shown.

Figure 4.3: Survey Feedback Summary with Average Percentage Responses
Respondents generally found it hard to identify the menu categorizations across
all the literacy levels. It should be noted that these respondents all had a high level
of computer literacy, and on average information literacy levels were also good.
Other methods users identified that helped them in locating the required information
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included the ‘find’ function of the browser, and external search like Google. One
user commented in reference to the question on locating an image that they prefer
to use Google Image Search and then redirect to the appropriate website from there.
In the trial phase of the survey, similar results were obtained. Figure 4.4 shows a
summary of the trial phase, in which the percentage of respondents using navigation
only (N), search only (S), or home page only (H) were analyzed. The trial phase
also looked into how popular combinations of these methods were, such as search
and navigation (SN), search and home page (SH), navigation and home page (NH),
and all three methods together as well (SNH). Even in the trial phase, search was
the method of choice.

Figure 4.4: Use of Search box (S), Navigation menu (N), and Home page (H) in the
Trial Phase

4.4

Discussion

The home page is the first point of contact of the consumer. Our pilot study shows
that the home page’s link on its own are not useful in overall findability of a website. From the survey results, users were less likely to use other methods such as
Google Site search as using links on the home pages. Almost 6% of users indicated
they used home page links, while about 7% used other methods. We propose that
the home page links can be improved and contribute to the findability of the website
if the trending topics and frequently asked questions are shown on the home page.
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Health websites can dynamically refresh their home page content based on consumers’ search and click-through habits. Even though health consumers will have
personal ailments or issues they may be locating, there will also be a number of
consumers who will be interested in similar topics because of local or global trends
in weather, climate, epidemics, and so on. In this case, links to trending topics increases the likelihood of another visitor finding what they are looking for right on
the home page.
Keselman et al. pointed out that navigation menus are commonly not effective
because of a disparity between consumer and the website terminology[67]. Navigation menus require consumers to have a high-level idea of what they are looking
for in the domain language, which may not always be the case. Consequently,
consumers may find using the navigation menu counter-intuitive. In the field of information architecture, metaphor exploration is a method that can be used to create
better and more intuitive navigation menus. Metaphor exploration is focused on
coming up with creative relationships by relating familiar ideas with new ones[97].
Three metaphors are listed by Rosenfeld and Morville: organizational, functional,
and visual. Organizational metaphors use an organization’s internal structure to arrange information, while functional metaphors employ familiar action vocabulary
to grouping information. Visual metaphors overlap organizational and functional
metaphors, but provide visual references for grouping information[97]. Health websites can re-think and leverage appropriate metaphors to make the navigation menu
more intuitive.
Given that the search box is popular, it should be highlighted on the home page.
In line with [38, 20], we propose that providing additional features for a search
box will enhance the findability of the health website, and give a better picture
of how information is inter-related. In line with the need for navigability, faceted
search is ideal. Faceted search allows search results to be additionally grouped
under various categories and taxonomies[111]. Results presented in this way have
the potential to give the consumer a better understanding of the broader scope of a
specific topic, which in turn may help the consumer better understand and use the
navigation menus. In addition, we propose that having intelligent searches within
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pages or categories will be better suited to consumer needs. Current search results
aggregate relevant matches across the whole website, where consumers may want
to search within a category, topic or web page. By increasing the granularity of
search results, consumers could be able to locate information more efficiently.
The issue of terminology is cross-cutting across these different methods of
search, navigation, or home links that affect findability. Berland et al. use the term
‘readability’ to describe how understandable health website’s terminology is to different categories of consumers. According to Berland et al., there is low readability
in online health information for the popular category of consumers[21]. Similarly,
Eysenbach et al. suggest toning down the wording of health information to include less technical terminology in order to enhance readability[35]. The level of
health literacy can be used to explain home page links or navigation menus not being used, since this pilot survey was answered by consumers with predominantly
average health literacy. When looking for new or unknown medical terms, consumers are likely to misspell words. In order to provide a mapping between lay
and technical terms, we propose incorporating multi-dimensional views into health
information websites similar to [100, 106, 117]. Multi-dimensional breadcrumbs
and search results are a possible approach, in which the consumer can find the right
term by viewing related words, which broadens the terminology because synonyms
could be less technical in nature.

4.5

Conclusion

We looked at findability in health information websites by briefly examining consumer trends in seeking information. Our results showed that using the search box is
the most popular method, while navigation menus alone and links on the home page
are rarely used. We proposed possible improvements to findability with faceted
search, metaphor exploration, multi-dimensional views, and trending topics. We
emphasize that this is preliminary work, and the results serve as a base for further
research and investigation.
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Chapter 5
Conceptual Description of a Health
Content Management System
5.1

Introduction

Among the myriad of websites on the world wide web, there is a considerable
number of websites that provide information on health-related topics. These health
websites are significant in the light that health is a popularly searched topic on the
Internet. The Pew Internet and American Life project surveys have shown a steady
growth in popularity of the Internet as a resource for getting health information. In
2005, 8 in 10 Internet users had searched for health topics[41], while the latest results show that 4 in 5 Internet users have sought healthcare information online[42].
Health websites are distinct from other websites because they contain information
that may potentially be harmful.
This leads to challenges in how health websites should be created and managed.
A typical website requires knowledge in HTML and other web technologies. In
contrast, health websites also require an awareness of ethical issues, such as privacy, security, trust, etc. Actually, typical websites may not have the same level of
stringency with ethical issues. For instance, a user visits a computer gaming website which has some advice about a particular game’s strategy. Contrast this with
a patient taking some advice about a drug from a health website. The effects of
the accuracy of advice given on these two websites are distinct, from non-critical
to critical. Also, suppose a patient shares their medical conditions on a health social network with a select group of users. A breach in security or privacy is more
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severe in this situation, compared to a typical social network with someone sharing
personal stories about city tours, for instance.
We propose a Health Content Management System (HCMS) with two-fold capabilities: 1) meeting the functional requirements typical of health websites; and
2) handling ethical aspects of health websites, such as privacy, security, and trust.
In this chapter, high-level functional requirements of the proposed HCMS are outlined, and implementation pathways are investigated. Moreover, the novelty of the
proposed HCMS is appraised and examined. In addition, future implementation,
evaluation and validation in terms of a pilot study are outlined.

5.2

Background

We begin by examining existing attempts at addressing some of the problems in this
domain.

5.2.1 Information
The effects of ‘bad’ health information seem intuitively obvious, in which a suggested cure leads to a worsening condition or unhealthy side-effects. However,
bad information can also be indirectly harmful. For instance, subscribers of websites such as ApricotsFromGod.com or CancerAnswer.com may be foregoing other
well-established medical treatments in lieu of unverified claims[14]. The term ‘information’, synonymous with ‘content’, needs to be clarified here in the e-health
context. This is because there is a distinction between health websites that can be
used for getting health advice and and any other perceived health-related websites,
such as one for a health organization. Both these websites contain information,
but can be classified as quasi-critical or non-critical respectively. The quasi-critical
nature of information in e-health comes from the likelihood of patients using it
for self-diagnosis, treatment, or even challenge a physician’s advice, which can be
dangerous[96]. Non-critical information, on the other hand, is meant to be educational or promotional without the danger of being incorrectly used as advice.
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5.2.2 Existing Online Safety Measures
Compliance with informatics ethics principles such as privacy, security, access, accountability, etc. need to be addressed within such websites. At first glance, it
seems this is being done. An arbitrary survey of popular health websites showed
that many health websites display accreditation logos to show their compliance with
ethical standards. However, studies have shown that not all websites that display
these logo fully comply with the required guidelines[51]. Despite this trend, statistics show that patients and even physicians are trusting online resources[53, 96,
123]. Consequently, there is an urgent need for handling ethical concerns effectively.

5.2.3 Content Management
Simpler methods of building websites involve using HTML, CSS, JavaScript, etc.
Higher levels of abstraction include use of templates, scripting, databases, etc. Content Management Systems (CMS) incorporate scripting, databases, and templates
to build and manage websites and content. The term Content Management Systems
is generally synonymous with web content management systems. The management tasks that are being done are creation, organization, and updates. These tasks
are performed on content, such as text, images, audio, video, animation, etc.[45]
Thousands of CMS are available on the Internet, supporting different platforms,
technologies, and licensing[84]. CMS provide an unobtrusive mechanism for creating websites. The basic and common functionalities required of most websites
are present by default. CMS serve as blueprints for websites. In addition, most
CMS can be expanded with plugins to include additional functions such as polls,
galleries, surveys, forums, blogs, wikis, journals, to mention a few. A majority
of CMS come with these additional features built-in. Essentially, CMS handle the
presentation front-end of websites from a back-end interface that hides some of the
complexities of web technologies.
In addition to CMS, there are also Content Management Frameworks (CMF), a
term sometimes used interchangeably with web application frameworks. CMF are
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more streamlined and bare-bones versions of CMS that facilitate the development of
websites that require more flexibility in terms of functionality. In essence, CMF are
more elementary, customizable, and configurable than CMS[128, 103]. While this
is generally the case, many CMF actually double-up as CMS, and are full-featured.
A simple illustration of these relationships for CMF versus CMS in general can
be given using set notation. Let f → x = Functional attributes in x. Then, f →
CM F ⊆ f → CM S.

5.2.4 Existing Health Frameworks
In the e-health domain, there have been attempts at building dedicated frameworks
for healthcare information systems. For instance, Microsoft developed a architecture and design blueprint in 2006 that describes a Connected Health Framework
(CHF), which was updated in 2009[77]. Also, UK-based companies Genetics Ltd.
and EIBS Ltd. have targeted their CMS, Contensis and EasySite respectively to
National Health Services (NHS) and healthcare organizations in the UK since early
2000[71, 72]. Furthermore, a US-based company, Greystone.Net has been providing e-solutions and consultations for healthcare organizations since 1996. Their
services include building websites for these organizations[16, 48].

5.2.5 Caveat Lector
Even though these existing health frameworks are available, certain factors need to
be taken into consideration. Microsoft’s CHF is not a programming or development
environment, but a specification. In addition, the CHF is focused on patient medical records, but does not address healthcare in terms of quasi-critical information
on health topics. This is markedly different from the uses of patient records. Furthermore, the CHF takes a more business-oriented perspective on healthcare, which
is only a subset of the interactions that take place in e-health.
The existing CMS focused towards health, such as Contensis and EasySite are
focusing solely on organizational content of the NHS and healthcare organizations.
There is no health advice being shared on these websites. Consequently, these are
not websites that patients would use to get health advice or information on a health
57

topic. Furthermore, Greystone.Net only provide advice in selection of a CMS, and
do not state any in-house developed CMS/CMF focused on quasi-critical health
websites.

5.3

Functional Description

The features expected of an HCMS include both innovative capabilities and existing
functionality within health websites.

5.3.1 Extensible Adaptability
The HCMS will be based on an extensible component-based architecture that allows creation of new functionalities via new components. Also, the HCMS will
be extensible to different platform technologies such as desktop computers, mobile
devices, and cloud infrastructures to support the ubiquitous computing philosophy.
This is a novel feature and will allow health advice to be accessed in various ways.

5.3.2 Privacy-Preserving Data Mining (PPDM)
A unique feature is to incorporate multi-faceted data mining functionality within the
HCMS. Various data mining tools will be built into the HCMS. Within data mining
tasks, the need for confidentiality of data is a big issue, and privacy preservation is a
critical task[12, 88]. Consequently, privacy preservation components will be added
to ensure sensitive data is kept confidential.
There are different aspects of data mining in relation to the world wide web,
such as web content mining, web usage mining, and social data mining. Web content mining deals with content search and retrieval while web usage mining involves
analyzing user access[131]. Social data mining and social network analysis (SNA)
deals with patterns of interactions between people[93]. The HCMS PPDM feature will cover these different aspects of web mining, and serve two sets of users:
internal and external.
Internal users, or the users of the website will be able to get intelligent statistics
and analysis based on the content and interactions. Very few existing health web-
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sites match content with related drugs and other similar content. A recommender
component in HCMS will provide users automatically categorized predictions of
related topics based on what they type. Also, text summarizations of discussion
treads, articles, and other long-length content will be available via machine learning techniques.
External users, or users not involved in content generation, such as researchers
will be able to retrieve anonymized data from the HCMS databases for use in their
data mining tasks. Web services will be built in the HCMS that will facilitate data
retrieval protocols over secure connections. In addition, anonymization components
will be built into the HCMS to ensure that data privacy is preserved. It is noted that
internal users will require real-time PPDM, and specific algorithms for real-time
data mining will be required to provide dependable results[108].

5.3.3 Community Knowledge
The HCMS will be able to leverage existing content from other sources, categorized
into two groups: health content and health literature. For health content, external
feeds from other health websites will be used to show related information and links.
In the absence of feeds, web content extraction components will be available to
directly query web pages and retrieve content in some structured manner. With
health literature, information about health articles related to user discussion topics
will be shown using Medical Subject Headings (MeSH) lookup[86].

5.3.4 Trust Metrics
Although there are dedicated websites for ratings of doctors and practitioners, such
as RateMDs.com, RateMyMD.ca, DoctorScoreCard.com, DoctorRate.com, and HealthGrades.com, nearly all health websites lacked incorporation of some trust metrics
that give the user an indication of how trustworthy the content is. A novel feature
in the HCMS will be indicators for trust for content based on a community-based
ranking system combined with other analytical results.
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5.3.5 Assisted Advising
A novel feature in HCMF will be components to allow securely importing and
maintaining Personal Health Records (PHRs) for patients. Patients will be able
to opt to privately share these records with experts in S2E interactions. In turn,
experts will be better informed through PHRs before giving advice. There are various websites dedicated to PHRs, such as Google Health, Microsoft HealthVault,
and HelloHealth.com, but this is a unique feature to incorporate PHRs with health
advice sharing scenarios.

5.3.6 Federated Communication
The HCMS will facilitate all communications between the stakeholders. Physician
experts will be able to communicate with each other in a private and restricted
environment. Expert wikis will also be available for shared knowledge that the
experts may wish to share with everyone at some point. Patient subjects will be able
to communicate with each other to share knowledge and real-world experiences.
Subjects will also be able to communicate with experts to get health advice.
Federated communication will also allow message exchange via both Static
Asynchronous Messaging (SAM) and Dynamic Synchronous Messaging (DSM).
SAM will be available via mail messages and post responses. Mail messages are
private messages exchanged between users on the website, while post responses
include comments made to blog posts, microblog posts, and forum threads. DSM
will be available via real-time instant messages with logging. A simplistic view
of the federated communication model is shown in Figure 5.1. Directionality of
communication is specified to give a relative denotation of the stakeholder that can
initiate the communication.

Figure 5.1: Health advice sharing among stakeholders
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5.4

Implementation and Evaluation Outline

In this section, a high-level view of how the system will be implemented is provided,
as well as an outline of evaluation through implementation and pilot study.

5.4.1 Information-Centric View of Health Websites
The core of health advice sharing websites is the information or content. We define
the term ‘quasi-critical information blocks’ or QIB as independent entities in the
content that have some related ethical concerns. QIB can be a web page, a blog
post, an image, video, a forum post and so on. QIBs can also be combined together
to re-form a new QIB. For instance, a group of images, text and video can all be
present in one blog post, which can be a QIB. QIB can also have meta-data attached,
such as the title of the blog, author, or date created. The distinguishing characteristic
is the need to address ethical concerns because there is a likelihood of a QIB having
potentially misleading information.

5.4.2 System Architecture
A high-level view of the overall concept and architecture of the HCMS is briefly
introduced. Figure 5.2 shows a relationship between different hardware abstraction
levels and software layers. This depiction is meant to compartmentalize and summarize where functional requirements will be implemented within the hardwaresoftware context.
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Figure 5.2: HCMS architecture

5.4.3 System Implementation
An investigation of existing CMFs was carried out using an online database of
CMSs, CMSMatrix.org (CMSM). This was done to verify if there are CMFs that
can be customized to provide the functions of an HCMS. The CMSM database
contains various feature sets for describing each CMS. The survey of CMFs using
the CMSM database involved 3 steps. Firstly, features from the database that were
relevant to the HCMS were selected. Next, CMFs were randomly selected based
on their availability in the CMSM database. However, only CMFs that double-up
as CMSs were used because the feature set of pure CMFs is overly limited. For
instance, pure CMFs do not have blog or forum components, and these need to be
rewritten from scratch, which is not necessary in this case. Finally, a Match Percentage (MP) was computed for random selections of CMFs. MP is calculated as
follows.

MP =

P

1 | f → CM SMi = Ki
× 100%
n(K)

Since f → x gives the features of x, the results of K = f → CM SM
HCM S are shown in Figure 5.3.
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(5.1)
T

f →

Figure 5.3: Match percentage of popular CMF features with HCMS feature set
The results from Figure 5.3 seem very promising at first glance, as TYPO3
and Plone get 100% matches. However, the issue is that a 100% match does not
necessarily mean that all the features of HCMS are readily available in TYPO3 or
Plone. This is because of the way the result of K = f → CM SM

T

f → HCM S

is gotten. It is known that n(K) ≤ min(n(f → CM SM ), n(f → HCM S)).
However, we note that n(K) < n(HCM S). That is, the features within CMFs
are actually less than the feature set of HCMS. For example, features supporting
federated communication are not available in TYPO3 and Plone. Setting up E2E
communication require private forums and restricted access, while S2S and S2E
communications need their own separate space. This type of functionality will
require installing multiple instances of TYPO3 or Plone, which will not be ideal
for data mining and may lead to data redundancies. In addition, stringent privacy
requirements for PHR data are not readily available. A more general illustration
of the relationships between feature sets of CMFs, CMSs, and HCMS is given in
Figure 5.4.
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Figure 5.4: Feature set comparison of CMF, CMS, and HCMS
It should be noted that the areas in Figure 5.4 are generalizations and not to
scale. First, it is observed that f → HCM S

T

f → CM F < f → CM F . This

is significant because it shows that the HCMS does not require all the features of
CMF. Furthermore, only a small subset of features of CMS are needed. It is also
noted that HCMS has its own unique features, viz (f → HCM S) − (f → CM S).
Moreover, both CMFs and CMSs have features that are redundant to the HCMS.
Ultimately, CMFs are useful for managing routine tasks like rendering, content
arrangement, and generic privacy and security concerns. However, CMFs need to be
considerably extended to incorporate QIB requirements. Although HCMS has basic
features similar to some CMFs, but the unique and outlier features are more than the
CMFs provide. Consequently, we cannot translate the best selected CMFs directly
into HCMS. The CMFs survey is a good starting point, but individual scrutiny of
each CMF is needed.

5.4.4 Evaluation Plan
Evaluation will involve two steps: 1) using the HCMS to generate any particular
type of website; and 2) monitoring the website generated with HCMS. For instance,
would the HCMS be able to build a health social network (HSN)? Or could it generate a simpler health website with health articles? The second step in evaluation
would be to actually monitor the websites created with HCMS. A pilot study will
determine how users interact with HCMS websites, and will involve getting feedback from a sample of users, patients, and experts on the HCMS websites.
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5.4.5 Challenges
A challenge in evaluation is getting enough user involvement. There are many
mature health websites already with a lot of content. In contrast, a new website
created with HCMS would have little or no content initially. This is a ‘chickenand-egg’ problem. Experts and users are needed to generate content, but they may
not be forthcoming. The community knowledge feature is expected to help, but the
challenge in getting external aggregated content is the choice of external websites.
Questions of intellectual rights arise, as well as which website’s content to trust.
Whereas lack of content is an issue, in the presence of legacy content, there are
new issues of how to import that content into the HCMS-generated website. These
challenges need to be addressed in future work.

5.5

Conclusion

Health is a hot topic on the Internet, and many websites are available for users to
search for health advice. However, these websites can lead to harm if ethical issues
are not taken into consideration. Existing CMSs and CMFs are not necessarily the
best for making health websites with incorporated ethics. We propose an HCMS
that is aware of ethical aspects. In addition, we also suggest unique data mining
and recommender features that are not available in current health websites to the
best of our knowledge. It should be noted that the work presented here is a work in
progress. These initial conceptual specifications of the system are meant to facilitate
the next steps of implementation and evaluation. The survey results of existing
CMSs and CMFs are valuable in quantifying the need to continue with the proposed
system.
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Chapter 6
Requirements and Design
Specifications
6.1

Introduction

A large number of health information websites available on the Internet are developed via either bespoke frameworks or platforms that do not take the sensitive
nature of health advice into consideration. Typically, knowledge of web technologies is adequate in developing websites. However, websites used in online health
advice sharing need an awareness of ethical issues as well as cognisance of the level
of sensitivity of these ethical issues to the websites.
We present requirements and design specifications for a Health Content Management System (HCMS). Moreover, we incorporate technical specifications on
health-related websites by the International Standards Organization (ISO) and the
World Wide Web Consortium (W3C). Unified Modeling Language (UML) notation
is used to document requirements and design specifications. In formulating a design
for the HCMS, we propose an Information Block(IB) for capturing information requirements of different types of health websites. The requirements specifications
are presented first, followed by their realization in design descriptions. Ultimately,
the realization of ethics objectives via the design are investigated.

6.1.1 Overall Description
Different types of health information websites exist. Content ranges from articles,
blogs, wikis, forums, social networks, etc. The goal of the HCMS is to allow gen66

eration of these websites with their typical content management features. It also
serves as a tool to innovate new features in online health information. The HCMS
is developed with awareness of the severity of ethical issues posed by online health
advice sharing.

6.1.2 Scope
The HCMS is designed to be able to allow web developers in the online health
information domain to create better health information websites. It also covers the
need for different types of health information websites. The HCMS is operated
online via the Internet by connecting through a web browser. The actual system
resides on a web server. Configurations and data are stored on a database server that
interacts with the web server on a need basis. This is the typical web application
set up based on the client-server model, in which many users access resources from
a central computer via a network or over the Internet, as shown in Figure 6.1. The
websites generated by the HCMS also reside on the web servers, as configurations
via the HCMS.

Figure 6.1: Client-server model

6.2

Requirements Specifications

The purpose of the requirements specifications is to provide technical details about
the HCMS. The rationale and functionality of the HCMS are described mainly via
use case diagrams. We begin by identifying the users involved with online health
advice sharing.

6.2.1 Actors
In order to specify the requirements, the actors and stakeholders in the typical online
health advice sharing scenarios are identified. The needs and roles of these actors
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lead to the functional requirements, shown in the use case diagram in Figure 6.2. In
addition, these functional requirements also lead to auxiliary requirements that are
needed to fulfill the actors’ expectations.

Figure 6.2: Actors in online health advice sharing
Health Care Professional (HCP)
These are domain experts, such as medical doctors and nurses. HCPs can be authors
of health content because of their expertise. Within the context of health information websites, HCPs would typically liaise with Health Informatics Professional
(HIPs).
Health Informatics Professional (HIP)
HIPs can be HCPs as well, having the needed technical skills to work with computer
technology. HIPs would normally get authoritative health content from HCPs and
deploy it on web servers so that Health Information Consumers (HICs) can access
it.
Health Information Consumer (HIC)
This is a generalization of anyone who accesses online health advice. Various
categories of users can be identified as HICs, such as practitioners/medical doctors/nurses, domain researchers/students, patients, family members of patients, or
casual visitors/general public. The use case diagram in Figure 6.3 shows the behaviors of different HICs.

68

Figure 6.3: Sub-categories of health information consumers
Discussions can take many forms, such as messaging, e-mailing, live chatting, or comments, as shown in Figure 6.4. Also, discussions can be between the
same actors, such as patient-to-patient, or patient-to-practitioner, or practitionerto-practitioner. A related trend in health information websites is the presence of
a variety of websites, such as blogs, forums, communities, wikis, social networks
and so on. Each of these types of health websites suits a different form of discussion. These discussion scenarios lead to additional requirements from the HIC
perspective.

Figure 6.4: Different discussions and types of health information websites
Similarly, HICs look up information in different ways: via the search box,
through navigation menus and sub-menus, or links provided on the home page.
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Also, HICs expect to have information displayed in certain ways. For instance, the
results of a lookup could also suggest synonyms, and have recommendations for related results, or even summary results when large amounts of content are involved.
Figure 6.5 summarizes these scenarios.

Figure 6.5: Information lookup and expectations

6.2.2 Auxiliary Requirements
In order to realize the functional requirements, some auxiliary non-functional requirements come up. These requirements from the HIP point of view deal with
managing content, as shown in Figure 6.6. From the HIC perspective, there are
additional issues that need to be dealt with because of on-going discussions, which
may lead to personal information being shared.
Being able to easily look up information, or needing credible sources, as well
as wanting a secure environment are a few examples of auxiliary functions that are
needed for the overall quality of the system. Some of these functional needs are
shared by both the HIC and HIP stakeholders.
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Figure 6.6: Auxiliary requirements

6.3

Design Descriptions

Having presented the requirements specifications, the next step is to formulate realizations of the requirements as design descriptions. Given that HIPs need to create
and update content conveniently, there are two possibilities: code modification or
content modification. HIPs could modify the HTML code of the website whenever
new updates are required. This code resides on the web server, and is shown to
HICs when needed, as depicted in Figure 6.1. However, it is more convenient to
focus on the content. Content management systems (CMS) provide an interface by
which the focus is on content. This is done by letting HIPs edit and update content,
which is stored in a database and dynamically shown on a web page. This approach
is shown in Figure 6.7.

Figure 6.7: Content Management System (CMS)
We encapsulate the functional and non-functional requirements into a Health
Content Management System (HCMS) framework for generating health information websites. The HCMS is a blueprint from which various types of websites can
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be created. It contains mechanisms that make creation and updating of content easier, and also makes use of well-tested code that reduces the likelihood of software
bugs. In addition, it incorporates privacy and security requirements. The requirements for creating different types of health websites is also fulfilled by the HCMS.

6.3.1 Deployment Architecture
In order to fulfill the different requirements of the types of websites, we design the
HCMS to go through a two-phase instantiation that eventually creates a health information website. In the first phase, a generic blueprint is customized to fit the needs
of the type of website, in terms of vocabulary, arrangement and presentation of the
content. This generic blueprint, which we refer to as HCMS-α, is a bare-bones
framework mainly for configuration and customization of the HCMS. Instantiating
HCMS-α leads to a configurable environment, i.e. HCMS, in which the content and
settings of a health information website can be maintained.

6.3.2 Information Block (IB)
An Information Block (IB) can be seen as a template that encapsulates the content
and navigation to content on a website. The notion of content used here is from the
end-user’s perspective, while the exact representation and rendering of the content
is delegated to the presentation aspects. The following specification describes the
IB.

Problem: Different types of websites require different vocabularies and content arrangements. For instance, a forum has communities, sub-communities, and threaded
discussions, while a blog has pages, posts, and categories. Also, a web page has a
page title and content, as well as the page’s position in the site map. Furthermore,
social networks have notions of walls and news feeds. All these arrangement and
vocabulary contracts are hard met by a single web framework.

Solution: The terms “post”, “thread”, “comment”, and so on have structural commonalities, even though different vocabulary is used to refer to them. We identify
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three aspects that are common to the navigation items and content, namely caption,
description, and metadata.
• Caption: Reference to the IB. This is usually a heading for an article topic,
forum post, blog post, message, etc.
• Description: Content matter of the IB, which may be HTML or textual. Rendering of HTML is not the responsibility of an IB, and is delegated to the
client-side
• Metadata: Any additional information about the IB, such as authorship, timestamp, etc.
All textual data on health websites can fit this generalization. A navigation
menu item may have only the caption, while a web page would have both a caption,
represented by the page title, and a description, represented by the content. The
metadata can contain other information such as timestamp or authorship. An IB
can be grouped and arranged in hierarchies to depict levels and clustering common
in most navigational representations.

Applicability: The IB is applicable in the following situations.
• Different vocabulary words are used to describe content, e.g. post, thread,
comment, message, etc.
• Content on a web page needs to be abstracted and stored in a generic and
uniform manner
• Categorization of content is needed within a hierarchy, e.g. menus, submenus
Collaborations: IB objects are co-related and can act as containers for other IBs.
Their groupings and hierarchies are established via aggregation relationships, as
shown by a basic example of the object diagram in Figure 6.8. ib1 is at the toplevel, and is acting as a container for both ib2 and ib3.
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Figure 6.8: Example collaborations of IBs
Consequences: A blog’s content can be represented as an IB, as well as a threaded
discussion post. In addition, the hierarchy of the communities and sub-communities
can be represented by the IB as well. An IB not only represents the readable content
on a web page, but also the menu navigation and respective hierarchies and groupings. Consequently, IBs can serve as the building blocks for the generic HCMS
framework to create different forms of websites with their own vocabularies about
content.

Two-phase instantiation fulfills two main objectives: 1) generation of different
types of health information websites, and 2) considering the vocabulary and terminology required by the different types of websites. Apart from IBs, another key
entity involved is users. Basically, users generate content and data, and access it
as well. The HCMS-α framework is built around these two entities. However,
the users are only active within the HCMS, while the HCMS-α is for configuring
attributes and actions possible.

6.3.3 User Roles
Users typically have a profile containing their personal information. In addition,
users are related to IBs by authorship or viewership, which entails access control
permissions and authentication. For health information websites, Role-Based Access Control (RBAC) is most suitable. We identify four roles: registered user, guest
user, administrator, and moderator, as shown in Figure 6.9.
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Figure 6.9: User roles
Registered User: Users who choose to be identified as registered can further be
sub-divided and identified as patients and medical doctors. It should be noted that
identification as a doctor or medical expert requires more stringent checks.

Guest Users: Users who do not register would not have explicit role identification
and represent casual visitors.

Administrators: HIPs represent this role, and would manage the health website via
the back-end HCMS. For the HCMS-α, HIPs and domain experts will liaise with
developers to define vocabularies and other configurations for the HCMS.

Moderators: Moderation of content is carried out by this role, which can be taken
by HIPs or doctors. Moderators also represent domain experts and medical staff
who have access to the system without self-registering, and are rather registered by
administrators.

6.3.4 Data Structure Design
In the database structure, two main entities are present: IBs and users. Inter- and
intra-relationships between these two entities form the core of the database design.
For instance, users have relational associations among themselves, i.e. “friends”,
while IBs have groupings and hierarchies. The data structure design is represented
in Figure 6.10.
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Figure 6.10: HCMS model
InfoBlock: As described previously, InfoBlock is a generalization of content and
navigation. In the database, the InfoBlock entity also has Caption, Description, and
Metadata attributes. The special Epoch attribute is used to keep track of the current
record without deleting older versions, which is useful for auditing. Each InfoBlock
record is organized by grouping and hierarchy via relationship with the InfoBlockTree entity. The InfoBlock entity is also related to InfoBlockVocab, which is a
representation of the vocabulary specific to the type of health information website,
e.g. wiki, blog, forum, etc. Each InfoBlock record has authorship, as identified by
its relationship with UserProfile.
InfoBlock records have explicitly defined access control scope, represented by
the relationship with the PrivacyScope entity. In the context of the IB, the PrivacyScope entity not only defines visibility, but all of the four possible database
operations: Create, Read, Update, and Delete (CRUD). In order to provide defaults
and resolve PrivacyScope for undefined situations, the delegated application logic
could simply make use of the hierarchy of IBs and apply the PrivacyScope of the
higher InfoBlock record as indicated in the InfoBlockTree.

InfoBlockVocab: This entity is close to the notion of type, but is distinctly used to
define the notational vocabulary of different types of health websites. For instance,
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an IB may be referred to as a post in a blog, while it may be referred to a wiki within
another context. The visibility and operations allowed on the entity is determined
by the PrivacyScope entity.

InfoBlockTree: The grouping of IB objects is represented in the InfoBlockTree entity. A Parent and Child attribute depicts hierarchy in conjunction with the InfoBlock entity, while localized and global ordering is also possible via the Order
attribute.

InfoBlockTrust: Credibility of information needs to be measured and stored. This
storage is represented by the InfoBlockTrust entity, which has generic Rating and
Counter attributes. The Rating field may represent various forms of measuring the
quality of information, such as the Likert 5-point scale, or unary ratings[69]. Also,
the Counter field could contain page load counts, or the number of inbound links
as well. Records in the InfoBlockTrust entity are generated by UserProfile and are
related to the InfoBlock entity.

UserProfile: UserProfile represents data collected about system users. InfoBlock
records are related to users who create them. The UserInfo attribute is a generalization of the various types of data that can be stored, such as name, email, password,
to mention a few. Each UserProfile record has fine-grained privacy control per each
specific field within UserInfo. This is represented by the relationship with PrivacyScope.

UserGroup: User roles are realized in the data structure design via the UserGroup
entity. Various roles can be represented as records within this entity, while their
exact privileges and permissions are delegated to the application-level logic.
Usually, “friends” is a group present in social networks. On forums, moderators
or administrators is another popular grouping of users. UserGroup can also be used
to define custom lists of friends or user roles.
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PrivacyScope: This entity represents generalizations of possible permissions for
viewing or editing IB objects. The available permission settings are stored in this
entity as records, while the enforcement of the permissions is delegated to the application logic. Possible mutually exclusive records within this entity include: All,
Guest, Logged, Group, and Owner.
• All: Anyone is allowed access.
• Guest: Only non-registered users are allowed access.
• Logged: Only users who have registered and are logged into the system are
allowed access.
• Group: A specific group, identified within the UserGroup entity, is allowed
access. Typical groups such as “friends” are an example.
• Owner: Only the IB author is allowed access.

6.3.5 Sample Instantiations
The following are example instantiations of the use of the IB to generate different
types of health websites: article-based, blogs, wikis, forums, and communities.
In addition, we present the notion of a federated health information website that
incorporates different content formats as well as diverse categories of users.
We approach the appraisal by providing configuration vocabularies for each type
of health website. These configurations and their privacy scope illustrate the flexibility of the IB. Privacy scope is presented in the consistent format C, R, U, D for
each of the Create, Read, Update, and Delete operation. For clarity, we use ‘Admin’
to represent a user belonging to the HIPs user group.
Article-based Health Websites
Article-based health websites will normally have a menu and articles, which defines
the needed vocabularies. In addition, users may wish to comment on articles. For
the first two vocabularies, it is normally the administrator who updates the contents.
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However, comments are either for registered users or for general public usage. Consequently, the privacy scope for each vocabulary is stated as follows.
• Menu: C{Admin}, R{All}, U{Admin}, D{Admin}
• Article: C{Admin}, R{All}, U{Admin}, D{Admin}
• Comment: C{All | Registered}, R{All}, U{Admin}, D{Admin}
Health Blogs
For blogs, posts are usually arranged by category. In addition, users can comment
on posts. Again, comments may be made by any user or by only registered users,
depending on the admin’s preference.
• Category: C{Admin}, R{All}, U{Admin}, D{Admin}
• Post: C{Admin}, R{All}, U{Admin}, D{Admin}
• Comment: C{All | Registered}, R{All}, U{Admin}, D{Admin}
Health Wikis
The unique aspect of wikis is that many users can have editing privileges. Wiki
posts can be arranged by category. For each wiki, a group of users may be allowed
to contribute depending on if they are registered or belong to a certain user group.
• Category: C{Admin}, R{All}, U{Admin}, D{Admin}
• Wiki Post: C{Admin}, R{All}, U{Admin | Registered | User Group}, D{Admin}
Health Forums
Health forum content is grouped by forums, which can be hierarchical with subforum. Within each of these, content is grouped by topics, responses to which are
grouped via threads. Some forums may be by subscription only, which restricts to
user groups.
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• Forum: C{Admin}, R{All | User Group}, U{Admin}, D{Admin}
• Topic: C{Registered | User Group}, R{All | Registered | User Group}, U{Admin
| Owner}, D{Admin | Owner}
• Thread: C{Registered | User Group}, R{All | Registered | User Group},
U{Admin | Owner}, D{Admin | Owner}
Health Communities and Networks
In most social networks, content is organized on a user wall. Users can post content
on the wall, as well as their status. Post and status content can have comments
made. A major distinction of social networks is the presence of the “Friends” user
group. In addition, the user has control over their own content, and usually decide
viewing privileges.
• Wall: C{Owner}, R{All | Registered | User Group}, U{Owner}, D{Owner}
• Post: C{All | Registered | User Group}, R{All | Registered | User Group},
U{Owner}, D{Owner}
• Status: C{Owner}, R{All | Registered | User Group}, U{Owner}, D{Owner}
• Comment: C{All | Registered | User Group}, R{All | Registered | User
Group}, U{Owner}, D{Owner}
The above configurations demonstrate the ability of the IB to represent via appropriate privacy scope different types of health websites. Table 6.1 summarizes
the vocabularies mentioned.
Health Website
Article-based
Blog
Wiki
Forum
Community

Vocabularies
Menu, Article, Comment
Category, Post, Comment
Category, Wiki Post
Forum, Topic, Thread
Wall, Post, Status, Comment

Table 6.1: Instantiation vocabularies of different types of health information websites
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6.3.6 Interface Specifications
Technical Guidelines
The World Wide Web Consortium (W3C) provides a relevant guide for building
websites with focus on accessibility. The Web Accessibility Initiative (WAI) aims
to enhance the web browsing experience for users with disabilities. The following
WAI standards are related to the HCMS[120].
• Web Content Accessibility Guidelines (WCAG): These guidelines support
web content developers and web authoring tool developers to incorporate
the needs of users with disabilities into their website experience. Four main
guidelines are provided for content to be perceivable, operable, understandable and robust. Perceivable content includes alternative representations to
make it easy to be presented in various ways, such as text-only. Operable content is optimized for navigation, such as via keyboard only. Understandable
content avoids grammatical and spelling errors, while robust content ensures
compatibility with the different tools and web browsers[121]
• Authoring Tool Accessibility Guidelines (ATAG): Authoring tools include
Content Management Systems (CMS) and similar tools that generate websites using databases. There are seven main guidelines listed in the ATAG,
dealing with areas covered in the WCAG and also correction of inaccessible content. In addition, the accessibility of the tool itself is addressed, e.g.
CMS, as well as the website interface and documentation. When making a
conformance claim to the ATAG, each of the seven guidelines are assigned
a priority level: Priority 1 for when the guideline is an essential goal to the
tool, Priority 2 for when the guideline is important to the tool, or Priority 3
for when the guideline is beneficial to the tool[119].
• Accessible Rich Internet Applications (WAI-ARIA): This is an extension of
the WAI guidelines for web applications running rich platforms such as Flash
and Ajax. In addition, accessibility in other hardware platforms such as smart
phones and other hand-held devices is covered[118].
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In addition, the International Standards Organizations (ISO) in conjunction with
the IEEE and the International Electrotechnical Commission (IEC) also provides
the ISO/IEC 23026 guidelines for website engineering, titled “IEEE Recommended
Practice for the Internet - Web Site Engineering, Web Site Management, and Web
Site Life Cycle”. The ISO/IEC 23026 covers a wide range of technical specifications to develop well-engineered websites, such as well-formed HTML, interoperation of different technologies such as scripts, and so on. While accessibility is
addressed, it is as a reference to the W3C WAI guidelines[60].
UI Specifications
The exact rendering of information and content is left to the client-side software,
such as a web browser. The HCMS stores all data as text within its database logical
structure. In addition, it provides a back-end administration area where the content
and aspects of the website can be managed in a simple workflow by HIPs and HICs.
For multimedia data, a file server is used and paths to the multimedia content on the
file server are stored in the HCMS. The file server may be a logical abstraction on
the web server or a separate physical server.
Figure 6.11 shows the relationships between the wireframes via different user
responsibilities.

Figure 6.11: Overview of wireframes
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Figure 6.12 shows a wireframe sketch for the HCMS-α administration area,
which basically configures features and functions available in the HCMS.

Figure 6.12: HCMS-α administration
Figure 6.13 shows a configured HCMS administration area which is in turn
used to configure and maintain the health information website. These configurations combine with the website template to ultimately create the health information
website. A simplified wireframe showing configurations is shown in Figure 6.14.
The actual look-and-feel of the health information website largely depends on
the application level logic, coupled with configurations in the HCMS. The HCMS
provides a suite of functions and methods for the different business objects. These
functions can be arranged in the application code which would include HTML and
CSS to provide the desired look-and-feel of the health website. This rendering and
templating concept is similar to existing template engines[127].
External Interface Specifications
The HCMS will interact externally with web services. In particular, medical databases
supporting the Medical Subject Headings (MeSH) controlled vocabulary will be accessed to provide relevant recommendations on medical literature within the health
website[86].
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(a) Editing Vocabulary

(b) Defining Relationships

Figure 6.13: HCMS administration
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Figure 6.14: Health information website wireframe

6.4

Appraisal of Design Decisions

Having stated the requirements and design approaches, we compare our decisions
against some ethics requirements. We have addressed the following three critical
ethical issues via our design decisions: privacy, security, and accountability.

Privacy: Privacy is configured by incorporating fine-grain privacy control within
the domain objects and database design. For instance, the PrivacyScope entity allows defining the privacy setting of each IB for the four core operations: create,
read, update, and delete. In addition, the UserInfoPrivacy entity allows customization and controlling of the privacy of each field within the user profile.

Security: Security involves planning for role separation via Role-Based Access
Control (RBAC), with roles implemented as UserGroup. This UserGroup entity
can be used to provide different levels of access based on roles. The exact access
configurations can be customized and controlled via PrivacyScope.
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Accountability: Audit trails are created in the InfoBlock entity by using the Epoch
attribute to mark the current record version, while keeping all old record versions
instead of deleting or over-writing them. Another feature that assists accountability
is the InfoBlockTrust entity, which is useful for trust ratings.

6.5

Conclusion

Development of health websites requires an awareness of ethical issues as well as
cognisance of the level of sensitivity of these ethical issues. The ultimate aim is to
provide more control to the user to make better decisions about ethical issues. In
addition, different types of health information websites exists, from articles, blogs,
wikis, forums, social networks, etc. Having previously given a high-level functional description of a Health Content Management System (HCMS), we present
requirements and design specifications for the HCMS. The goal of the HCMS is to
allow generation of these websites with their typical content management features.
It also serves as a tool to innovate new features in online health information. In
formulating a design for the HCMS, we propose the concept of an IB. We identify
technical specifications relevant health-related websites from the International Standards Organization (ISO) and the World Wide Web Consortium (W3C). Ultimately,
we investigate our design decisions against some ethical principles.
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Chapter 7
General Discussion and Conclusions
Traditional patient-doctor relationships relied on face-to-face interaction and physical contact. With the advent of the information age, a new model has emerged
where health information consumers like patients, academicians, researchers, and
doctors can use the Internet to get and give health advice online. Geographical distances are no longer a barrier to accessing expertise, and patients can even share
experiences with others who are going through similar circumstances.
Patients view the Internet as a means for getting a second opinion. However,
there is a clear distinction between medical care and medical advice available on
health information websites[30]. Whereas a doctor’s credentials and credibility are
fairly obvious, the online scenario does not have clear-cut indicators on trustworthiness of information. In addition, electronic transmission of data about patient
profiles leads to new challenges related to privacy and security.
In this study, we explore the area of online health advice sharing, dealing with
human health online content. Health information websites that carry this content
face distinct challenges and requirements. Ethical issues are more pronounced because health information has the potential for causing severe harm. Incorrect, incomplete, or out-dated health advice can potentially cause harmful side-effects and
even loss of lives. In addition, issues in human-computer interactions such as accessibility, usability, and findability are more accentuated. For example, because of
the disparity in medical and layperson vocabularies, a specific piece of information
within a particular topic is harder to locate.
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We begin by looking at ethical issues in general faced in the broader scope of the
health informatics domain, in which information technology has become a prominent tool in health care management, popularized via electronic health records,
medical devices and software. However, past experiences have shown that health
care systems often fall short of addressing concerns about privacy, security, confidentiality, safety, among other ethical and technical issues. Before using technology in health care, ethical requirements need to be addressed and fulfilled to reduce
negative effects to lives. Even though there is existing literature on ethical issues in
medicine, as well as ethics in computing, information technology in medicine leads
to new ethical issues that are not covered by medical or computing ethics. We carry
out a systematic review of literature and codes of ethics from major policy drivers
and stakeholders in computing and health informatics: AMIA, IMIA, WHO, ACM,
IEEE, BCS and AHIMA and many others across the globe. We look at major international and regional players in North America, Europe, South & Central America,
Africa, Middle East and Asia-Pacific. Furthermore, we look at technical aspects
of health information technology via relevant FDA and ISO guidelines. We also
investigate the application of these codes and guidelines to not only resolving ethical issues a posteriori, but also preventing them a priori, leading to a definition of
‘health informatics ethics’.
Next, we look at ethics problems specifically within the e-health context. Breaches
of security, invasion of privacy, and harm caused by false information make for
newsworthy incidents. In the e-health domain, there has been a lot of focus on ethical issues when dealing with electronic health records (EHRs) and patient medical
records (PMRs). However, equally important are the myriad of health information
websites that are being used to formally or informally get medical advice online.
This study surveys related work on three popular and pertinent issues in health
information websites: privacy, security, and trust. Literature reviewed includes a
substantial amount of publications such as ethics and technical standards. Other
contributions include a succinct survey of different categories of popular health
information websites (WebMD.com, MayoClinic.com, KidsHealth.org, PatientsLikeMe.com) to gauge existing methods for handling these issues. Moreover, an
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agenda is proposed for understanding the three issues orthogonally via access control. Other outcomes of this aspect of the study include recommendations for open
problems identified in health websites, including the need for fine-grained privacy,
security and trust controls.
Moreover, in this study, we investigate how health information consumers locate
content on health information websites. Preliminary results show that there is room
for improvement in terms of finding specific content on health websites, that is,
findability. We focus on and identify usability issues with three key aspects of
health websites: search box, navigation menu, and home page. Results are based
on a population sample of users with varied backgrounds, familiarity with medical
terms, and a diversified range of question types. Consumer trends in looking up
information demonstrate that using the search box is the method of choice, while
navigation menus and links on the home page are not effectively being utilized.
Consequently, we propose possible solutions aimed at improving the overall quality
of health information websites, such as faceted search, metaphor exploration, multidimensional views, and trending topics.
Ultimately, we propose a specialized framework called a Health Content Management System (HCMS) that assists in developing better online health advice sharing websites. Surveys of existing health websites and content management systems
demonstrate the need for such a system in the face of unique ethical, informational,
and technical requirements. Moreover, the novelty of the proposed HCMS is appraised and asserted in comparison with similar health framework concepts. Survey results of more than 50 health websites lead to a taxonomy of health websites’
characteristics, and a blueprint for typical and novel features for health websites.
In formulating a design for the HCMS, we propose an abstract template, Information Block(IB). We also identify pertinent technical specifications on health-related
websites by the International Standards Organization (ISO) and the World Wide
Web Consortium (W3C). We also investigate our design decisions against ethical
principles.
Overall, our propositions are made on the premise that development of health
information websites requires specialized software. Through this study, we verify
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the hypothesis that health information websites have distinct ethical and technical
requirements. We also validate the hypothesis that information technology in health
care leads to greater emphasis on ethical requirements due to the critical nature of
health care. Accordingly, we develop a specialized framework for managing health
content. We also demonstrate the applicability of this framework to serving the
need of the different types of health advice content, such as health articles, blogs,
microblogs, community forums, wikis, social networks, and so on.
Contradiction between the importance and popularity of online health advice
sharing in contrast with apparent low-profile attention being given to this area were
one of the valuable insights learnt through this study. While progress has been made
in gaining a better understanding of this domain area via this study, there are challenging aspects that require more scrutiny. While general measures of trust were
identified, precise trust metrics that match user belief in credibility against quantifiable measurements are to the best of our knowledge not available. In addition,
whereas fine-grain privacy allows users more control over their data, more control
also adds more obtrusive and cumbersome configurations for the users. Moreover,
data mining for recommender systems to assist in findability needs to be balanced
against privacy requirements. In terms of findability, there is need for development
of semantics and tools that bridge gaps between technological and medical literacy.
Potential offshoots of this study include the applicability of trust and findability
issues to search engine results on health keywords. Also, the Information Block
could have broader applications in other online domains in addition to e-health.
Additionally, the use of machine learning within websites is an emerging area, and
leads to interesting concepts of ‘intelligent websites’. On a broader scale, we are
convinced that the true relevance of technology lies in its ability to assist society in
improving the quality of life. We have looked at online health care as a prominent
demonstration of technology affecting lives either positively or negatively. With the
proper constructive attention and synergy with tools, we believe negative outcomes
can be minimized and positive resultants maximized. However, technology can
only serve as an enabler for better options to make informed decisions, wherein
these decisions ultimately need to be made by the users.
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